


| PT PRI PTOR PP . T . SOPRROR . /SOt dode
X ettt ettt Saebaesa et as erseraesaes e Jsl i
¥ e s ettt eaee Wireshark | .| s .
¥ e e Wireshark L; 5, 0 Gilual 51 =
| SRR G SUSTUSII S S s S
 SORRUOUOROIOUOROTIRTROTOROTTOTTOTOTD. ... . ARSRPRYTTO LS s Slurio Wireshark ass
LR SOOI, . .+ . NSO WireShark ;5 ¢ ¢ s
BRI .. - YOTOUTRURNON . . RS A b 2l
A et ettt ettt eebet bt a ettt b et Shesteaest ettt et saeae et ee g
Qs ettt e et ettt e eeteeetiee teetieeetaeeetaeetheeaaaaaee tatneeeraneeeaneeaneeariaaes S G (Gamtn
) b ettt ettt eeeeetta e ettt e etaa e aees tetuaeeeetaaa e eearaeeeannas CSG Sl (g
1) ettt ettt e et e ettt ee seetttaeeeetaneeeaanaaaenes S glacol gamin
LY ettt et ettt Statusbar



10 e ettt e e —ertee e et e e —eea—eea—ae et areeenteeeereeearaeeeaee e Sl bos 5T

10 oo eeee oo Capture Interfaces . ...
WV oeeeeeeee e oo Capture Options  , .,
Ty et e Interface Details ¢ o, jlms ¢ 4>
¥F ettt ettt Sef R et ettt ettt b LG Lo
YO oeeeeeeeeteeseeaes eeteesee ettt eree s r e Sl Lo e 035 il
| S PP PR PP PPRPRPPPR oo s (s 280559 Lo LL
) et e Wireshark ;5| lesibl | 500
T e rrenens cerro o oI L iieieeenneeeennanens ok ks la oSS L0 SH8
A UUOOY’  ANRRRRRRRRORON.  SUROOverdil . OO OO ok ks glacs Ods
PP Ods b= s e 0 S ds
00 vverereiriies ettt display filter expressions s[..,|
T ettt et ettt et etete et et et ee et e et et oteeeaeet e et e et eaeaeaes L]
Y e e ey et e e e e e arraaeeeennnees summary ¢, s
A ceeeeeeee e oo Protocol Hierarchy . ..
et e e e e e naree s Conversations ¢, -

VY s IS5, sl Conversation List go s



VYt ettt ettt eaes Endpoints ¢, .,

1A oeia S5, sl Endpoint List (go ey
VE - oo oo 10 Graphs ¢, .,
V0 4 et ettt eere e et e e e e eas e esreeeeaeeeraeenareeeans WLAN sl 5 Ll
Wi, Service Response Time DCE-RPC ¢, ..,
VA toteee ettt ettt ettt et S5 S sl bl (go 2
Error! Bookmark not defined. ... .......cccoevvveeiiiieiieiies e, sal Loy S
Error! Bookmark not defined. ......... cccccoceviriiiiinicninnene. oS el oSNy (g4 ey
Error! Bookmark not defined. .... ............ccoo aosls g, &S 5 (64 )
Error! Bookmark not defined. ...................... Dial-up L5l & o)
Error! Bookmark not defined. ........... oo 03> A
Error! Bookmark not defined. ............. Axence | 3| 0P o 3 andlas



§ e, das o |y gl gl L350 Ol 5 S o Jans |y b 4z Wireshark 1) S
Y e ettt ettt ettt eeeteete et et eeaaea et tetaeetneeenaea et eannaaans ol oy 1Y S
U P S S A s TS
 iiirreesirnenursostensersorerne sressostrnvensstensrsosaanarse sossernenssseenee i e s CS S Gt 18 S
1) ettt et e et e et e et e et e eee eeettaeeeraeeaaeaaaeaaans CSG Ol Gemin 10 S
| OSSR POR S UUPR PRt S slacsl gamin 11 K

............................................................................................. «J 5| Statusbar : v |
Y e ok 35 b S L statusbar A: |SCa
LAJEDURY . AUUUTURTITRRIRRRIID. FRRRTON . ST e, kb s 5 L Statusbar : 4 |5
L T display filter ., < L, Statusbar : 1+ S
) 0 ettt ettt et e e e et e ets eeetnaeeetaeetaeaaaeeenas Lol bauly o,y MV IS
Wi, Wireshark s 51 s )8 S5 03500 pises (6 4 b DY IS
ST Capture Options ¢ , », : \v IS
| L PPN PPPPPRPPPIRt “Interface Details” (s o, 3l=e (5 a1V |SS
S SRR ol s LB G058 5l g ey N0 ISS

A e ettt et e e eeetae e et e et et aaaaans LL o3 (go ey VT SS



T e s s le b as saze 5l (gl 4505 VAL IS
Y e e eaens Export as Plain Text File 4 S
TY oot oo Export as PostScript File : v. |x
LE TR Export as PSML File v1: i<
| - TR TTPTRTOPOTOTOTOTIPTOUOTORTRTRTY. . S .. /A Export as PDML File : vy |
0 ettt ettt ettt ete taeettaeeetne e et etaeaeas Export selected packet bytes : vy |S&

............................................................................................. Sl (§ oy Y SS
Y et ettt et e eeaaaee 05 ¢l TCP & &G L Wireshark (Yo |
FA ettt ettt et e ettt renens s Gamin SO 53 CSG O Y IS
T4 .. . eeeereeees CS S (Stmin 53 POP-UP (5 5 TV K
0 1 teetiee et e et e et e eettie e eaaa e eraa s S Ol et 5> POp-Up (55w YA IS
00 uuuiis e TCP G55, e 055 als ¥ s
0 U The "Filter Expression” dialog box @y |
A The "Capture Filters" and "Display Filters" dialog boxes:y s
11 PPNt ¥Y J&The "Find Packet” dialog box

W e e The "Go to Packet” dialog box s |<.:



0 ittt ettt ettt ettt eeaae teeeneeeenaeeeraeeeaeeeaeens gbjf-fbd,&&&law“'i(}&&

WV e e, SUMMErY ¢, oy Yo (S
W ettt et eeeees Protocol Hierachy ¢, -, ¥ IS
VY et ettt Conversations ¢, -, yv IS
VE ettt ettt Endpoints 5o iy YA JSii
VE s e 10 Graphs ¢, o, ¥4 IS
V0 ettt ettt ettt WLAN (3l 5 LT e s
12 S USSP WLAN (sl 5 LTy s
YV s s "Compute DCE-RPC statistics” (go 2y :£Y [

.............................................................. "DCE-RPC Statistic for ..." (go 2y :£Y |5
Error! Bookmark not defined. ....... oS el o231 (6 a1 el lans Sledbl Ao i S

Error! Bookmark not ... .S .l o&iils g a5l edd s sba o3ls 0 by 0 10 15 gedif0 S
defined.

Error! Bookmark not defined. ...........ce voiiiiiiiiiiiie e et et £ e
Error! Bookmark not defined. . s osls 2,5, oS 5 (6 aSi 5l e s Sledlbl asdlity s

Error! Bookmark not ........ o3l g 6 4 5ledd s slaesls a4 by 0 1O 15 50 A S
defined.

Error! Bookmark not defined. Dial up L5l 5l enl Lo coledsl 164 e



Error! Bookmark not defined. ... Dial Up LLs,l 5l eas oo sla osls 43 b g 0 10 Hls 505 00 Ko

Error! Bookmark Nnot defined. ........ccoce voiiiiiiiiiiiin e e eeeeie e e o) I
Error! Bookmark NOt defined. ........ccoeee voriiiiriiiiiie s e eeeiiee e eerie e eeeaaanes oY IS
Error! Bookmark Not defined. ........c.cce voiiiiiiiiiiiini e e e eea e oY IS
Error! Bookmark Nnot defined. ........c.cce voiiiiiiiiiiiin et e eeerie e ot s
Error! Bookmark not defined. .........c.c. voiiiiiiiiiiiciee e et 00 IS
Error! Bookmark not defined. ...........c. voiiiiiiiiiiii e et o1 IS
Error! Bookmark not defined. ..........cce voiiiiiiiiiiiiicie e et oV IS
Error! Bookmark not defined. ...........c. voiiiiiiiiiiiii e et oA IS
Error! Bookmark not defined. ...........ce voiiiiiiiiiiiii e et et 04 IS
Error! Bookmark not defined. ...........ce voiiiiiiiiiiiiieiciiee e et et s
Error! Bookmark not defined. ...........ce voiiiiiiiiiiiiei e et et LS
Error! Bookmark not defined. .........ccce voiiiiiiiiiiiiieicee e et AR
Error! Bookmark not defined. ..........cco voiiiiiiiiiiiieiciiee e et et s
Error! Bookmark Not defined. ...........ce voiiiiiiiiiiiiin et e e e e e
Error! Bookmark not defined. ..........cc. vuuiiiiiiiiiiiii e e e eeae o S

Error! BooKmark NOt AeFINEA. ...c.oeinint et ettt ee e ee e eenas Ay J.i.w



Error! BooKmark NOt defiNEd. .....coenent oo ee eee e e e aaaanaenas % J&.’:



4o do
JJ}A ereshal’k )‘J"‘ J}‘ L)':WJJ g",,.m‘ Y8 e 4.:2—‘.3}.’ &.\J: g{.ﬂ)j:.:.:lﬁ )‘J"‘ 92 R 4 L)'LJ‘; L)." DL
OTL LIS Loy s ol U 5 b B (¢ andllas and 53 Jold ooy o opl oS sl 4 S 513 )y 5

Ll ol oy AXENCE 5l P i 3 Aol e



Jsl A

Wireshark ! o 3 =0
Sl wi bas 55 re a5 e w5 oS s KLl el sla anay Sl S Wireshark

sl s w0 S 6l B 1 b azen OF Sl S o 306 5 )l oSS

S 0303 4l 03,8 Wil sl 4 35 (53 (6,8 el il 4 1y el sl ane Sllow Ol e
1l 5,8 Il sl e S by oS e Sy SO Al s 0 LS 4 das e ) 4l S

(YL Tl 5o adl) 55l e ealinad 5yls s G 5 JigE e

s Lo p w e b olasl bWl e Cwdl S s U bl 800 wasdS s
S o OS2 5l S Wireshark o35 sl b Jlat b s )5 0i5 Jaul 15 OF ples (Wireshark

Wireshark 47 s, g0 ldsl I &

el el 355 e 03lizel Wireshark 51 gl s a5 5,050 51 ol Jlie bl o
.m&osuzﬁ\@);omTaﬁjgomoaﬁOﬁjélﬁ(ﬂju&,}dﬁm o
S e oslimal a0 el O sl gl 1 O 4K el ki @
S e ealinad O 51 ISy, b ol ool olo3 JKGT (gl 5 OB ks anw s @

S e ealial IS5 Jtls 5 SO oSl gl OF 5l sl il e

' Packet Analyzer



.Jﬁéb.k:iaJJ‘)SL;aWireShark}éLgﬁ.})%LgL‘bC«,«j)ﬂ))&hduﬁO_ﬂJL'S)_} .
bo Sis
1L oo Lol 4 sgame Wireshark &5 el ols S5y bt 5l 50 05 3,05

Windows s UNIX sl eslazal LG @

Nl Lol 5l eals (sl are (g 03 lans @

S oAl 5 G bla ane ol @

ol o (g esls Aty St 500 S 5L e

s bars gla sl Vs enls (gls axs 055 sl 5 O3 S syl e

Cilisen sla s olul b iy 035 2h3 @

Gl slaslns Golul sl iy Gl s @

e ik polal o bs it iola (el SOy @

Cilises bl gla Jus slos| @

cilee gla ST 05 5 UGS e

Sbaseslple s o

S S5l ol s @

' Network Interface



test.pcap - Wireshark

File Edit Wiew Go Capture  Analyze  Statistics  Help
S W o p@E x % 58 38 «» »F ¢ (BE &a
E]Eilter:l hd +Expression... q@glear Vgpply
Mo, - Time Source Destination Prokocal  Info &
1 0.000000 192.168.0.2 Broadcast ARP who has 192.168.0.27 Gratuitous ¢ =
2 0.299139 192.168.0.1 192.188.0.2 NENS Name query MNBSTAT *<00: <002 «00» <00
4 1,025659 192.168.0.2 224.0.0.22 TaMP W3 Membership Report
6 1.048852 192.188.0. 2 239,255,255, 250 Uop source port: 3193 Destination por
8 1.055053 192.168.0.1 192.158.0.2 Lop Source port: 1900 Destination pot
9 1.082038 192.168.0.2 192.168.0. 255 NENS Eegistration NE ME10061D <003
11 1.226156 197, 1n3.0. 2 1892, 162.0.1 TCP 3196 = http [5YH] 2eg=0 Len=0 M5354
12 1.227282 102.168.0.1 192.168.0.2 TCP http » 3196 [5¥N, ACK] Seq=0 Ack=D «
< | >
Frame 11 (82 bytes on wire, &2 bytes captured) ~
Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: MWetgear_2d:7f5:9a (00:00:5b:2d:75:9a)
Internet Protocol, Src: 192.168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)
= Transmission Comtrol Protocol, Src Port: 3196 {31963, Dst Port: http (80), Seq: O, Len: O
Source port: 3196 (31960
Destination port: http {803
Sequence number: O (relative sequence numbher)
Header length: 28 bytes B
Flags: Ow=0002 (SvN)
Window size: 64240 A
ooo0 OO 09 5b 2d F5 2a 00 Ob  5d 20 cd 02 COf OO0 45 00 . [-u... ] ....E.
o010 00 30 18 48 40 00 230 06 61 2c cD ag 00 02 cO al R T
o020 00 01 Oc Fc OO0 SO 3c 36 295 f& OO 0O OO0 OO 7O 02 P I R, p.
o030 fa fO 27 0 00 00 Q2 04 05 bg 01 01 Cd 02 e e e
| File:: "Dz ftest pap® 14 KB 00:00:02 [P:120D: 120m: 0

das o by gl gl s3l Ol 5 S o Jaus |5 W 4z Wireshark 1) S
S poi bty Wireshark e/

1S ad el 1 LT Wireshark a5 el sl (631 50 bnl s

S ole o dlsl pad a5 b el ASL el b 358 Gasild Gl et Wireshark
01> &5 erA..»‘Q)yJJ:); s o ks M:da(alqd\lmié@)s—cmg L@..'Tvl?d‘t\.:jlqu

S o KaS e 0305 (g5, Il s amsl b ys s Wireshark cose ULs|



TR e O LS M e,S ol e s haib LS e (S oS s | LgJ;,;;E:mWiI’ES}’IaI’k

&:.(53;)}.aﬁj'q-q)..l.audoj(al.?d4&:..26})6},<i>c,,§l&él.l.uwjéf&,fqdw\)é\w
(33,8 Jb 2 Ll 55 o oa O = s ¢ ol
WireShark caa’ s o4/

S5 3 S el e 0T 6 Ll b e 5 oS 3500 1 installer L6 b sl coas )
ol o 5o WINPCap (551531 ¢ 5 (5 4t Wireshark oz b aS sl pl 1581 o 5 ol coad o e 55 LG
S5 ke Wl ol 4 oS 5 0wt b3l Bl 4 1580 p 5 ol 51y 45 itls 235
Windows Server Y+ Y L s Windows Vista L Windows XP(All Versions) e
-MU“UUU&JMQWQJHVWMW o
\YADOOOODO 31 i RAM abasl~ @
veddOOD K> slad 5la> @

/\hh*-\hh w;}j})) J;‘_,L;— [ ]

L Ethernet Card asle il Loy od sl S15 03500 bavd g 43 )8 golus @
WLAN Card

' Nam Resolution



LS e U
3550 93 Ceand ol 5o S fa s L Ko sile L8 e 05 S laws L 0155 o Wireshark ez 5l

$uS o LS Wireshak izl 4 S @
S‘@M\,L«:cﬁi@g .
S’m\)ucﬁ_{i‘u& o
ORI PYNCKAPHE S

Tkl ey

el oS o3l OLES 5 IS 53 iledd bars &S5 (g5l ol s S )8 b ol 5l () 4 ges

' Capturing
¥ Main Window



test. pcap - Wireshark

File EdL view o

Capturz  Analyze  Stalistics

x % 5B « % %37 ¢ /EEBElaa

e ee @

Help

+ Expreczion. .. %glaa’ of Apphy

030 fa fO 27 ed OD OO0 O 04 05 bd

01 o1 04 D2

E]Eiter: I -
Mo, - Tire Source Decknation Prokocal  Infa S
1 O. 000000 102.168.0.2 Eroadcast ARP Who has 122.168.0.37 Gratuitous 2 1=
2 0.299139 1532.1658.0.1 152.16d.0.2 NEMZ Mame query NESTAT ™ <00 <00s 00 o0l
4 1.025659 1082, 168.0.2 224,00 22 TGMP W3 Membership Report
& 1.048652 102.168.0.2 230,256,255, 250 upp Source port: 3193 Destination par
4 1.0550E3 102.168.0.1 102, 168.0.2 uoF Source port: 1900 Destination par
9 1.082038 1921680, 2 194, Led 0. 255 HENS keqistration KB NEIOOE10 00
11 1.226156 104, 168.0. 2 194, 168.0.1 TP 3198 » http [SVM] Seg=0 Len=0 M:L5:
12 1.:227282 132.1658.0.1 152, 1ed.0. 2 TCP Fttp » 3126 [S¥N, ACK] 5eq=0 ACk=. w
< ?
@ Frame 11 {62 kytes an wire, 62 bytesz captured] ~
& Ethernet IT, Src: 192 1A8.0.2 (00 :0b-5d:20:cd:02), Dst: Wetgear_3d:75:9a (0O0:08:5h-2d:75-9a)
@ Tmternet Protocol, Secs: 192.16B.0.2 [192.16B.0.2), Ost: 192.163.0.1 (192.168.0.1)
= Transmesian Contral Protacol, frc Part: 3106 (3198), D=t Part: http (BO), Seq: O, Len: O
Source port: 3196 (3194)
Destinatiaon port: httn (802
Sequence number: O Crelative sequence numher)
Header Tength: 2B bytes -
[+ Flags: Q=0002 (S¥H)
window size: 64240 Ll
000 D0 09 Sb 24 75 2a 0D Ob ©d 20 od 02 02 DD 45 OD T
010 DD 30 158 43 40 00 80 26 61 2C o0 af 00 D2 CO ad SO HR. L. A, .
020 00 01 Oc Fc OD 80 3c 36 95 F& OO0 00 OO0 DO 70 O2

R I T

[Fle: "D:Jrest.ocap’ 14 KB 000002

[Prrzomerzom: o

ol oy 1Y S

il ey slacwens Jula Wireshark Lol g o 2y

3y oo eslital Oldes @)..ié\ﬂasj;ﬂ -\

s e g b Sl sl e ST by &S ple' ise 4w i Gosll S Lol Toolbar -Y

s e el ealina] b it s Ol a5 xLs Toolbar -v

Gy 05,5 SIS L s e il 1 ol s o5 a5l Glaodtls S e e gamis -t

Syes IS g e o;\;&uﬁs Sa=to 35 5> &S, @To‘ﬁﬁwdﬂ‘)" e

' jtem



CS ) Gammio 3 (6 b B3 L1 el Ol o Sl S TS Sl (a0
5 e il 1) LSl cadd (amio el Ol oS5 glaesls &S TS glacol (gamino -1
S e odhla 1 b 06 Sl (e 3 ol Ol Al
Ol wodd ks sleasls 5 ool ool I (o los o5 s Gads Sledbl (gsluas statushar -v
.J\.Mda
j..’.a

RGN PSS VAP K g)':".’.L“" J‘i) ng;' B QT )‘ 6‘4."5.4).: 9 JJ‘J )‘J'; °J’>.=:".’: LSYL’ L ereShark 6)..&

Fle Edit VWiew Go Capture Analyze Statistics Tools Help
g Y }.i.w
S W R BT LGSOV R VI P

djf:.) LQJ; ;M.ij.i cQJ; cj?) ‘uﬁ*.ét.i)b LgLbeiU <=L°.$‘ LQJ;‘)L LS‘J" Lﬁ.iuyu Lol Cond LJ'i‘ Flle

Adloe Wireshark 5l -5 = 5 JalS L i Hsb 4 odd las sla L6 P05

S S W S G L POk e ke K 03 Sy UG ol a3l Edit

packet list pane
packet details pane
packet bytes pane
export

° Time reference

\
Y
v
3



Sy ol GO Jols imes S e S 1) ed hs slac Sy b S cpl View
ML’@L}?';U'-{‘ )‘ JLKA‘)MK‘J} Lgofu._g )JQ&;Q&[&J cl.hca.:jﬂ QJJS t.f)J.’ ‘LQCAg.i
Mb&oMW&&M&)é‘f&BMJAuMJJ :Go
..u:,da\)omwéuﬂguu)ﬁ,jLAMJ@,,;o;;;ﬁﬂg@po&\mw\ﬁapture

da S5 5 s 20 O3 905 Jlad 18 b Jlad o osls kel (sla s (65 OGl s ) AANAlYZE

Aas o G TCP 0L > 03 8 JUis 5 )8 edd Jasiie (5ls 5 IS gy S

ol s oS e i olbl Sledbl il gl sl it e cwd ol Statistics

Al e opl 5l SOl S5 il e e Ll t e
AL . Firewall ACL Rules ;L Wireshark ;s s s> 50 cilises sl )5l Jols w3 51 iTOOIS
CX G (s4miso

s el ool B s e rwmdl

) o ~
Mo, - Time Source Destination Protocol | Info —
1 0.000000 152.165.0.2 Ercadcast ARF who has 192.1&68.0.27 Gratuitous
Z 0.299129 132, 192.168.0.2 NENS Mame query NESTAT *<00=<00x<00x<
4 0.726445 192.165%.0.2 2z4.0.0.22 TIGMP W3 Membership Report
& 0.004286 192.168.0.2 239,255,255,250 SSOF M-SEARCH * HTTR/ 1.1
g 0.004269 192.168.0.1 192.168.0.2 SSOF HTTF/ 1.1 200 OK
9 0.02Z6985 192.168.0.2 192.168.0.255 NENS Registration NE NELOO&1D0<00>
11 0.114211 192.168.0.2 192.168.0.1 TCFR 2196 » http [S¥N] Seq=0 Ack=0 Wil
12 0.00112& 192.168.0.1 192.168.0.2 TCFR http = 3196 [S¥N, ACK] Seq=0 Ack:
12 0.000043 192.165%.0.2 1%2.168.0.1 TCP 2196 » http [ACK] Seq=1 Ack=1 wi)
14 0.0001z& 192.165%.0.2 1%2.168.0.1 HTTF SUBSCRIBE Jupnp/serwvice/Layer3Fal
15 0.001855 192.165.0.1 192.165.0.2 TCP http = 315%¢ [ACK] Seg=l Ack=25c !
17 0.015934 192.168.0.1 192.168.0.2 TCFR 1025 » 5000 [S¥H] Seq=0 Ack=0 Wil
1% 0.000036& 192.168.0.2 192.168.0.1 TCFR LO00 = 1025 [SwM, ACK] Seq=0 Ack:
1TQ O NN Tan 1Q7 1S N1 TaT 1S N uTTD uTTE A noThn e :
< | »

CS S Gtmin 18 S



o pd ol amio pl 5l OSTAEL ek s LU s SO S doles S ) s b a

g el Gl oS5 glacl 5 oS5 Sl aases 5o O 5550 55 S a8 oledlbl

o gl S5 5 S LT 51 s o 53 a0 sz 3 1y ledsl Wireshark oSG G s owsy » Il o
sdalie LU mhau o 5YL Sledbl g5 s overwrite | 5ol »she Sledbl el (Sas 5V
LSl s 1y syls Ll 3 Ethernet oSG s oS IP s TCP e G Jlie Olge 4 il o
Sk s Dbl L, Sledbl ) IP dissector i ¢ o 15 3555 Sledlbl Ethrenet dissector
wlsl G 5 et 45 S e ol [ IP el TCP dissector (S s op 555l (IP (sla sl

Al e
s o LTy Ol amin ol s s
S o S S 03 8 Dy 53 g sde pledd ks LB s eSS sluas i NO e
Bl s Olg e ) M ol Gialed G b ates | Sbej 4o TiME @
LT e bl 5l eSS aS uls el Source e
gy oSS &S olr el Destination e
.Wcjygdi:jﬁrU:Protocol o
S Gl g 5550 53 glal ledbliInfo e

e o QLS 3535 5 o Cose w ) O Sl amins ol

' timestamp



# Frame 1 (42 bytes on wire, 42 bytes captured)

1 Address Resalution Pretocol [requastfgratuitous &RF)

C&C)Lﬁ)} 60@:0(}1&

‘)Q&M&W BE ol uw\&mj&y‘fo J—ij LgLAJlﬁﬁjLﬁng')ﬁww\ U‘T‘;:("A

Sl le Ll ol 5l ey das e 0L

odd abl| oS8T, L aS uS o g plsl ST, slaals 55 > Wireshark :Generated fileds e
el TCP oL~ ,» ;l sequence/acknowledge |J>5 & Wireshark (Jle Ol ye 4 .ol

S pesls DL TCP ST, sladds 53 [SEQ/ACK] &) 5o 4 45 das o

Ol 0 K K adas Ll ol s Ll 53 (o 505 oG L ety G Wireshark 31 :Links e
A opl gy ST K e sl OLas 0T K, L 5ol oiiS st S 5 S 0 5 oK

Sy 50 b g e 0SS 4 Wireshark (s’ SIS L s

S slocul samio
5> S slaosls Offset O 3 45 das o ioles hEXAUMP ot & 1) (ol oS slaosls amis
OLES ol s 53 Jslne (Sl (Lo SIS 5 Jlorsl Kn oy 0 oy 53 05 sloesls vy Con

3 g o 0313



oooo ff £F ff £f ff £f 00 Ob 5d 20 cd 02 08 06 00 01 ....u.uus T vvnnnn
0010 0% 00 0 04 00 01 00 Ob  5d 20 cd 02 cO a8 00 02 .uwewwans T evennn
oozo 00 00 00 00 00 00 cO as o0 o0z iiaeeees s

S sl gais :'\J.(.i

Statusbar

'M'>L5‘ U':"il""" ‘) LSJ""jgﬁ'l Jibﬁjj CA-M’\) Caen 33 9 LS)l:- 6L§C¢_<.3 Slas .la...u)

(0 Ready to load or capture Mo Packets Profile: Default J

«J 5| Statusbar : v &

g g odys AS e T, 5,18 Wireshark o5 5 aole Ll ol 5 b 45 _o\Kes statushar .|

Dy g edss ol ) LB Lstatushar i gl sel 5 K3 s

@ File: "fhome/stig/http.pcap" 1673 KB 00:00:32 Packets: 2239 Displayed: 2239 Marked: 0 Profile; Default

sl 3 b S L statusbar A: |SKs

Sobr ol s Jb s S eny Sledbl b AL o S > The colorized bullet o

35 SIS OF sy ol B8 5585 Sledbl 05,551 s (gl s o OLES 1) 555 o0 o

b QJ;MC‘}JJ )‘ ol Ls‘]:'uu QLA)‘} QT LSG‘)‘-L"} rL’ ol .b.wo J.:b CJLCUUA < Caew @



o3l sl iy oledlbl O e e 0L | el Lo LB b sl gle Cand o

Ay 0
ol ks oS sl : Packets =
Ssd oo 03l QLS 081 &S Slac S slaws : Displayed =
Dbl glac s sluas - Marked =

ol drop slacS slaas :Dropped

Ww‘ K9 Q)JS&.K:JSL:J.AJL;O QL:,.: b OMUM\ 6.)\,.:;.:{ &Lﬁjﬁ w‘)w [ ]

Sl sy QTQ\)S@)%JJ«)L{ Semge (S S sla Ll saes Jula g0 K statushar

« Default
Only IP and TCP

Wireless
@ File: *fhome/stigihttp.pcap® 1673 KB 00:00:32 Packets: 2239 Displayed: 367 Marked: 0 Profiler oerann

oSy kb (55 L Statusbar : 4 |5
555 o0 o5 display filter el & Lstatusbar .5 K5 s

@ "I=" may have unaxpectad results (see tha User's Guida) Packets: 2230 Displayed: 2237 Marked: 0 . Profile: Default
L

display filter el & L Statusbar ;1 S5

A4Sl Glose o sla 0310 (o4 b s 4o yb
il o 5 sl il slls wireshark cledbl ks |4 4

(Ethernet, Token Ring, ATM, ... ) calises glajlsl e b gls oK 51 Cledlbl Las @



cilits 'abls, baw g Sledbl s cptle (e @

03 00 Jons Sldas (6 aslsl b Ol e olld US (65 (gl anes Ols QLS @

A Ll s S sla esls slad falS g s w05 S gl

u.;.y}.lo@ujéMG))L&@J\)W¢K&Q&U@%J:Q:;M

Ao Olosen Ol ooax ) 4l S8 i a4 by e sla o3ls Olojen s LB il e
Sl D8 b e Dbl e |l s (555 Oleer L5k 4 | wireshark ¢ 4l
(5505 plesl [ LgT 0L L3 558 bavs T 51 (S a5 1
auwéuu\;wu\ﬁcﬁswfg?gqu)uw\Ja,,,,z&:}uua}u .
S DM (5 05 b (5 a3l iy
AL Administrator g5 3 s cla..ﬂ LL e

JFOJW\JEJJ‘))ALSMQL&W‘QJJ}TWJM&‘JJW)JLSMQ‘)\S L]

Ll a0 SIS N sl

' trigger



oledb) bus LT
5 oS o ol Caplure (s g 51 ki 55 6 4t O Il b el s D350 £ 8 )
Sl 1 B 550 (5 4 SIS S S g 53 oS 0 ol e s I, Start s au ;S erws

oSSBT Sl s (315 e Start (s 4y S bl b il os S

wireshark -i netinterfaceName —K 55 L 3 ool o e s B sy s )8 Bl 4SS5 2
oSSBT Sllas Ol b Lot s

Capture Interfaces s o 2t

s 5b RS s a4 SHS 5oy G S e bl capture s 51 Interface gy S aS Sl

2 g
=
Description P Packets Packets/s Stop
ﬁ. Marvell Gigabit Ethernet Controller 192,163, 129,190 0 i} Start | Options Details
i. Microsoft 0.0.0.0 0 i} Start | Options Details
ﬁ. M5 Tunnel Interface Driver Lnknown 0 i} Start | Options Details
i. VMware Virtual Ethernet Adapter 192.168.80.1 2 i} Start | Options Details
ﬁ. VMware Virtual Ethernet Adapter 192.168.49.1 Z i} Start | Options Details
Help | Cloze

M@L&hhﬂb&om \\:J_{:«
g o ) Jole s b g5 &S aSs )8 o 5 2 Description
sl Cs 4 4s 418 (65, 5l Wl 5 e Wireshark «S 1P . sl - J4l P

Ll eds s a5y o Al O 5 b 5l 4 sla ans sliss Packets

\o



das e oLk oMbl ks Slls 4 :Stop

LS e 5l S Sledss 5l eslinad Ul ks Sles Start
Ao o Gl |y aSs L8 4 by e sl sl :Options
Ay e Gl |y il )8 4 b e Ol Detalls
LS e 5L 1, plealy g ain Help

Sds o 1y S Pbs g o 2 Close

ol Gl e b el gl S e O as L;.sLU')\mg\)Wctﬁ o il &S Ll a5 L

3,5 68 ot BB L 5B e o | O sl (6 i 8
Cam:}.a\.).xj)‘\ﬁiﬁWL;&JL;LAQ)LSJ\MW\&{.MSM\Q{\JQJQ)SJ{B 8 S
Hide Capture s au 35 &5 s s oS wireshark o = sl Capture Interface (s o ey 5 ol
Sl opl wamen s o5 ioles Network Interface (s oz 3 1, Ail 03,55 cwdle Ll Info Dialog
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75! wireshark: Capture Options -0l x|

rCapture
Interface: IMin:rnsof't: Device\MPF_{7DCAC3AT-2CED-4454-A91F-51440F 447855} i |

IP address: 0.0.0.0

Linkdayer header type: Ethernet| o |BuFFer size: |1 ﬂ megabyte(s)  Wireless Settings |

¥ Capture packets in promiscuous mode
[T Limit each packet to |ss j bytes
Capture Filter: | || - |

-Capture File(s) -Display Options

Fille: I Browse... | ¥ Update list of packets in real time

[T Use multiple files

. W' automatic scroling in live capture
[T} Mext file every I 1 j megabyte(s) [ -
= next file every I 1 j minute(s) [ s Hide capture info dialog
[¥l| Ring buffer with IZ j files
- -Name Resolution————Hide the ¢
|| Stop capture after I 1 j file{s)

[¥ Enable MAC name resolution

rStop Capture ...

[~ ... after I 1 ﬂpacket[s} [ Enable network name resclution
[ ... after | 1 :I megabyte(s) |
O et Il—ﬂ — [+ [¥ Enable transport name resolution

Help Start Cancel

Wireshark w5 51 aSs )8 S 0550l o (5 ay b Y IS
Capture Options (s o 2z

s 3k Capture Options (s o 2y (StArt g waSs> 03,55 L )awiS oo b eols b 4y g5, &S i

A2 o sl Sl o 55



"4 Wireshark: Capture Options O] x|

-Capture

Interface: IMEWE" Gigabit Ethernet Controller: \Device\MPF_{19FD5585-61C5-4530-3EBA-E468¢ |
IP address: 192.168.129.190

LinkJayer header type: Ethernet| |BuFFer size: |1 j megabyte(s) VWireless 5ettings|

[¥ Capture padkets in promiscuous mode
[T Limit each packet to Ias ﬂb?tes
Capture Filter: | || - |

-Capture File(s) -Display Options
File: I Browse... | ¥ Update list of padkets in real time
[ Use multiple files
. W automatic scrolling in live capture
I Mext file every I 1 j megabyte(s) [ - a

[T Mext file every I i ﬂ minute(s) | = [T Hide capture info dialog
¥ Ring buffer with |2 ﬂ files

I Stop capture after, I 1 ﬂ file(=)
~Stop Capture ...
[ ... after I - j packet(s) [T Enable network name resolution
[ ... after |1 ﬂ megabyte(s) |-
r after I ) ﬂ minute(s) [ - [¥ Enable transport name resolution

Help | Start Cancel

Capture Options (s o =y : \¥ &

-Mame Resolution

[¥ Enable MAC name rezolution

Capture ., 5 sls w8
S ges Sl 508 6 4l S8 Olg e 4w S ol sliInterface o

JJL; IP Lﬂ)JTA‘Sg;JM DL s L;O ‘_}L\:«J b o ub::." LS &,’Q CJ_}[S IP LJ/J))T |PAddI’ESS L]

Ssd o pedeie Unknown osle basls olulls



a Vgome a5 US o jatie |y &S gAY s aY S, Link Layer header Type e
AL e Ethernet 5 5 i &) 50

L;GQL:'J C,.LL'KAWJJ\) J;&)\JE oalarul 340 Mdjb)>456fbﬁb :Buffer Size e
Sly bl 30 sl e b Packet Drop L ous axlse &y o 5 . das

Sl ain b o il Ol au S ol 4SS50 5 :Capture packet in promiscuous mode e

V-AL;)}&JJ .L:‘}.JJL;O.]4....&Jj,.I:Q;o‘J}\QTLSJJW”eSharkASLSJJﬂlS)‘ @)ﬁ)é)))}

53 Sl [ Sas AL 03 S | > promiscuous mode s |y asl 4l g5 S0 s G 45
A s 4 S (sl w63, 555 Cdle 4 S nl S (5 K05

Ly asd s ay o 5l a8 SOl (g o3Il ey SLe oad OSGI:Limit each packet to n bytes e
AL o N00Y0 O 5 5 i e 5355 e axtlid SNAplen Olye 4wyl pl S ey o Lo

OF Lob i s 5355 oo 5 @0 gd Jaus Sledlbl 3 ola 2ls sbel gl :Capture filter o
el (b O50) J=

Capture File(s) o 5 sls <58

S 5,8 30T 55 edd b Sledbl el 13 45 LB oL 05 S asite sl s ool File e
5> el Bl (sl b Sl pde 50 53 45 ASL L DlaNK A ol (55 iy ) s
Dy 0D (B S S

Sl g ek Lol lla, G oas 2l Las aas o bow |, 0! -l :Use Multiple files o

g oty Ll G o



Jle Use Multiple files 055 5l cwdle &y 50 5 43S ol (Next file every n MegaByte(s)
Jaly S o b L) o yasite (6 o3ls Caly Sl g 45 S e a3 1 OGl cpl 3 s e

LS s i LB s | Sledbl g anlsl (sl /sl S /oLl
s Jé Use Multiple files 055 s cudle &y 53 a5 ol (Next file every n minutes
(aslb/aids ) celu /55, Cw p L) yasie Oy Ode 5l L a5 AS el L Ol sl 55

LS bs gide LB s | Oledbl (g aslsl

s Js Use Multiple files 055 s cudle &5 53 a8 ) Ring buffer with n files

S o bl il ol Lars &S e BBl sl il 3L S s pd

s Js Use Multiple files 055 Sls cudle &y 50 43 4035 ol :Stop capture after n files

LS e B |y s Ollee LU pasiie slaad s Oledbl s Gl 55
Stop Capture... e

Dy o Olles LU pasie sl s Dbl ks 5l . i after nopackets

LS

e s esls ks culb KS/ Ke /5LS asiie sluas 5l Ae .. after n MegaBytes

e oo s a8 ol il s Sl “Use multiple files” «ls ;s

o Byl ol ks fee paie iy cel/agdy/ il sluas 5l da After n minute(s)

LS



Display Options .. ;3 s « 55
o <l L Wireshark LT 5 S o cpme 435 ol :Update list of packets in real time e

ol Cards 035 pasiel g 53 ot LA Sl S Kotk S w0 1) s anes
) Sl b sl (gl ans Tt Sl ol B ge s 02ls Lo by B Wireshark a5
o3> 5 da> o plxil 1 La eols Las Bl oL > s Wireshark o s (o)1 d8ede a0 5
"\:""’J'ggfdg)‘:"'.’.t""" QL‘)}- LS‘J" b OMMLQLQ

Gl ans 35,5 L oS ol cpl (e diS usd 4oS ool Automatic scrolling in live capture e
S ola ey Sy cpl g3 a8 6 L s seroll | of L Wireshark s axey cod O 4 i
AL aseie S cpl Caxsy S Lss eoesly Gl Ll edd e OB syl 1
o SCIoll 1 s an ced OB J5 S o bl o) slesl 4 |y wa sla ay Wireshark
Jl e Al el (5,1 3&ee “Update list of packets in real time” «SCdl- s a8 ool .S

SN (5 o sl (¢ i 3L ol (6,10 4o S opl S :Hide capture info dialoge e
Spd e Olgy e

Name resolution .. 3 s w8
Wireshark LT 4 s3le o aal 3 15 0T J 28 0l 4y 8 o) :Enable MAC name resolution e
o Al el 4 ] A o3l 6 e 5 J xS 4y S ol Enable network name resolution e

S5k

' Packet list pane
¥ Capture info. dialoge

T



4 |, Transport sls . 51 Wireshark LT 4l J =S :Enable transport name resolution e
Buttons (Ls «.ss)
La osls Jars “Start” (¢ aeSs o, o SIS SO L Glo a5 gls au S Ol 5 s 550 polis Y"*L'JL
Ssd e ) cancel” g aeSs 5 SISL g el o
b gie b a5 B slaas ks 5l o 1) ks e das e o3l Wireshark (ks S g 3l
Interface Details ¢ o slxo (¢ 4>
LS el s S Wb o glee (5w S Wireshark (Capture interface (s 5w | Details bl

U PR [P U PR N P S N B Ee I W PP SV P H CE B PR P STPR

A3l e 552 5o Microsoft Windows  fale s S 2
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7 Wireshark: Interface Details -0 x|

Characteristics | Statistics IBUE.S (Ethernet) |EDE. 170 (WWLANY |Task Offload |

Characteristics
Vendor description VMware Virtual Ethernet Adapter
Interface \Device\NPF_{1F5334C 4-B934-45A0-96F 4-22F ASCESCFER}
Link status Connected
Link speed 100 MBits s
Media supported 802.3 (Ethernet)
Medium in use 802.3 (Ethernet)
Physical medium Unspedified

MDIS Driver Version 5.0
Vendor Driver Version 4.0 (Hex: 4.0)

Vendor ID 00:50: 56 (Vmware) NIC: 00
MAC Options 802, 1P Priority: Unsupported, 802, 1Q VLAN: Supported
VLAM ID =

Transmit Buffer Space 24224
Receive Buffer Space 24224
Transmit Block Size 1514
Receive Block Size 1514
Maximum Packet Size 1514

Mote: accuracy of all of these values are only relying on the network card driver!

“Interface Details” (s o, sl=e (5 4>V S

lo b5 L
Ll'.:.m..s JJJSJSL» BL. b o3ls S L 9 634 MCJ}S)‘ b Lﬁwllbcap M)}Sjﬂ c.la..:...é c&.ﬁﬂb
e S S s (sla) LB 3 5 558 e ol Wireshark Lav g esls opl S s (1K S S

Jy&oﬁb@.w‘ o.st

Spdy o s il G b w s gla LB s e esls (g0 23 (gl Olles ol

Yy



Do $AS a4 L (b aUe Ve Sl ae) Wl Sopsla LB L O3S S 5 S 4 g il
L3 oo Jard OF 5l s aty oS (gl 4 5,8 ploil e SV b Lo Joe Gl )3 aS5le5 3,8
O ide o Jos cpl 55 eolanal ‘multiple files” ¢ a8 51 cul g il ansls VL Sl s

ol 5 Ol s LT L 055 15 65 558 o (6,500 55 sla bl puls ol las (gla aiy

Wireshark .S a5 4S5 1) psgte 40 by Sledbl cnl (Sas “Multiple files” 51 eslical wax 55
‘UL‘)JJA OIS &\j@%).}jﬁ&éﬂi@i; ‘J ol LSJ‘-G)LLSQ)‘)LSM(’}@.M Sleb|
ﬁ.")u,:.ncj.@.um.byf LSLQ J—Qjﬁ CJLG)U;‘ o_}‘)&a_: ‘<UL.’.J'>' LSLQLb J..;Lc).,\..su.lv)‘)f bulnr‘}@.ﬁu
Sl a5 b 5558 e Jhugsy LI o)) 35 56 s el &Sl (Jle Ol g A{)J;.Sdoé)\.,\.@_ﬁ
¢>fi@6)\1@<3e¢16)i§)p6u&bé|ﬁMQ&W\@\Q@TJ\.(:Fu.ewo.-\fj«.gt;.bu.
G\ 30 S 55l Ot opl Gad 4SS a5 e Sl S Wl gle BB G b 1 SO Sl ealiz
G b s ol 0T (g sdalie Olal g oIS a8 Sledlbl a5 558 0,3 ST ol G s bl
MJ\A“}woJ\.&JUIAMLj;JAJ)J‘LCJLPW‘de
Sl asle b Lans glada ¢l
D22 S Olse 4 Jes pl) 558 e sl g ale e LB S :Single temporary file e
0 3 o8 Jan i ok s 0 G ol Wl o BB cpl dans B 5l ey (5,5 6 s
D gl
o ke ks LUl Sobey opd oo sl L s LB :Single named file o

S o P bl l S ey ol Ul B S

' Multiple file modes

v



el Ll LB S oS ol ) b ocdd LS O gll asle :Multiple files, continuous e
“Next J.LJLS.A J‘ é.:) MKJ»&- LSL"“ J’..b U"@“j’d .)m”‘f\:: J‘ é.: d}\p;- J‘ o 4.’;.“ cbj..i s oslaul
(file every...”

S48 Las e Jes “multiple files, continuous” <. L. :Multiple files, ring buffer e
“RiNg Slaas S1.das o S e sl sla LB 4 alfs la LU a0 by i 5l S
ol e o3 il el atle S5b 4 Wl e kbl cil slis Juol> buffer with n files”
(33l o il G a3 5) IS o S0l 1y ealital DB oS L op 5 e dB O sen

s kS e gl | Kiss (6 eslan] oz Sle ol s gla osls uw:—f&).l@ibd_ub gl e

(83903 & ok ks gla ols 3l (65 gdal Hluas (gl

M) Lo oy 05,5 ild
S amie 53 0L pl 45 .S e eslan] Sledbl s 05 S ols (6l s libpcap ls oL 4 Wireshark

sl o ds Ol TCPAUMp o)l ) e

D33 ol ST 3 LIS 2 S
5395 o Ll (o 5 s Jlas 5 5 SSH 3l eslizal L) 35 ol 31 J 28 & 5o o Whireshrak o5 sKea
Sl 35 o LSl ol sy U] m e im0 455 b 51 AL oS SUeDIbl (5l e

o oly dlal Calses gla e L S ks 1l S )85 55 &) 50 40 Wireshark o> -1 51 Ol
.b;@Q)MV&wéL&)@ wb‘fJLaj‘LsLajLab\imLsggobbg.‘b)b@uga

SSH_CONNECTION (ssh) <remote IP> <remote port> <local IP> <local port>

'ring
" Environment variables

Yo



SSH_CLIENT (ssh) <remote IP> <remote port> <local port>
REMOTEHOST (tcsh, others?) <remote name>
DISPLAY (x11) [remote name]:<display num>

SESSIONNAME (terminal server) <remote name>

i 9 (=9s3/s0999) Lo JobLs
sl o L as ol Kb 058 5L 5 055 3,05 1, Wireshark o5 dlsee DUl Cad ol s

Wl 48 8 13 3,50 BT Pl s plesl 563 sla CObB e Wl ot b il
ol ks LU S 058 5L
shyopen g g8 O b sl asls 1y Wledd s 13 51 as ola LG 05 S 5L < L5 Wireshark

Wireshark: Open Capture File

Look in: | i filesat v D ¥ v A

ltast1_unnn1_a:-ma|-ala15m.m Itasu_nnm:r_znﬁuamamn.m
testl_00002_20050819181505.pcap  [lltest_00008_2005081 9181509, poap
Elltesta_oooos_zo0soa19181505 pean [Etest: _00009_20050819181510.peap
Bltest:_oooos_zoosoarsieisospcap [[ltest:_ooo10_zo050819181512. pesp
Blltesta_oooos_zoosoai9te1so7.peap [Elltest1 00011 _20050819181513.pcap
Bfltesta_ooons_zoosoar9rensor.peap [lltests_00012_20050819181514.pcap

< | »
File name: test1_OO004_2005081 5181506, peap Open
Files of typec &l Files [ o Cancel
Help
Filtar I Filernarne: test1_DODDA_200508]
Foamat: ‘Wireshark topdump/.
MAL name resolution Size: 1031 butes
[] Netwictk name reschaion Packstz q
[#] Trarsport name rezolution First Packet:  2005-08-13 1815:06

Elapzed 00:00; 00

ol s LSS 03 S 5L (g ey N0 IS

A



DA le Lledd iy a3 Wireshark (¢l a5 ol L cw )

* libpcap, tcpdump and various other tools using tcpdump's capture format
« Sun snoop and atmsnoop

 Shomiti/Finisar Surveyor captures

* Novell LANalyzer captures

* Microsoft Network Monitor captures

» AIX's iptrace captures

* Cinco Networks NetXray captures

* Network Associates Windows-based Sniffer and Sniffer Pro captures

» Network General/Network Associates DOS-based Sniffer (compressed or uncompressed)
captures

* AG Group/WildPackets EtherPeek/TokenPeek/AiroPeek/EtherHelp/PacketGrabber captures
* RADCOM's WAN/LAN Analyzer captures

* Network Instruments Observer version 9 captures

* Lucent/Ascend router debug output

« HP-UX's nettl

* Toshiba's ISDN routers dump output

« ISDN4BSD i4btrace utility

» traces from the EyeSDN USB S0

* [PLog format from the Cisco Secure Intrusion Detection System

* pppd logs (pppdump format)
ol Las (Gls i (S 0D (S0

sl 03 1y el s SleMbl 015 e )y 4 U (s s Save AS (s 4y 5S 5 eslizal L

Yv



Wirgshark: Save fike as
Save i | LD fiesel O m

[ltesitt_oooni_zoosnainiaisoc.pcep [Elrest|_non07_somsasisiaistepcap [Eltest _0no13_m
bestl_O0002_20050819151506 peap  [testl_D0008_2005051015150% peap [ test1_00014_20
bet1_00003_20050819181506 pesp  [testi_D0O009_20050319081510.ncap [ test1_00015_20
besstl QOO0 0050813101505, poap kst 0O010 2005001518051 poap besk] DO016 A0
testl_00ODS 2005081911507 peap  [lvest1_pool)_zoososrsiensizpoap [@ltest1_oooi7_zo

Eltesstt_oooos_zoosoaimiasor.peap [Ellestt_noniz_somsoarsisisidpcap [@lkest _onoia_m

£ *
Filepeme: | eet]_OD005_20060E0 5081507 peap
Save as ypec | Wineshatktpcumey_ - Bbpoap [ posp;” ca| -

Fackel Range

(@) Caplured () Displaped

{%) All packets 120

{2 5 eleched packet 1

) Range: | 1]

&b&oﬂﬁsdoﬁa’:\‘\dﬁi

o sl Jb o
Looytd Sl 0T ogdle .S oo b libpeap <o b Lo sls LB 3 15 Ls ey gla o315 Wireshark
WireSharkL{oMJa?.p'LSLA&uj\eim‘d&\ébﬂjvﬁbﬁbﬁjﬁ6LAJ§J.:L>JJ'\‘J}J{CAA)§
R Soso w0 Wireshark 5 = sla Lb sls b das o Sl o slaslpl Kos a1

* libpcap, tcpdump and various other tools using tcpdump's capture format (*.pcap,*.cap,*.dmp)
« Accellent 5Views (*.5vw)

* HP-UX's nettl (*. TRCO0,*.TRC1)

* Microsoft Network Monitor - NetMon (*.cap)

 Network Associates Sniffer - DOS (*.cap,*.enc,*.trc,*fdc,*.syc)

* Network Associates Sniffer - Windows (*.cap)

* Network Instruments Observer version 9 (*.bfr)

YA



 Novell LANalyzer (*.tr1)
* Sun snoop (*.snoop,*.cap)
* Visual Networks Visual UpTime traffic (*.*)

» ... new file formats are added from time to time

ol .]a.Mp LSL‘B J.:b rLO.)\
Sledbl B Jle b S CL&;\ R g L prs Oledbl &S ols 5L bl o8
V.;;\j: @LAS&‘JS wror 6‘]1 ‘V-‘“\ o);oﬂéudbwéu J’.’.b)b QLAJQ.Q ‘)M&ZQ)SM
oS plesl a1 Ll s
21y plxl b 5w o Merge 4 S b 5l 0ls o 1 ol (S&J‘

S B glanl 41, sl gla b gls anes Sledlbl :Prepend packets to existing file e

AS e sl
LS e pleo] T Laws 0ley bl 5 1 e o3ls :Merge packets chronologically e

S JB slgnl 1) sl gla LB sls ans oledll :append packets to existing file e

A5 e il

Y4



Wireshark: Merge with capiure file

Lok jrc | (L Hezet "_ﬂ 1- = -

teestl Q0000 _20050819181 505, peap Restl 00006 _200F5031916150% pap test] _DO015_20
testl (0002 _20050819181 5065, peap keskl 00009 2005081918181 0 prap beck] D0014_20
best]_DOODO3_Z0050819181505 . peap [jtestl_00010_20050819181512 prap  [ltest1 _00017_20
ta=stl D000 _20050819131506. poap ekl _DOO1]_2005031918151 2 pap tect]_DDD13_20
et _0000S5_20050819181507 . poap testl 00012 _200S0819181514.poap kest] 00019 _a0
teestl _Q000G_20050819181507 . peap Restl 00013 _20050319161516.peap test] DO020_20

1,_C000F_20050819181 508, peap keskl _00014_2005081918181 7 prap beck] 00021 _20

¢ ¥

File gt sest1_DOOD7_20060E1 9161508 peap

Files of pe: | & Files [ b
Fiter [ Filename: tegh]_DOCOT 0050819181502 poap

Fomat: “WinesharkAopdumgy’.. - ibpoap

(%2 Pemperd packels b ewsting fie She 1074 butes

(1 Meige packets chionologicaly Packetz 11

(3 ppend packets o eisting fie Finst Packat  2005-08-19 18:15:08

Elspeend O 000

Lﬁ&bf&b‘daﬂi\\/d&i

S asd gn 4 BB aspeme dla LUl 6 as sz @ oS e 0 d BB Cpdir 5o ) b esls (S5
wireshark il o (sl oS azet 5 55l Db Sllas twd Sopo 4 bl a5 seme O L LIS Sl
File s 5l File Set e 55 53 b Sy ool &S o oald b osls aspome LI sl als S

Ll el es gl

MJL;‘QLLJ \) Ll el L;;LNLH.Z wwﬁ)&u\yusdu J:'.Le :List file

o b 2l e bl as gazs OF 4 aS 1) am b OF (gl w5 sy o ) 3550 5L L :Next file

LS

o oLl Gl LB ac same QT@ASIJL)..&JJ"B OTLSLQ-‘L_:)JJJJ.JA‘) 544 5L L :Previous file

LS
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Wireshark: 17 Files in Set

Filenarme Created Last Modified Size
(%) testl 00001 Z00S0519151503.pcap!  2005.08.19 18:15:03  2005.08.19 16:15:05 1067 Bytes

() testl_DO00Z_20050819151505. pcap

) test1_00003_20050819181505, prap
() test1_00004_20050519181506,prap
) testl_00005_20050819181507, peap
() test1_00006_20050519181507, prap
() testl_00007_20050519181508,poap
) testl_00008_20050519181509, peap
() testl_00009_20050519181510,peap
() testl_DO010_20050819181512.pcap
() test1_00011_20050819181513.peap
) testl_00012_20050519181514.peap
) testl_00013_20050819181516.pcap
() testl_00014_20050519181517.peap
() testl_00015_20050519181518,poap
) testl_00016_20050819181518,peap
() testl_00017_20050519181518,peap

... in directory: D ffileset

LQJ.;L% @jw)\ 6\4\3‘5&.} \/\:J_i‘i

Wireshark ;/ cileMb/ , ytw

:)'IJCJ)L:;6L)\ssﬁj)l5w\6\ﬁg3uu6uuij)

AR



Export as Plain Text File

(@ Fthereal: Export as "Plain Text” File |Z||E|[z|

Export ko File:

| L& |

Packet Range

Packet Formak

|gaptured||gi5played| Packet summary line
(#) &l packets 191 Packet details:

() gelected packet anly 1 ) all collapsed

(®) As displayed

) all expanded
(") Specify a packet range: o [] Packet bytes

[] Each packet on & new page

«@QK H xgaru:el ‘

Export as Plain Text File 1a: |

Export as PostScript File

Y



(@ Fthereal: Export as "PostScript” file

-0
Export to File:
! | & |
(PostScript Files can be easily converted ko POF Files using ghostscript's ps2pdF)
Packet Range

Facket Format
|gaptured||gi5played| Packet surrmaty line
(#) ol packets 191 Packet details:
() gelected packet anly 1 ) all collapsed

(®) As displayed

) all expanded
(") Specify a packet range: 1] [] Packet bytes

[ ] Each packet on a new page

@QK H xgancel ‘

Export as PostScript File : v+ |a

Export as CSV File
LS e slul el Conlis 03 208 Sl (g1 S CVS &) g w0 |y Siledibl asdls

AR



Export as PSML File

(@ Ethereal: Export as "PSML" file |Z E|[‘>__<|

Expart ko File:

I' & ]

Packet Range
[ gaptured”Qisplayed ]
& all packets 191
() gelected packet only 1
() specify a packet range: 1]

| |
@QK H xgancel ‘

Export as PSML File vy: |

Export as C Arrays file
S C s alp S wsyys kB s aas s 5l 5¢C LSLQA{.‘JTCJJJ‘A{.‘JT&)J‘JQLOW\

Yt



Export as PDML File

(@ Fthereal: Fxport as "PDML" file |Z||E|E|

Export ko file:

! & ]

Packet Range

&) all packsts 191
() Selected packet only 1
() specify a packet range: 0
@QK | | x Cancel |

Export as PDML File : vy |

Export selected packet bytes

(@ Ethereal: Export Selected Packet Bytes : E'E'
Marne: || |
Save in folder: |@Debug_GTK2 - |

Will save 25 bytes of raw binary data to specified File,

[+ Browse For ather Folders

‘ Eiave H xgann:el ‘

Export selected packet bytes : yr &

Yo



@ﬁ%ﬁjdﬁipé\cmg._ﬁ.JJJd\g&iygb’;ﬁ\\)L}il.ééj;.ajprintéx.i}f)lsd\éu

Aas el g;;l;; Sllas 0550 ol Ol Lo o aS s 5

Wireshark: Print |Z| |E| E|

Prinkter

{:} PoskScripk

[T cukput ta File: | |

Packet Range Packet Format

|gaptured||Displa';.-'ed| Packet summary line
(%) Al packets 11 Packet details:

) gelected packet onky 1 ) &l collapsed
() As displayed
() all expanded

) specify a packet range: 0 [] Packet bytes

| [] Each packet on a new page

EErint H xgancel ‘

%Laéaﬁ;.i vz:J&.’z

ol buws gla OSy Lo GouSHLS
ol Lus sloc K Do
View sao S 5leslizal b a8 s 1) oS5 01 0l 5 o eoSo G (Gamin 3 0 S5 (655 03,5 SIS L

03,8 SIS LTy s bl 3l mend 8 Olg 05l Jﬁ)@gﬁd)T&il{jd’}JJ sled O O

A



sdalie a5 jshilan .ol ol sl il 5 ISE )3 TCP S 51 4 ges G ools axw s plUS sl (55

Sl 0l 6313 QLS TCP a5 Acknowledgment go i 555 o0

test.pcap - Wireshark

File Edit View Go Capture Analyze Statistizs  Help
3w e >EBA x %« 8 R« » » 7 & BEE & a
E]Eilter: I hd + Expression. .. hglear ‘f Apply
Mo, - Tirme Source Destination Protocal  Info A
ey B =L e e L e e LA
1.266628 0.1 0.2 ) ACK] Seg=1 Ack=

12 1.2666819 192.166.0. 2 192.166.0.1 TCF 5000 » 1025 [P35, ACK] Segq-1 Ack- —

33 1.267850 192.168.0.1 192.168.0.2 TR 1025 » 5000 [ACK] Seq=510 Ack=20

34 1.274361 192.168.0.1 192.168.0.2 TR http » 3197 [P5H, ACK] Seg=1 Ack=

35 1.274447 192.188.0. 2 192.168.0.1 TR 3197 » http [FIN, ACK] Seqg=

1.27°4987 92 .1 5.0.2 i tp = N, A 5 E
1.275018 .2 .1 Seq=191 A
1.276019 .1 .2 ACK] Seq=26645
.2B2181 ACK] Seq=510 Ac “
< | >
Frame 36 (60 bytes on wire, 80 bytes captured) ”~
Ethernet II, Src: Wetgear_2d:75:9a (00:09:5bh:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
Internet Protocal, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2)
= Transmissijon Control Protocol, Src Port: http (80), Dst Port: 3197 (3197), Seq: 20, Ack: 190, Len: ©

Source port: http (20)

Destination port: 3197 (3197) |

Sequence number: 20 (relative sequence number)

Acknowl edgement number: 190 (relative ack number)

Header length: 20 bytes 5
< | &
D00 00U Ob 5d 20 cd U2 00 09 5B 2d 75 Y& OB 00 45 00 | .. [-U...E
010 00 28 00 84 0D 00 40 08 f8 f& cC 00 01 cd ag P - T
020 00 02 00 50 Oc #d OD 00 &8 14 F F.} .. h.EEFAP.

030 Cc 00 93 ca 00 00 00 00 00 0D OC Q0 Liuaae.s
Icknowledgement number (tcp.ack), 4 bytes [P:1z0D: tzom:n

045 ¢l TCP & & L Wireshark @Yo S

S9 WL)%A U'.’."\" ﬂ)J&JJ&LA ‘u\.l.: ‘j’“‘ L5°J'>"".’. BE ‘)W&Lﬁgﬁ. u\y“da U'L‘J"°)>A'°
cpd 350 ol | "Show Packet in New Windows” sausS 5 55 culy SIS sy oK

S alie oa L1 OSG cplkin Ol 8 o o) 4 aewss

v



Win=3072 Len=0

.1 192.168.0.2 TCP http = 3197 [FIN, ACK] Seq=20 Ack-

36 1.274987 192.168
Ethernet II, Src: Hetgear_2d:75:%9a (00:09:5h:2d:75:9a), Dst: 192.168.0.2 (00:0b:5d:20:cd:02)
Internet Protocol, Src: 192.168.0.1 (192.168.0.1), Dst: 192.168.0.2 (192.168.0.2) —
(= Transmission Contral Protocol, Src Port: http (80), Dst Port: 3197 (3197), Seq: 20, Ack: 190, Len: 0

Crannmn et e SO0 :
< | =
WIv[l]
0010 1
0020 b 50 11
o030
Lee St G )5 OSSO Y UG
Pop-up st s

Cooly SIS L S slacib b e Clir eSS cndd glaasin 55 POp-UP 5w S Ols5 o
Syl et Rl sy 0 S

YA



CS G amto 53 POP-UP (s 5

] test.cap - Wireshark EI@|E|

Fil= Edit Yiew Go Capture Analyze Statistics  Help
8w e BB x % AR & »»7 2 BB &«@aaq b &
Filter: | * Expression... Clear Apply
Mo, - Time Source Destination Protocol Info A
20 1.250285 192.168.0.2 192.168.0.1 TP 3196 = http [FIM, ACK] Seq=256 .
21 1.250810 192.168,.0.1 152.168.0.2 TCP http = 31956 [FINW, ACK] Seqg=114 .
22 1.250842 192.168.0.2 152.168.0.1 TCP 3196 > http [ACK] Seq=257 aAck=1
.2 = ] B . 15 — 107 = 5000 S ] Wi
24 1.252826  192.168.0.1 107  MarkPacket (toggle) http » 3196 [FIN, ACK] Seq=266L
25 1.253323 192.1658.0.2 152 (2 Sek Time Reference (toogle) 3187 = http [SvM] Seg=0 Len=0 M
26 1.254502 192.168.0.1 bare s o200 (SN, ACK] Seq=0 Ach
27 1.254532 192.168.0.2 Apply as Filker 13 Selected [ack] sen=1 Ack=1 w
28 1.254649 192.1568.0.2 1oz Frepare a Filter | Mok Selected Jupnpsserviceslayer:
1.256388 0.1 Conversation Filker b | .. and Selected [ack] seg=1 Ack=150
.. of Selected = = '
Follows TCP Stream ... and not Selected ?
Frame 23 (60 bytes on wire, 60 bytes captus + OF ot Selected
Ethernet II, sSrc: Netgear_2d:75:9a (00:09:) Capy yU_20:cd:02 (00:0b:5d:20:cd:02)
Internet Protocol, Src: 192.168.0.1 (192.1¢ (192.168.0.2)
= Transmission control Protocol, src port: 1¢  ExportSelected Packet Bytes.. & ¢5g00), seq: 1, ack: 1, Len: O
SDUI"(.ZE pl?r't: 1025 10250 23 Decode fs...
pestination port: 5000 (50000
_ . & Print...
sequence number: 1 {relative sequence ) )
Acknowledgement number: 1 frelative ac Show Packst in Mew Window
Header Tength: 20 bytes “
0000 00 0b 5d 20 cd 02 00 09 Sh 2d 75 9a 08 00 45 00 ] ... [-u...E.
Col0 00 28 00 Fo 00 00 40 06 9 00 c0 a8 00 01 <0 a8 PO R P - T
00zZ0 00 02 04 01 13 88 00 00 67 81 2c 37 Ff av¥ 5010 L....... g.<7..P.
0030 Oc 00 e7 97 00 00 00 00 Q0 00 00 0O ...
File: "D:\Projects\Patchnosei\workpackage_deviwp3_io\docbookiexamplesitest.cap” 1. [P 1200: 120M: 0

CS S (Stman 53 POP-UP (5 VY IS

Y4



Edit Mark/unmark a packet.

Edit Set/reset a time reference.

Analyze Prepare a display filter based on the
currently selected

item.

This menu item applies a display filter
with the address information from the
selected packet. E.g. the IP menu entry

will set a filter to show the traffic between
the two IP addresses

of the current packet. XXX - add a new
section describing

this better.

- This menu item uses a display filter with
the address information

from the selected packet to build a new



colorizing

rule.

1A



Analyze

Analyze

A

XXX - add an explanation of this.

Allows you to view all the data on a TCP
stream between a

pair of nodes.

Same as "Follow TCP Stream" but for
SSL. XXX - add a

new section describing this better.

Copy the summary fields as displayed to
the clipboard, as

tab-separated text.

Copy the summary fields as displayed to
the clipboard, as

comma-separated text.

Prepare a display filter based on the
currently selected item

and copy that filter to the clipboard.

Copy the packet bytes to the clipboard in



File

AN

hexdump-like

format.

Copy the packet bytes to the clipboard in
hexdump-like

format, but without the text portion.

Copy the packet bytes to the clipboard as
ASCII text, excluding

non-printable characters.

Copy the packet bytes to the clipboard as
an unpunctuated

list of hex digits.

Copy the packet bytes to the clipboard as
raw binary. The

data is stored in the clipboard as MIME-
type "application/octet-

Stream".

This option is not available in versions of
Wireshark built

using GTK+ 1.x.

This menu item is the same as the File
menu item of the



File Print packets.

22



i test.cap - Wireshark

File

Edit Wiew Go Capture Analyze

S Sl gamio 53 POP-UP (6 5

DX

Statistics  Help

B p@ x %58 R« »»F 2 EBE &aaqO|@

Eilcer: I > Expression... Clear Apply

Mo, - Time Source Destination Prokocol Infa A
200 1. 250285 152.168.0.2 152.168.0.1 TCP 3196r> http [FIM, ACK] Seq=256 .
21 1.250810 1592.168.0.1 192.168.0.2 TCP http » 3196 [FIM, ACK] Seq=114 »
22 1.250842 162,168, 0,2 162.168.0.1 TCP 2106 = http [ACK] Seq-257 Ack-1C
23 1. 251868 152.168.0.1 152,16 2 TCP 1025 > 5000 [ACK] Seq=1 Ack=1 W
24 1.252828 192.168.0.1 192.168.0.2 TCFP http » 3196 [FINM, ACK] Seq=2661:
25 1.253323 192.168.0.2 192.168.0.1 TCP 3187 » http [5¥N] Seq=0 Len=0 mM:
26 1,254502 192.168.0.1 192.168.0.2 TCP http » 3197 [S¥M, ACK] Seq=0 Acl
27 1.254532 152.168.0.2 152.168.0.1 TCP 3187 » http [ack] sSeq=l Ack=1l w
28 1.254849 152.168.0.2 152.168.0.1 HTTF UNSUBSCRIBE Jupnp/service sLayer:
29 1, 256388 192.168.0.1 192.168.0.2 http » 3197 [ACK] Seq=l Ack=1%0

Source port: 1025 (10250

pestination port: 5000 (50000

sequence number: 1 (r
Acknowledgement number:

Header length: 20 bytes Prepare a Filter b | Mot Selected
Flags: Ox10 (aCK) Fallows TCP Stream ... and Selected

window size: 3072 .. OF Selected
Checksum: 0xe?97 [correct] ... and not Selected

[SEQ/ACK analysis]

Frame (frame]}, 60 bytes

Frame 23 (60 bytes on wire, 60 bytes captured)

Ethernet II, src: Metgear_2d:75:%9a (00:09:5h:2d Expand Subtrees cd:02 (00:0b:5d:20:cdoz)
Internet Protocol, Src: 192.168,0.1 (192.168.0.  Expandal 168, 0.2)
= Transmission Control Protocol, sre Port: 1025 Collapse Al 00), seq: 1, aAck: 1, Len: 0

Copy 3

Export Selecked Packet Bytes, .,

elative sequence numkb

1 frelative ack nu 3 Selected

@ 'Wiki Protocol Page .. o not Selected
®

Filter Field Reference
Protocol Preferences...

Decode As. ..

Pi120D: 120 M: 0

CSS Ol samie 53 POp-up (g9 YA IS

Aas o OLLS ) amio ol 5o Jﬁyd\fj\ww&ﬁjdj,\g-

£0



View

View

View

Edit

A

Expand the currently selected subtree.

Expand all subtrees in all packets in
the capture.

Wireshark keeps a list of all the
protocol subtrees that are

expanded, and uses it to ensure that
the correct subtrees are

expanded when you display a packet.
This menu item collapses

the tree view of all packets in the
capture list.

Copy the displayed text of the
selected field to the system

clipboard.

Prepare a display filter based on the
currently selected item

and copy it to the clipboard.




LV



LA

Copy the packet bytes to the
clipboard in hexdump-like

format; similar to the Packet List
Pane command, but copies

only the bytes relevant to the selected
part of the tree

(the bytes selected in the Packet
Bytes Pane).

Copy the packet bytes to the
clipboard in hexdump-like

format, but without the text portion;
similar to the Packet

List Pane command, but copies only
the bytes relevant to

the selected part of the tree (the bytes
selected in the Packet

Bytes Pane).

Copy the packet bytes to the
clipboard as ASCII text, excluding

non-printable characters; similar to
the Packet List

Pane command, but copies only the
bytes relevant to the

selected part of the tree (the bytes
selected in the Packet

Bytes Pane).



AN



File

Copy the packet bytes to the
clipboard as an unpunctuated

list of hex digits; similar to the Packet
List Pane command,

but copies only the bytes relevant to
the selected part of the

tree (the bytes selected in the Packet
Bytes Pane).

Copy the packet bytes to the
clipboard as raw binary; similar

to the Packet List Pane command, but
copies only the

bytes relevant to the selected part of
the tree (the bytes selected

in the Packet Bytes Pane). The data is
stored in the

clipboard as MIME-type
"application/octet-stream".

This option is not available in
versions of Wireshark built

using GTK+ 1.x.

This menu item is the same as the
File menu item of the

same name. It allows you to export
raw packet bytes to a

binary file.



0\



Analyze

Analyze

Analyze

Analyze

oY

Prepare and apply a display filter
based on the currently selected

item

Prepare a display filter based on the
currently selected

item.

Prepare a display filter based on the
currently selected item

and use it to prepare a new colorize
rule.

Allows you to view all the data on a
TCP stream between a

pair of nodes.

Same as "Follow TCP Stream™ but
for SSL. XXX - add a

new section describing this better.



Analyze

View

oy

Show the wiki page corresponding to
the currently selected

protocol in your web browser.

Show the filter field reference web
page corresponding to

the currently selected protocol in your
web browser.

The menu item takes you to the
properties dialog and selects

the page corresponding to the
protocol if there are

properties  associated  with  the
highlighted field.

Change or apply a new relation
between two dissectors.

Causes a name resolution to be
performed for the selected

packet, but NOT every packet in the
capture.
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Ssed e ) a5 38 S kol eSS gy Olgn &S 558 0 e Display filter lacsS
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test.pcap - Wireshark

File Edit View Go Capture Analyze Statistics  Help

B oW e BB x %« 8 R« » o7 & BE & a
Filter: |th ¥ Expression... Clear apply
Mo, - Time Source Destination Protocol | Info w

. 2 "R . P 3196 = http [S¥K
12 1.227282 1 192.168.0.2 TCP http » 3196 [5YN,
13 1.227325 192.168.0.2 192.168.0.1 TCP 3196 » http [ACK] Seg=1 Ack=1 Win
14 1.227451 192.168.0.2 192.168.0.1 HTTP SUBSCRIBE Afupnp/service/Layer3For
15 1.228309 152.1628.0.1 192.168.0.2 TCP http » 3196 [ACK] Seqg=1 Ack=256 W
17 1.248355 192.1638.0.1 192.168.0.2 TCP 1025 » 5000 [5YN] Seg=0 Len=0 M:S
18 1.248391 192.1638.0.2 192.168.0.1 TCP 5000 » 1025 [5vN, ACK] Seq=0 Ack=
19 1.250171 152.1658.0.1 1592.168.0.2 HTTP HTTP/1.0 200 OK
20 1.250285 152.168.0.2 1592.168.0.1 TCP 3196 » http [FIN, ACK] Seg=256 Ac
21 1.250810 152.168.0.1 192.168.0.2 TCP http » 3196 [FIN, ACK] Seg=114 Ac
22 1.250842 152.188.0.2 192.168.0.1 TCP 3196 » http [ACK] Seq=257 Ack=115
23 1.251868 152.168.0.1 192.168.0.2 TCP 1025 » 5000 [ACK] Seqg=1 Ack=1 Win
24 1.252828 192.188.0.1 192.168.0.2 TR http » 3196 [FIN, ACK] Seg=26all
25 1.253323 192.168.0. 2 192.168.0.1 TR 3197 » http [S¥N] Seq=0 Len=0 M5S
26 1.254502 192.168.0.1 192.168.0.2 TCR http » 3197 [S¥N, ACK] Seg=0 Ack=
27 1.254532 192.168.0.2 192.168.0.1 TCP 3197 » http [ACK] Seg=1 Ack=1l Win w

< >

Frame 11 (&2 bytes on wire, &2 bytes captured)

Ethernet II, Src: 192.168.0.2 (00:0b:5d:20:cd:02), Dst: Hetgear_2d:F5:9a (00:09:5h:2d:75:%a)

Internet Protocol, Src: 192,168.0.2 (192.168.0.2), Dst: 192.168.0.1 (192.168.0.1)

Transmission Cantral Protocol, Src Port: 3196 (3195), Dst Port: http (80), Seq: O, Len: O

ooo0 00 09 5b 2d 75 9a 00 Cb 5d 20 cd 02 08 00 45 00 o[-u... T ....E.

o0 00 30 18 48 40 00 &0 0R AT P om0 AR O0 02 0 AR B L

o200 00 01 Oc 7c 00 50 3c 36 95 f&8 00 0D QO OO0 FO O2 ved|WPEB oL p.

o030 fa O 27 =0 0D OO0 02 04 05 b4 O1 01 04 O2 e e e

|File: "Dntest. pcap” 14 KB 000002 |P: 1200y 103 M: 0 [Expert: Error]

TCP S5 slacss 05 S 3ds ¥4 IS

display filter expressions st/
Slle Ol oo of 51 eslizal b aS 5,108 s Ll s display filter sl g3 bl esl 0L & Wireshark

38 aeslie @a b Ohle (ul S S LD eSy puslie U155 o ool (6 fodkzmn 520

display filter claals
LS Ol o ammd 53 s eslanal b ad, & Olpe 4 Ll 0 O Olujr Gamin 55 A a
<=L,3 b s Olge & STICp gand, Jie Olpe 4 o Jilady doesn Wb ol Jols 515 e

J\;)J‘j.a odud th Jg.?)ﬁ J»LJG LSLACA.{:{

00



"Display (s4~iw ;| "Help/Supported Protocols” (s swe 5 5550 b glaads 51 LS o

AL e 3 9 50 Filter Field"

Aolee (e lie

S o aglie (lanslin slay 515l 5l eslinal U 1y islie oS oS ol ula s Ol e

English C-like Description and example

eq == Equal
ip.src==10.0.0.5

ne I= Not equal
ip.src!=10.0.0.5

gt > Greater than

frame.len > 10

It < Less than

frame.len < 128

ge >= Greater than or equal to

frame.len ge 0x100

le <= Less than or equal to

frame.len <= 0x20

AISPRES

osls OL&S udT)ﬁJLSj‘ L;laﬂjdjj\ﬁj Jed= 55 L s Shls IS5, slaals <=Ld gl pesdhe

NGV I W

01



Type

Unsigned integer (8-bit, 16-bit, 24-bit, 32-
bit)

Signed integer (8-bit, 16-bit, 24-bit, 32-
bit)

Boolean

Ethernet address (6 bytes)

IPv4 address

IPv6 address

IPX address

Example

You can express integers in decimal, octal, or
hexadecimal. The following display filters are
equivalent:

ip.len le 1500

ip.len le 02734

ip.len le 0x436

A boolean field is present in the protocol decode
only if its value is true. For example,
tep.flags.syn is present, and thus true, only if the
SYN flag is present in a TCP segment header.
Thus the filter expression tcp.flags.syn will select
only those packets for which this flag exists,

that is, TCP segments where the segment header
contains the SYN flag. Similarly, to find
sourcerouted

token ring packets, use a filter expression

of tr.sr.

Separators can be a colon (:), dot (.) or dash (-)
and can have one or two bytes between separators:
eth.dst == ff:ff.ff.ff.ff.ff

eth.dst == ff-ff-ff-ff-ff-ff

eth.dst == ffff.ffff.ffff

ip.addr == 192.168.0.1

Classless InterDomain Routing (CIDR) notation
can be used to test if an IPv4 address is in a certain
subnet. For example, this display filter will

find all packets in the 129.111 Class-B network:
ip.addr == 129.111.0.0/16

ipv6.addr == ::1

ipx.addr == 00000000.fffffff

ov



String (text)

English

and

or

Xor

not

[.]

C-like

&&

NN\

http.request.uri == "http://www.wireshark.org/"

display filter ¢laals glsl it Jodr

Shike 035 S5

35 S5 e bk Slle 05 e s il a0 S elisad |

Description and example

Logical AND

ip.src==10.0.0.5 and tcp.flags.fin
Logical OR

ip.scr==10.0.0.5 or ip.src==192.1.1.1
Logical XOR

tr.dst[0:3] == 0.6.29 xor tr.src[0:3] == 0.6.29

Logical NOT

not llc

Substring Operator
Wireshark allows you to select subsequences of a
sequence in rather elaborate
ways. After a label you can place a pair of brackets
[] containing a
comma separated list of range specifiers.
eth.src[0:3] == 00:00:83
The example above uses the n:m format to specify a
single range. In this
case n is the beginning offset and m is the length of
the range being specified.
eth.src[1-2] == 00:83
The example above uses the n-m format to specify a
single range. In this
case n is the beginning offset and m is the ending
offset.
eth.src[:4] == 00:00:83:00

OA



The example above uses the :m format, which takes
everything from the beginning of a sequence to
offset m. It is equivalent to 0:m

eth.src[4:] == 20:20

The example above uses the n: format, which takes
everything from offset

n to the end of the sequence.

eth.src[2] == 83

The example above uses the n format to specify a
single range. In this case

the element in the sequence at offset n is selected.
This is equivalent to

n:1.

eth.src[0:3,1-2,:4,4:,2] ==
00:00:83:00:83:00:00:83:00:20:20:83
Wireshark allows you to string together single
ranges in a comma separated

list to form compound ranges as shown above.

display filter ks sla, gl ol 10 J i
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Wireshark: Filter Expression |Z||Elg|

Field name Relation

|2

is present |
FCOMENS ==
3GPPZ Al 1=
802,11 MET =

202,11 Radiokap =

H B O

#02.3 Slow protocals ==

9p o=
AaLl cankains
AAL3I4 matches
ALRP
ACAP
ACPL33
ACSE
ACkrace
ADP
AFP v | |

&QK l l x Zancel

®

F ® OE E

F

=

The "Filter Expression” dialog box ¥+ |x

b s 038 0 p55 5y 5
JEI VI ST Ry JURNES I Ol a5 sdses (goslizal Sl s 35 s mld Oy » Wireshark L
&5 3 Display Filter s« ;S L Capture (s, 3l Capture Filter ;S O 035 jilas b dds

BSged iy pad |y il 1ls Ol e aS 558 a5 dialog box S o 2l |, Analyze



Wireshark: Display Filter

Edit Filker
kpkk_long
kpkk_only
ethernet broadcast
ip broadcast

dcerpc
DCERPC Fault

Hroperties

Filter name: | ip broadcast |

Filter string: |i|:|.a|:||:|r == 755,255, 255,255 |
. - ) 1= JYE 0SE
| (S el | P ok H W Zpply H = E H X ‘

The "Capture Filters" and "Display Filters" dialog boxes:¥\ |
Ad slay Sl 038 0 35 5 by 5
33 ez p OF 4 3Uoes (go3litul (gl 5 g 3903 i a5 T lag Sl O3 e Wireshark 51 esliza b

oS 05 Slag
Find packet 4y 8 Edit (50 5l jskw s 5 S g sl es LU s 1) placss Sole 4 Ol
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Wireshark: Find Packet
Find
By: (*) Display filker () Hex walue () String

@]

Search In Skring Cpkions Direckion
O up
(&) Down

| |
@Eind || & cancel |

The "Find Packet" dialog box ¥y <

R LS S 4 8

by pasie 05 S w (Sole 4 015 0 GO (g g Sl el b

"Go Back™  giws

s sl S5 ,e oo page history diles o5 e eslesal packet history « -zi8 ol s auS ol 5
ol

"Go Forward" ; gws

s sl S5 e 53 page history dsles o 5i e eslizsl packet history 4 fo a0 o2, gl s au S ol 5l
ol

The ""Go to Packet™ dialog box
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Wireshark: Go To Packet [ZI[EI[‘S_TI

Packet number: | 123 |

| @'ﬂelp ‘ mgump fu] ‘ xgancel ‘

The "Go to Packet” dialog box ¥ s

"Go to Corresponding packet” ; gws
el b eslaal b all sad Ol (S e oL amjaf,a'&uﬁg;&i&igéﬁjﬁw&ﬁ\
BS g ()Tm. Ol oo ) gimd
"Go to First Packet”  giws
5,5 i ESG sl & Ol D5 ol Sl eslinal L
»sws3"Go to Last Packet”
B8 oSG A 4 Ol e st cnl Sl eslinad b
e Sl aLEs

OLad ol sawey b Jlais 00 &G o sats] 5 5 S (IS AL eSS cudd samis 5o eSS Ol s
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ojcz-b ol .19...,4 J;U BE LAQLAJ U"‘ R L;:LA)J.@A LS‘)‘J C,.g.l B ‘J"’}";Lfd .ja....,p Lég".ag.“: AS&K.J&
e ez 3 Slgls Jdes gl nl sl (s e

Lo o a8 g9, Ol s Gllas < AR AEARCARAEACA ALY :Date and Time of Day e

] 0

Sl 0 ds s 0G4S (6555 Gllas Obej VYny YRR Time of Day o

oAl LL ks o 0L 51 s Ole3 VYT YT R0 - Seconds Since Beginning of Capture e
S d\j\&_’é@-f Ole

ol ks L3S 4 s Olo )\ YE07 : Seconds Since Previous Captured Packet e

o o3y Jiuled A3 oSG 4 el Oley )V YTE07 : Seconds Since Previous Displayed Packet e

i e ) sl e 4y S Ola VYYEOTIVARL ) YYEOT Seconds Since Epoch (Vavi—+\-\+) e

(VaV+ & 45 ole UTC
5l a5 5Le Wireshark s s 5 g0 slacds
Ssd o oslasl Wireshark ;s 5 3 s &y s 4 S35 ol AUtomatic e
Seconds Deciseconds Centiseconds (Milliseconds L Nanoseconds :

: iU "Seconds Since Previous Packet" w3 clyls a5 il axidls ley SO S iess 3l Jle
d By el B 2
L ool eslanal £33 Lo S STl o Solegl S35 slyls G ol LASL VN YYEOT i slyls
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(Lo 55 K g, Ol dle Olge ) eSS w by e Ol polis 0> il o LSS S
38 B edd b L8 s Sles wr e (b Ol e L ke Ll e
oS sl | "Time Reference™ s« ;S "Edit" (s 5 5l ¢ Sl e b 0S8 sl

test. pcap - Wireshark

File Edit View Go Capture Analyze Statistics  Help
o oo e o @ x % a8 B« * 7 2 |EE &a
B Eiter: I v o Expression...  Ydear o Apply
Mo, - Time Source Destination Prokocol | Info A
4 1.025659 192.168.0.2 igmp.mcast. net IGMP Y3 Membership Report =
6 1.048652 192.168.0.2 239,255,255, 250 uop Source port: 3193 Destination po
8 1.055053 192.168.0.1 192.168.0.2 Uop Source part: 1300 Destination po
9 1.082038 192.168.0.2 192.168.0.255 NEMWS Eeqistration ME NE100E1D <00:
10 *REF* 192.166.0.2 132.168.0.1 DHS Standard QUery A ProxyCONT .ww0od.
11 0.114211 192.168.0.2 192.168.0.1 TCR 3196 » http [S¥N] Seq=0 Len=0 M5S
12 0.115337 192.168.0.1 192.1688.0.2 TCP http = 3196 [5WN, ACZK] Seq=0 Ack=
13 0.115380 192.168.0.2 192.1688.0.1 TCP 3196 = http [ACK] Seg=1 Ack=1l Win
14 0.115508 192.168.0.2 192.168.0.1 TCP 3196 » http [P5H, ACK] Seg=1 Ack=
15 0.117364 192.168.0.1 192.168.0.2 TCP http = 3196 [ACK] Seq=1 Ack=256 W
17 0.136410 192.168.0.1 192.158.0.2 TCP 1025 = 5000 [SYN] Seq=0 Len=0 M55 w
< | L
Tdentitication: OxIE47 [6215) ~
m Flags: O=x00 B
Fragment offset: O
Time to liwe: 128
Protocol: UDP (Ox11)
Header checksum: 0xaldd [correct]
Source: 192.168.0.2 (192.168.0.2) b
Destination: 192.168.0.1 (192.168.0.1) hal
000 00 09 5b 2d 75 Sa 00 Ob &d 20 cd O2 02 00 45 OO0 ee [FUaa. ] ~
010 00 49 18 47 00 00 80 11 al 09 cO aB 00 22 o a8 N —
020 00 01 Ob d2 OO 35 OO0 35 46 69 00 21 01 00 OO 01 ..... 5.5 Fi.l....
030 00 00 00 00 00 00 09 7O F2 6f FE 79 63 5f Ge A6 ..., p roxycont
040 05 F7 F7 30 30 34 07 73 69 65 ad 65 ge 73 03 Be Ld0d . s emens. n i
050 65 74 00 Q0 01 00 01 et..... b
[File: "D:ftest.peap” 14 KE 00:00:02 [P 1200 120M: 0
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sde Jolis HHTTP llagal 5 'l 55 sl
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odd bos LB (ge,l,s Summary e
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Summary  ss 2

File
MName: (homejstig/http.pcap
Length: 1713904 bytes
Format: Wiresharkftepdumpy... - libpcap

Packet size limit:

Time
First packet:
Last packet:

65535 bytes

2007-11-30 20:45:42
2007-11-30 20:50:14

Elapsed: 00:00:32
Capture
Interface: etho
Dropped packets: unknown
Capture filter: none
Display
Display filter: http or dns
Traffic Captured Displayed Marked
Packets 2238 367 0
Between first and |last packet 32.374 sec 19.684 sec
Avg. packets/sec 69.160 18.645
Avg, packet size 749,467 bytes 575.507 bytes
Bytes 1678056 211211
Avg. bytesfsec 51833.067 10730.261
Avg. MBitjsec 0.415 0.086

Summery (go 2y Y0 IS
1A ke baslel cpl s o o ol Las L goslos JS Ll g sS ol s S3VL 55 oS ) shilen
el las Ll ool JS oDl File
Lol e Ol e s 5 ekd s aty A s sl by Time

v



s e 0L | beaes s Ol e s Sledlbl Capture
das o sl 1y (display filter [ Lai) ooledbl 51 2 Display

s 0L > gl display filter <O 31 das o o | aSs 315 s Sl bl 51 ae Traffic
il ol IS AL bess ST 5 5 8 sdalise Captured Oy 55 1y polie Ol8 o il ol s
Wb o 3L |3 asles Captured Osie 5 3lie 5500 sdalie Marked Oy js 1) slie Ol e
eled 1y display als 53 sad esls OLi slaess dsles ,slae Displayed o g 5 polis a5

s e QLS |y el 6,18 0L sl 53 slas pslie 50 Marked o sie slis . Las

Protocol Hierarchy ¢ 2z
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Display filter: http or dns

Protocol % Packets Packets Bytes | Mbitfs End Packets End Bytes End Mbit/s
=~ Frame 100.00% 367 211211 0.08B6 0 0 0.000
= Ethernet 100.00% 367 211211 O0.08B6 0 0 0.000
=~ Internet Protocol 100.00% db/s 211211 0086 [V} [} 0.000

= Transmission Control Protocol 93.46% 343 207029 0.0B4 113 82553 0.034

< Hypertext Transfer Protocol 62.67% 230 124478 0.051 189 93383 0.038
Compuserve GIF 7.36% 27 17114 0.007 27 17114 0.007

Line-based text data 3.27% 12 12265 0.005 12 12265 0.005

JPEG File Interchange Format 0.27% 1 990 0.000 1 990 0.000

extensible Markup Language 0.27% 1 714 0.000 1 714 0.000

< User Datagram Protocol 6.54% 24 4182 0.002 0 0 0.000
Domain Name Service 6.54% 24 4182 0.002 24 4182 0.002

Protocol Hierachy (o 2 ¥ [

.MJ& u':".’.L“” b P8 Whr Méu&gj‘gﬂ ¢L«3 C})J 4"’.’.J§ U'l‘ cbj...i@ oML:w YL: J&-ﬁ)bé}jﬁl&.ﬁ

Bl 28 L 5 axnce s plus/minus slao sSGT (g5, 05,8 SIS L1 e s 5 ol

s e ol | (ol Jles ik Display filter oot o 155, G bl slis Jol Jaus o

LSl o 55 (_;)Lﬂﬁslia Jﬂuﬁ)‘ o s

JSS 5,4 ¢ Protocol e

ol s LB 5y 1SS eSS A5 YPackets e
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IS slacsl Glae sluas Bytes o
ety s Ol Do 53 IS5 5 AL sl :Mbitls e

W Gl K oV K ) S50 IS5 e slke sluss End Packets o

(C,v.ﬂ‘ 53}:’ QJV.L

O IS Gl IS eV IS ol &S50 IS, slacul sles sluss :ENd Byted o

(g:,.w‘ 03 g

(C.',wu‘ 03 g OLS .,\g.;.: LS‘J"

Conversations s 2
S e Slge L3l o yestie olgnl gadhd 5 e SOl 5 S s Conversaion L el 31 sk

AP sl 55 e a3l 5 ples 3l < sLe IP cONVersaion

Glaodislad sl Glaakd , odle Ll 2l b s aslsl s &S Endpoints (gs s 4 o e oyl
Ear O Ol ) A5 sle oS AS e Blol 5o Kos 0w Slgr 4de (go ey ol ekl 5 o
23 (eul @) ey S0k 5 4l e 2 @IS O3 ((Rel Star) b o S 5,8 5 Lo

ol (’LAS 02 4l



Ethernet: 1 [Fori|ipva: s m =2 | TP 38 | |upe: 1| ee |

TCP Conversations - Filter: http or dns

Address A Port A | Address B Port B Packets Bytes ® Packets A->B Bytes A->B  Packets A<-B .
10.211.55.3 50790 193.69.165.21 http 126 72615 63 28028 63
10.211.55.2 507858 193.69.165.21 http 104 g4791 52 23330 52
10.211.55.3 41144 128.121.50.122 http 18 9991 9 6794 9
10.211.55.3 41145 128.121.50.122 http 18 5994 9 5885 9
10.211.55.32 45168 193.69.165.57 http 4 3336 2 970 2 o
10.211.55.3 51236 B1.93.163.17" bide o =i = TEes =
10.211.55.3 45169 193.69 1655 APply as Filter * Selected P A<->B
10.211.55.3 50948 81.7.166.249| Prepare a Filter * | Mot Selected P A--=B
10.211.55.3 41632 194.237.107. Find Packet * | ... and Selected *A<--B
10.211.55.3 51305 1893.69.165.2 . .
| cs 3 <=
10211553 58101 80.76.145.17 Col::rlzle Conversation or Selected A ANY
10.211.55.2 41622 209.85.141.90 http 4 1967 - and not Selected H| A= ANY
10.211.55.3 43303 62.70.11.43 http 2 1959 .., or not Selected FA = ANY
.10.211.55.3 51291 183.69.155.29 http 2 1876 L 5471 ANY <= B =]
| ANY <-- B :lz]
Mame resolution Limit to display filter ANY --= B

l QOP)’ H aglose

Conversations (se = YV |3

s e il aadlSe G lids gl o 1 gubel slie cod 53 Jan s

ais IS4 s/ Conversation List o 2z

o Ol glasis oS 2 A3l e tes 53 il oo ilises gla ST Jals aS VL (g0 o 4l 51 )3
el o Ll e bl oslizal gl 2 S o (oo 4 ST bled o3ls ialed [z (g0 mmn SO Ol e
Godd Jans gla L (gl oS il ) ol s iz Sy LB i oy e ae ool o b Sl L
sl Jimg e 3ol ol Sl e s S S

Endpoints o 2

i S5 s s Sl K, Sl gediSTar dkee sl gabed @S s endpoint i gl

A3l s
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3 p o S @l gl o 1 5 olesl bl Wireshark s endpoint LT

AL Ethernet & L5 o MAC .51 Jsles Ethernet sl gahais - Ethernet
S sl ol s 1 Sledbl — XXX : Fibre Channel

4L _a FDDI & b5y s MAC 5 Jsles FDDI gl g4l X, : FDDI
b o 0T w0 by e IP sl dsles IP gzl galais G - IPVE

S 3l bl 1 Ssledbl —XXX : IPX

Gy pl ply il s ol 03l TCP oy g 5 IP sl O oS 5 TCP sl gabeis G : TCP

sl e coglie olenl LB QLSS P gla o )sT LTCP & sline
AL e Toekn Ring « b5 o MAC .l Jsles Token Ring gzl 4k S : Token Ring

ol il e et eslized UDP oyp 5 IP sl & oS5 UDP el gabis &G @ UDP

Al e osline olenl LB QLSS P gla )51 LUDP &sline glac, 5
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Ethernet; 2 } ‘ IPwd: 26 } } } ITCP: 51‘ IUDP: 2] }
IPv4 Endpoints - Filter: http or dns

Address Packets Bytes TxPackets * Tx Bytes Rx Packets Rx Bytes

10.211.55.3 367 211211 184 91005 183 120206

193.69.165.21 230 137408 115 86048 115 51358

128,121.50.122 36 18985 18 5306 18 13679

193.69.165.29 28 18580 14 10235 14 8345

10.211.55.1 24 4182 12 3275 12 Qo7

193.69.165.57 8 5824 4 38 | " N | d

62.70.11.43 6 3506 3 20 IR AL

81.7.166.249 8 5165 3 18¢ Prepare a Filter » | Mot Selected

81.83.163.170 7 3581 3 140 Find Frame »| ... and Selected

209.85.141.89 4 1967 2 58 Colorize Host Traffic ... or Selected

81.93.172.130 4 1610 2 52

194.237.10753 4 3817 2 1830 2 19g - @nd not Selected

193.88.71.150 ) 2193 2 1037 2 115 ... or not Selected

66.102.9.99 2 1060 1 425 1 635 ]

194.,237,107.154 2 1252 1 277 1 a75 z
Mame resolution Limit to display filter
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Endpoints oy YA JSb
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Wireshark 1ot Graphss httprpcap
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lGraph 1]Co|or[§]£ilter:” l Style: Tick interval:| 1 sec =
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Graph 5] Color [@[Hter: [ l Style: m Scale: l Auto =

| gnpy H E]gave || Eglose ‘

IO Graphs (o = ¥4 &
lacsl S o

PR S g ) OIS L) WS e b 0 B g el S 1 (G0 SIS

(sl Jlad
SIS, .
Rl 8l S o s A Ll eSS Sl ) GILS Ll sl display filter G s m

(Aol o ol w0 8l S

\42
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b
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Wiresharic WIEANN rathc statistics Wil peap

WLAN Traffic Statistics
BSSID Channel SSID . Beacons Data Packets Probe Req Probe Resp  Auth | Deauth Other Percent | Protection
00:13:15:a0:12:c0 o] 58 o] 0 0 o] o] 0.04%
00:02:23:46:99:f8 11 AMX 744 5] 0 14 0 0 0 0.46% WEP
00:0e:2e:c2:15:07 1 Fortress GB 13 0 0 0 0 0 0 0.01%
00:13:1a:6e:91:20 1 Telenor Mobil WLAN 130030 9683 15 15441 £l 0 2 084.43%
[ Name resolution M Only show existing networks

I gopy l [ Eglose ]

WLAN ol 5 bl it s
L e 0L \)W&éw&@sdlﬂ@mﬁmwwlﬁpﬁ

AS o e | (58 S5 5 s e 0L 1 el las WLAN G35 Ll w55

g e ploal 3 s 5 Cas Sy S Cilles SSID L 4SS 50 5 Probe slac ol o 55

WiresharikCWIEANSrathic statisticstw il peap

WLAN Traffic Statistics
BSSID Channel  SSID . Beacons Data Packets Probe Req | Probe Resp  Auth | Deauth Other Percent | Protection
00:13:1a:a0:12:c0 0 58 0 0 0 0 0  0.04%
00:02:23:46:99:f8 11 AMX 744 [ 0 14 0 0 0 0.48% WEP
00:0e:2e:c2:15:07 1 Fortress GB 13 0 0 0 0 0 0 0.01%
00:13:13:6e:91:e0 1 Telenor Mobil WLAN 130030 9683 15 15441 3 0 2 94.43%
[ Name resolution ™ ©nly show existing networks
EE e

WLAN sl 5 bl ) IS

s e 0L \)W&éﬁg&@sé\ﬂé)mﬂswww\ﬁpﬁ
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Service Response Time
LSS5 i lp e cpl il o OF Jslae ol 5 ol 55253 S oy O3l s o Gl Ol
il o 3 9 50 Wireshark s 5 sla IS5 50 sl 0581 5 sl w2 53

DCE-RPC e

Fiber Channel e

H.225 RAS e

LDAP e

MGCP o

SMB e

Service Response Time DCE-RPC (55 2

S o Dl |, DCE-RPC. IS5 5 5 b i) 1tz

Wireshark: Compute DCE-RPC SRT statistics |Z||E| E'

Progran: ATSWC - EPM | Yersion: | 1 W

E} Filker: || |

@Create Skak ‘ x Cancel ‘

"Compute DCE-RPC statistics” (go =y :£Y [

55 ol | display filter <G ol s 4 015 o LESS slaws 2als | skie o
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DCE-RPL Service Response Time statistics for EPM major version 3: test... z||E|[Z|

DCE-RPC Service Response Time statistics For EPM major version 3: test.pcap
Filter:

ndex  Procedure Cals “  MinSRT Yax SRT Awg SRT

X Cose |

"DCE-RPC Statistic for ..." (ge 2y £V S

Lo B a5, 58 EPM u ozl cpl ) Bl e e Ol ezl 51 dze o Jolas Jlaw s

el 00 dewloes SRT Olej slaslel 5 'Lajliam| slaas cdze o (gl . (5,1

oRie K S sl byl oz

MJ&QW‘)uﬁjﬁ&FQBW\on\
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V) www.wireshark.org

Y) UIf Lamping, Richard Sharpe, and Ed Warnicke, ‘Wireshark User's Guide,” NS Computer
Software and Services P/L, 2008.
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