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WORKSTATION" 12

+ Y S,

Open a Virtual Connect to a
Machine Remote Server

Create a New
Virtual Machine

/

¢

Con
VMware|

w

Welcome to the New Virtual
Machine Wizard

What type of configuration do you want?
PRO (O Typical (recommended)

Create a Workstation 12.0 virtual machine
in a few easy steps.

WERKST.NON

(®) Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older YMware products.

Help < Back

e

Mew Virtual Machine Wizard *

Choose the Virtual Machine Hardware Compatibility
Which hardware features are needed for this virtual machine?

Virtual machine hardware compatibility
Hardware compatibility: | Warkstation 12.0 ~

Compatible with: ESX Server

Compatible products: Limitations:

Fusion 8.x
Workstation 12.0

&4 GB memaory

16 processors

10 network adapters
8 TE disk size

/

< Back Next = Cancel

Yo Eg g
sy s Lss VMware Ale s 25l
Create a s, » il pedbe sl

U .S Us New Virtual Machine

s b ey S

S 2 o S obssl |y Custom sau S camis pl o

LS SIS Next

O 05,5 o1« Workstation 12.0 (o3 ol s

Sl 5 LS o Sy s bl s o Sl 5 o

oS SIS Next 55 5
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New Virtual Machine Wizard =

Guest Operating System Installation
A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

(O Installer disc:

\

(®) Installer disc image file (iso):

- DVD RW Drive (F:)

| Er\server Iso\Ut Tools \erio-CONTROL-8.0.1-5475- +| [ Browse... |

ﬁ Could not detect which operating system is in this disc image.
You will need to specify which operating system will be installed.

(O 1 will install the operating system later.
The virtual machine will be created with a blank hard disk.

Help < Back Next = Cancel

Mew Virtual Machine Wizard *

Select a Guest Operating System
Which operating system will be installed on this virtual machine?

Guest operating system
() Microsoft Windows

Lirux
Movell NetWare
() Solaris

() VMware ESX
() Other

Version

Ubuntu ~

|

Help < Back Cancel

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

| Kerio Controller 9, 1] |

Location:

| D Wirtual | Browse...

The default location can be changed at Edit = Preferences.

<o ol

Browse (g5, » 5 Slsl | pss gau S (JSKS cnl 5o
|, Kerio Control 9.1 « L - ISO LG 5 uus s

AS SUSNext g5, 5 bl s S 55l oS

Next s, » 5 bl | LinuX gao S iamin ol 5o

w})b‘jv\:;s.ﬁ)‘j b .\jﬁ- )jj,w fb cw L)'~’~| )b

S SIS Next
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e3lial 535 S 5l A3 55 oo KOMIO o (11 53 5550 5l33le 5 5 I 3550 > Sledlbl il 61

VLY

https://www.kerio.com/content/control-system-requirements

Mew Virtual Machine Wizard x
Processor Configuration
Spedify the number of processors for this virtual machine.,

Processors

Mumber of processors: 2 ~

Mumber of cores per processor: 2 v

Total processor cores: 4

Help < Back Cancel

MNew Virtual Machine Wizard =

Memory for the Virtual Machine
How much memary would you like to use for this virtual machine?

Spedfy the amount of memory allocated to this virtual machine. The memary size
must be a multiple of 4 MB.

&4 GB Memaory for this virtual machine: s ho9s L= MBE
32 GB
15 GB
£ GBE 4 )
sce @ @ Maximum recommended memary:
1 GE 65312 MB
1GB <
513 ME ] [@ Recommended memary:
756 MB 1024 MB
128 ME
&4 MB [ Guest 05 recommended minimum:
32 ME 512 MB
16 ME
EME
4 MB

/

Help < Back Cancel

S SIS Next 55

c.l:.ls g_)l?:’l.s‘ \) 3‘95- rj )‘.LE.A J\.:L’ Ao U'i‘ L
Sl oSS Y S 3kl sl JS

S o SIS Next 55 2 5 rw:—fu" A s
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MNew Virtual Machine Wizard

Network Type
What type of network do you want to add?

MNetwark connection

() Use bridged networking

Give the guest operating system direct access to an external Ethernet
network, The guest must have its own IP address on the external network.,

(O Use network address translation (NAT)
Give the guest operating system access to the host computer's dial-up or
external Ethernet network connection using the host's IP address.

(®) Use host-only networking

/ Connect the guest operating system to a private virtual network on the host

computer.

(_) Do not use a network connection

/

carca

Help < Back

Mew Virtual Machine Wizard

Select I/0 Controller Types
Which SCSI controller type would you like to use?

IO controller types
SCSI Controller:

(O)BusLogic (Maximum disk capacity: 2 TB)
(®LSI Logic (Recommended)
(D) LSI Logic SAS

/

< Back Next = Cancel

Mew Virtual Machine Wizard
Select a Disk Type
What kind of disk do you want to create?

Virtual disk type
O1me

/@) 5CsI (Recommended)
(O 5ATA

< Back Mext > Cancel

25 Glp ol s DB ol Gl S gl
O e Samio 41D sl G b 5 ol b o
S ol 1, use host-only networking s« ;S
L Cad 3 Gl S D)8 S Sl
O Gk 3l Led 5 A8 e sbml Lol odus slaasis

S SIS NEXt (55 ey pd oo 0 S 4 Ll5 o

S S Next 55,

S S Next 55,
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New Virtual Machine Wizard *
Select a Disk
Which disk do you want to use?
Disk
(®) Create a new virtual disk
A virtual disk is composed of one or more files on the host file system, which
will appear as a single hard disk to the guest operating system. Virtual disks
can easily be copied or maved on the same host or between hosts,
() Use an existing virtual disk
Choose this option to reuse a previously configured disk.
(O Use a physical disk (for advanced users)
Choose this option to give the virtual machine direct access to a local hard
disk.
< Back MNext = Cancel
MNew Virtual Machine Wizard *
Specify Disk Capacity
How large do you want this disk to be?
Maximum disk size (GB): ’ m S
Recommended size for Ubuntu: 20 GB
[ allocate all disk space now.
Allocating the full capacity can enhance performance but requires all of the
physical disk space to be available right now. If you do not allocate all the
space now, the virtual disk starts small and grows as you add data to it.
(®) Store virtual disk as a single file
() split virtual disk into multiple files
Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.
Help < Back Cancel
MNew Virtual Machine Wizard =
Specify Disk File
Where would you like to store the disk file?
Disk File
0One 20 GB disk file will be created using the file name provided here.
| D:Wirtual\erio Controller 3. 1.vmdk — | I Browse...
Help < Back MNext = Cancel

(il Kaws yla sbl (Gl Al Cwd ol o
» 5 ozl |, Create a new virtual disk 4. S

A8 S Next g5,

w

aia ly 3t Sags syla lad jldie camin ol 3
CES A S S sl sl Lab s S
ShaS mio b o asls e led & ol o sl
8 s Clssl | Allocate all disk.. gau 8 S
ols ol 5 S 4 w3l sl s Sags sl
Store virtual disk as a single s« ;S «us dal=
o s b S5 ledbl el b s sl | file

.Jj.w

st Sews syls LB (gilue 53 oma camin ol 53
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@Hume
ﬁl Kerio Controller 9.1

| (7] Kerio Controller 9.1 | Ll 4 ilme peile sl 31 A

ez LS B S s | of (S

R ﬂ?.v—?‘ o~ Ll sS

P Power on this virtual machine

':E_"IEu:Iit virtual machine settings

¥ Devices
o Memorny 4GB
[ Processors 4
i Hard Diisk (5CSI) 20 GB
) CD/DVD (SATA)  Using file ENServ..,
¥ MNetwork Adapter Host-only
USE Controller Present
IGIEI Sound Card Auto detect
(=} Printer Present
!] Display Auto detect

* Description

Type here to enter a description of this
virtual machine,

Kerio Control 9.8.1 build 547

(Silms et sl Sl de
Ll 5SS i gl gamio
fszgLSA OJubLiﬁ_jJ%j) L};;i ALole

A8 Sl s s 5e 0L

Please select installation language:

Cestina
Deutsch
English
Espafiol
Frangais
Hrvatski
Hagyar
Italiano

A Lis Enter s, s

/

<Enter> Continue

12
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Kerio Control 9.8.1 build 547

End User License Agreement

The following End User License Agreement must be accepted in order to proceed
with the installation:

KERIO TECHHOLOGIES IHC.

SOFTHARE ENHD USER LICEHWSE AGREEMENT

Please read this Software End User License Agreement (PAgreement™)
carefully before using any Kerio Technologies Inc. ("Kerio™) products
licensed to You wunder this Agreement, including all software, hardware and
associated media and documentation (printed, electronic or referred to on
Kerio’s various websites and collectively, "Documentation™) provided to
You with such products (individually and collectively, the "Software™).
Such Software currently includes our email service ("Kerio Connect™),
firewall product (”Kerio Control”™) and voice over Internet Protocol
service ("Kerio Operator™), and such products and/or services,

<F8> Yes, I Agree
<Esc> Back <{Enter> No, | Do Hot Hgree

Kerio Control 9.0.1 build 547

Ready to Install

The installation program has gathered all the information it needs. In the
next step, Kerio Control will he installed on the hard drive.

All data on the hard drive will bhe lost. It is not possible to install Kerio
Control along with another operating system on the zame conputer.

To confirm that you have read this carefully, please type 7135 in the box
belou:

Confirm: [ 135_

/

<Esc> Back <Enter> Continue

Kerio Control 9.8.1 build 547

Kerio Control is being installed.

Installing systen...

13
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Kerio Control 9.8.1 build 547

Installation Conplete

Congratulations. Kerio Control has been installed on this conmputer.

Installation will continue after system reboot.

Renove the CD and press Enter to rebhoot the system.

<Enter> Reboot

Kerio Control 9.0.1 build 547

Passuword has not heen set yet?! To set the passuword, please
point your browser to:

https://192.168.207.128:4081/adnin

<F8> Change Language
{Enter> Access Console

Virtual Network Editor
Desktop app

Af——
Settings
8¢ Virtual desktop settings
5% Change virtual private networks (VPN)

52 Choose what windows show on the taskbar
8% Choose what windows show when pressing

Virtual Machines
Documents

Virtualizatio_Server-3isco.ir.pdf

My stuff L2 Web

vird

14
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@ virtual Network Editor X
Mame Type External Connection Host Connection ~ DHCP Subnet Address
VMnet1 Host-only - Connected Enabled 192,168.207.0
VMnets MNAT MNAT Connected Enabled 192,168.145.0
Add Network... Remove Network
VMnet Information

Bridged (connect VMs directly to the external network)
Bridged to: Automatic Settings. ..
MAT (shared host's IP address with VMs) MAT Settings...

Host-only {connect YMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: YMware Metwork Adapter VMnet1
Use local DHCP service to distribute IP address to VMs DHCP Settings...

F
/ SubnethI 192 . 168 . 207 . 0 | Subnet mask: | 255 .255.255. 0 \

ﬁ Administrator privileges are required to modify the network configuration. Gghange Settings

Restore Defaults OK Cancel Apply Help

92 ‘J"ff‘s;;‘ edalin asin gﬁ‘ BE 45)_).12.'\».05
Q)lsdsw‘ 3?).@ w -~ P &.VI.LCJJ[S
Wi 45 el e S Olan (J) e
o ul e Sl S Jate 25
use local DHCP... g8 K5 s
s Oler 5 OTIP 55 5 ol o Sl
w‘&‘é‘jcwd@oMmﬁ;)JSW‘
Change s, » b das i ) Sl

LS s Settings

@ virtual Network Editor

Mame Type External Connection Host Connection ~ DHCP Subnet Address
VMnetd Bridged Auto-bridging - - -

VMnet1 Host-only - — Connected - 192.168.207.0
VMnets NAT MNAT Connected Enabled 192,168, 145.0

Q)ls ;i_i ‘.,\.:.Sd sdalis ASJJE.’L«A
& VMnet0 olpe L s ool

r.;}:ma Sy 4o g3l 13 Bridged

VYMnet Information
(O Bridged {ronnect VMs directly to the external network)

Bridged to: | Automatic Automatic Settings...

(CJMAT (shared host's IP address with YMs) MNAT Settings. ..

(®) Host-only (connect YMs internally in a private network)

hate (i hol 853 DS
Add Network... Remove Network ‘ " S ) 2 )

ol S S e Sl gl e

S D u.apw 5 (Lswd) Sl

Connect a hast virtual adapter to this network
Host virtual adapter name: YMware MNetwork Adapter YMnet1

[Juse local DHCP service to distribute IP address to YMs DHCP Settings. ..

G S S5l S pl sl &S =S

/ SubnetIP: | 192,168 ,207. 0 Subnet mask: | 255,255,255, 0
—

Restore Defaults Cancel Apply Help

ok s, » 3 w2z 1, Use local

S s
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Kerio Control 9.8.1 build 547

b)t) jﬁjs’ PL CQL@A&S rtai‘ Lstﬁ

Password has not been set yet?! To set the passuword, please )Li.é Enter LSJJ »r 39 'J‘f.j"‘:’ BEN o

point your browser to:

hitps://10.253.226.1:4081/adnin

{F8> Change Language
<Enter> Access Console

Kerio Control 9.8.1 build 547

Hetwork Configuration Choose this item to view or change the basic
network configuration in case you cannot use
remnote admninistration.

<UpsDoun> Hove
<Enter> Select
<Esc> Back

Hetwork Configura Kerio Control 9.8.1 build 547

Ethernet Configuration of "Ethernet’ netuwork interface

IF Address: not set (DHCP)
Subnet Hask: not set

MAC Address: 00:0c:29:7f:ed:f7
Network Card: AMD 79cH70 [PCnet32 LANCE]

<{Ups/Doun> Hove
<Enter> Change
<Esc> Back

16
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Hetwork Configuration Kerio Control 9.8.1 build 547
Ethernet Configuration of *Ethernet’ network interface

( ) Assign IP address dynamically (DHCP)
———p(0) Assign static IP address

( ) Assign multiple IP addresses

( ) Configure interface as PPPoE

IF Address: [ 192.168.5.1

Subnet Hask: [ 255.255.255.0
Gateway: [ 192.168.5.1_

<Esc> Back
—p <FB> Apply

Kerio Control 9.0.1 build 547

Password has not been set yet?! To set the password, please
point your brouser to:

https:/7192.168.5.1:4081/adnin

<{F8> Change Language
<Enter> Access Console

P05 S s ls gl amio o0l 5o
&L Static glea b sws &5
GaaSs SLEE L) pss gan S
LS Loy s okl Space
IP Address s « Locgs
wly o, Skl g
Sl 213 548 5l IS asle
F8 sy » &b Ol 05563

LIN)JT ‘Jf:gLSA O-LAL:HQ AS)“QQJLQJQ

Jip o ‘C;mﬂ‘éﬁjs Jﬁéj Jﬁﬁ S 90

s Jeae OF 4 Al

25 ol 3y e otk s Olea s o3l S Bl 4t Sl w55 Saks > AL s S

:J%;yw

Control Panel\Network and Internet\Network and Sharing Center

%= Network and Sharing Center Cha nge SI P A>2o uﬂ‘ B

“ « /4 &f » Control Panel » Network and Internet » Network and Sharing Center

View your basic network information and set u

Control Panel Home /
View your active networks

Change adapter settings

Change advanced sharing Jisco.ir 2
settings Private network C

Change your networking settings

ﬁ- Set up a new connection or network

17
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e this connection View status of this connection

_". VMuware Network Adapter VMnet1 !_". VMware Network A
o= _ Enabled - abled

roller ST VMware ) Disable Aware Virtual Ethe

, Status

Change settings of this con

) Bridge Connections

Create Shortcut
@ Delete
& Rename

& Properties

[,_'3,] Whware Metwork Adapter VMnet! Properties

Metworking  Sharing

Connect using:
I? WiMware Virtual BEthemet Adapter for WMnet 1

This connection uses the following tems:

&3 Client for Microsaft Netwarks A
’:]? File and Printer Sharing for Microsoft Metworks
[] ¥ VMware Bridge Protocaol
4 Link-Layer Topology Discovery Mapper /0 Driver
] s Microsoft Metwork Adapter Muttiplesor Protocol
B intemet Protocol Version 4 (TCP/IPv4) |
& Microsoft LLDP Protocol Driver W
L4 >

Install... Uninstall Froperties

Description \
Transmigsion Control Protocol/Intemet Protocol. The default

Ll ot o

() Obtain &n IF address automatically
(@) Use the following IP address:

1P address: |192.168. 5 . 2 |
Subnet mask: | 255.255.255. 0 |
Default gateway: |192.168. 5 . 1 |

Obtain DNS server address automatically

(@) Use the following DNS server addresses:

Preferred DNS server: | 192,168, 5 . 1 |

Alternate DS server: | . . . |

[Jvalidate settings upon exit et

Cancel

i O 63598 85 610 S8 (55 il i 3550 (Samin 3
LS Al ad ol 3 4 S sl (s S Jles e |, DHCP

Diagnose (54;-’~J.§ ‘5 J?S Cﬁ-ﬁ‘) Li.:.ls OT 6}) J'-’ ‘5 &_.JBL:.." ‘) VMnetl 6@

oS sl 1, Properties

Internet sau S Lo 5,50 Cnd 3l 5 amio ol o
Sss » s <zl |, Protocol Version 4

LS S Properties

O30z, 3 AT,V PADY o3 K cmis s
1S SIS 0K (555 25 S sl K8 ile 1 5l
O il e s Sie 1P cand s asols
S 5ol @il @l sl andlas | oty CCNA ++

S eslatal o5

/http://p30download.com/fa/entry/60695
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B Command Prompt - ping 192,168.5.1 -t

[ Privacy error x

€« C {xbers//192.168.5.1:4081/admin g

&

Your connection is not private

D5 S 5,5 [P Address 05 S 550 5l da
2S5 ke e Bl L 4 S 5 S sl

NGO R\ R ¥

JJ‘) A OJLAI IP LJ"“)JT &.{“J‘ Juu
PR R P ST IS I
1S Sl 1y 3 el

/https://192.168.5.1:4081/admin

Attackers might be trying to steal your information from 192.168.5.1 (for example,

passwords, messages, or credit cards).

VAYNPAD,) s o Ll L

Automatically report details of possible security incidents to Google. Privacy policy

HIDE ADVANCED]

tem. This may

Proceed to 192.168.5.1 (unsafe) —

Activation Wizard

Help us make Kerio Control even better E

As a part of our commitment to offer the best quality product on the market, Kerio Control's development team
would like to have your permission to collect anonymeus usage statistics addressing the server hardware, software
clients and operating systems interacting with our products.

Allow Kerie Control te send anenymous usage statistics to Kerio Technologies

View sample data

0 You can change this setting later in Advanced Options.

%,r

d not prove that it is 192.168.5.1; its security certificate

Ao 45 A3S 305 15355 55 o3

is not trusted by

Certificate gl L |1

guration or an 6‘9) J_, _,\_.,.L, 4_5 _)H:, _)\,:'A\j;- 4_>-‘j,a

LS s Proceed

s 4 S Glasew U,Jj\ (3 S U.UJI sl as
(A=do O.:\).) .w\)ﬁ))bﬁ.iaﬁ@a;buj%u
S ozl |y Allow kerio.. gan § S S|
25 Sl Gl bl e 5 DDl (6w
el 0ds S S el 5 S STl ods S S L
G0 2 sl ) B s un S S el e

S (SIS Next
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Activation Wizard

Administrator account E

Please set a password for the administrator user account:
Username: Admin

Password: | sesses

Confirm password: | ssssss
Do you want to receive alerts?

Email address: farshid_babajani@live.com

[ Allow remote administration from MyKerie doud service
[] open MyKerio and add this appliance after you finish

o Kerio Control cannot reach MyKerio right now. Please go back to these settings in Remote Services.

<Back ||  Finish

E KerioControl

admin

20
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Dashboard - Kerio Contre X | New Tab X - X
= C | B betps://192.168.5.1:4081/admin/#dashboard w & @
[~ Dashboard ¢ Dashboard
E e Interfaces "
B Treffc R Kerio News System
raffic Rules
@ Intrusion Prevention LATEST RELEASE: Kerio Control 9.1 brings new Next Generation Firewall ~ ~ System time: 12:06:28
-' «capabilities to Kerio Control appliances, simplified software upgrade and Kerio Contral; 9,0.1 build 547
N deployment, and advanced monitoring and notification services.
0 Security Settings Hostname: control
Kerio Control 9.1 includes:
=¥ Bandwidth Management and QoS
System Status - 3
Y « Application awareness
Content Filter .
Safe Content Filtering Uptime: 12:06:48
— + Self-provisioning hardware appliances
T Proxy Server Kerio Control: Update failed. Go to Update Checker
« Automatic software upgrades
O p(f ant Antivirus: Update failed. Go to Antivirus
ntivirus .
. Intrusion Prevention: Update failed. Go to ion Prevention

E DHCP Server Kerio Control Web Filter: Not activated. Go to Kerio Control Filter
s Router Advert N See the Release Hotes for more information, IPsec VPN Server: Working properly
outer Advertisements
a New Hardware Appliances Available: Kerio Control NG300 and NG500 Kerio VPN Server: Working properly
£Ta DNS For more information about the new appliances, see the Kerio Control NG Series page MyKerio: Disabled
1 .
L- Routing Table e

There is no interface in Internet Interfaces group. Go to Interfaces

|jb Accounting and Monitering [ *g
Carrituy Thraate l"l%',
4

&%, Remote Services

g’gj‘ Advanced Options Top Active Hosts

S L=l il e Dovmload Show on Active Hosts
= ik Users B ram: 404,58 MB of 3.95 GB used Firevall 1 KEfs
S L Groups B cru: 0.05% 192,168.5.2 o KB
o
::;7-/ E Domains and User Login Disk: 158,13 MB of 18,55 GB used o
= ErE— ® Kerio Technologiss .0, Al rights ressrved, Legal Nofices
SSL Certificates Add Tile - CunflguratlonAsslstant..I[Suggestldea..“CuntactTechmcal Support..
. 7 ol one . . . . . ’
O3 gosbel (godasylis a8 Cl VU K 4 a0 Glamis (S o sdalin oS (Glamino sl g, 5l A
-
. . . . Z s . .
JJd,ﬁ)Lgf”&i*lib‘*‘zb“x‘;é;w))ﬁ@h’:;“wwC"f‘f,‘“‘)}i;_})ﬁ&%‘)‘y
- Ll g5 U S a5l of DNS s
[ Dashboard s DNS S ﬁjs - Bl
B Interfaces ~
E DNS forwarding 3 \ ‘ S . )M: .,,,,_.‘)I JHS. L&J“ J.' ‘ ‘ > .
ﬂ Traffic Rules [¥] Enable the DNS forwarding service S f " J T 5 ‘}?-
¥ Intrusion Prevention \s ‘ ‘
DNS resoluti - . -
() security Settings reseen R Soge @ 0 pl Gl ey S
Enable DNS cache for faster responses to repeated queries | Clear Cache
L 2> Bandwidth Mznagement and QoS [T Enable custom DS forviarding [ £ar. | S
Y Content Filter e ‘)_‘,,9
= Local DNS lockup
\) ﬂ Proxy Server EBefore forwarding the query te DNS server, search for it in:
-
X & Antivinis [¥] Hosts table - . *" - .
o] DHCP Server DHCP lease table 6~)~) J-’ h.';/"':. e )\ L_S"i‘fih)‘ﬁ s )J

The |ease table can be viewed in DHCP Server

When resolving a DNS name from the hosts table or the lease table, combine it with the D e M . NS
5 edd3l Gamin y3 s LS SUSD

@ IPv6 Router Advertisements

| R T —
l’: Routing Table

s, » Local DNS Lookup s ;s

|_—¢ Accounting and Monitoring
#05; Remote Services

Sai el a0 U ass SUs Edit

{aj“ Advanced Options
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DNS Hosts Editor

WL Ad (555 5 SIS L amio ol 3

Fing: |$|*| Brs) J)‘j b Ji.) L;Lbu.»:).ﬂ ‘(.}g‘i Lole LY
2 1P Address Hostnames Description
127.0.0.1 gogs.dontexist.com Kerio Change Address J".‘:’S &.‘:}S Ok S
127.0.0.1 register.kerio.com Kerio Change Address
127.0.0.1 update. kerio.com Kerio Change Address @ 127.0.0.1 gogs.dontexist.com
127.0.0.1 control-update.kerio.com Kerio Change Address @ 127.0.0.1 register.kerio.com
127.0.0.1 sophos-update.kerio.com Kerio Change Address 127.0.0.1 update.kerio.com
127.0.0.1 snort-update.kerio.com Kerio Change Address 127.0.0.1 control—update.kerio.com
127.0.0.1 sophos-update.kerio.com
IUse semicolons | ; ) to separate individual hostnames in a row. 127.0.0.1 snort-update.kerio.com
l Add ] [ Remaove ] [ Duplicate ]
f [ (s] 4 ] [ Cancel ]
a
[=. Dashboard "'%"' DNS Admin

W Interfaces

B Traffic Rules

W Intrusion Prevention

0 Security Settings

= Bandwidth Management znd QoS

W' Content Filter

ﬂ Proxy Server
Q Antivirus
E DHCP Server

{‘B IPv6 Router Advertisements

T, DNs

[l 3

(n +i Tkl

DHNS resolution
Enable DNS cache for faster responses to repeated queries | Clear Cache

[7] Enable custom DMS forwarding Edit...

Local DNS lookup

Before forwarding the query to DNS server, search for it in:

Hosts table Edit...

DHCF lease table

The |leasze table can be viewed in DHCF Server

When resolving a DNS name from the hosts table or the lease table, combine it with the DNS domain

below:

Apply ] [ Reset

g3 Oledbl b s SIS AppPly s 5 st Jles! 5 s
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19,0 g cslv paliaid

£ cpl 6lp S olas 1 OF b 5 el dinl b s SLIS s sl b3 slalS plil 5l s

(Control

[== Dashboard

e Interfaces

a Traffic Rules

) Intrusion Prevention

0 Security Settings

= Bandwidth Management and Qo5

W' Content Filter

T Proxy Server

&' Antivirus

B pHeP server

13 Pvé Router Advertisements
T, DNS

l'_- Routing Table

B Accounting znd Monitoring

475 Remote Services

,.’a‘P‘ Advanced Options o

Users and Groups

b Users

:ﬂ Groups

7" Advanced Options

System Configuration || Web Interface | Update Checker
System settings
Kerio Control server name: control

0 You can change the hostname when joining a directory service domain, Alt]

Date and time settings
Current date and time: 2016-06-27 17:08:00
[ Keep synchronized with NTP server

NTP server name: 0.kerio.pool.ntp.org;1.kerio.pocl.ntp.org; 2. keri

Use semicolons ( ; ) to separate individual entri

Time zone settings

Server time zone: . [GMT +03:30) Tehran o

S’ S p sns ke 3
do 5 LS KU Advanced Options
<. 55 System Configuration _s 55
ot Gt s Lt S ol s
2 Alg e S e oeslaal NTP 5 0
L s gan 8 S gesled cend
Sl sl b sae ool 5 bl

a adl S sy Ol s sl el

ol ))‘j w)." J.~>: JAJQL):‘?-’- Q)}«ﬁ

g wlas s Cele U das 51 3018 55 1o Gl gadkie LY Golad Caad s

spd Jlesl Sladas B aeS SUS APPLY (55 S ol Sl

APVE g gw (39 55 J12d pud

[ Dashboard
I Interfaces

B Traffic Rules

¥ Intrusion Prevention

0 Security Settings

€5) IPv6 Router Advertisements

Enable IPv6 Router Advertisements
nterfaces

5 Interface «

=> Bandwidth Management and QoS

W Content Filter

'a Proxy Server

ﬁ? Antivirus

E DHCP Server

63 IPv6 Router Advertisements 0

T, DNS
l’: Routing Table

dP u.»)JI S e Sl s S
ol e S e sl § 05,5
B sS JGs e 1 01 e &S
Prefi
@ gh ety S5 SRS S8
2o S Sl LL Sl el
S5 A SIS s S s
IPVE s, G ls o 15 Y (g4 S
S » 5o 0Ll s s asa Jlo e

s SIS Apply
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:Update cug g c39 55 J0d pé

W = |

KerioControl

[~ Dashboard

e Interfaces

B Traffic Rules

'@ Intrusion Prevention

() security Settings

=) Bandwidth Manzgement and QoS
W Content Filter

G Proxy Server

& antivirus

I oHCP server

9 TPV Router Advertisements
=, DNS

l’: Routing Table

EQ Accounting znd Monitoring

A, Remote Services

(7" Advanced Options n

Users and Groups
"
Ak Users
:ﬂ Groups

3 Domains and User Login
Definitions

SSL Cartificates

- (7" Advanced Options

System Configuration | Web Interface | Update Checker e

o Update checker settings
] Periodically check for new versions

[T] check also for beta versions

Update status

Last update check: 2 hours age

€2 Update check failed - Couldn' resolve address of update or proxy server.

Upgrade by uploading binary image file

Upgrade image file (“.img): | select file.

Admin ~

53 3 S S Advanced options o oG sao S sus » oS oAl update 1 LS g ol

SIS APPlY 55 s sl LY au S S5 s Update Checker s syl ol (gamin

VLY

39955 4 < i3l 90 595

Ll od 3l e 53 1S WLl 55 (il e ) S0 (a0 S8 G bl a0

xXxxl

Internet A

xXxxl

Internet B

S

A S oLl

S

B Sd ol

n

Sl s ol
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jm;sauloiq@%ls)uipﬁ;@ohw@ﬁsW\sa,;iua}-);‘Jgdmp)g
S8E S Gayb Sl Sl 5 s el g S s Slaal a5 oS e a0 w1y 5l bt g
.mﬁzu@aﬁdafo\ﬁjggdl}b

4 IS 03 Sl (g oS r e S a1 OF 5 oS oo oslind il bt S 1S 5,0 )
S es 3 e 4 Sle el @

Kerio Control 9.8.1 build 547 . . . .
S il 1y g S s A

Choose this item to turn the computer off.

Solles Cope a Sl Gl
Shutdown

Sl Ll s Sl 1 s e
GQLQ.:E.'JM))) Jf'j.o.;)jjw
5 <zl |, Shutdown s« S

s B s LB F8 WS (6,

Are you sure you want to proceed?

<Esc> Cancel .Jj.‘i u}:jﬁb ﬁJS

<F8> Shutdoun

Virtual Network Editor

—
e Gad D8 L B Gl ol oSl )8 (e ()
Pettngs : Virtual Network Editor s,l5 oL Lo 8l
X g > ° > A
5% Virtual desktop settings 7 Mg S
8¢ Change virtual private networks (VPN) s fl’”‘ B J-]“ 2050 Oledas

£33 Choose what windows show on the taskbar
when using virtual desktops

£5% Choose what windows show when pressing

Folders
Virtual Machines
Documents

Virtualizatio_Server-3isco.ir.pdf

My stuff L2 web

virﬂ

25




Kerio Control 2016 - 3isco.ir

@ Virtual Network Editor

MName

VMnetd
YMnetl
VMnetd

Type External Connaction
Bridged Auto-bridging
Host-only -

MNAT MAT

DHCP
— - - -
Connected - 192.168.207.0
Connected Enabled 192.168.145.0

Host Connection

Subnet Address

Add Network...
VMnet Information
(®) Bridged (connect YMs directly to the external netwaork) &

Bridged to: | Automatic

Automatic
(ONAT (shared|picrosaft Wi-Fi Direct Virtual Adapter
O Host-only (] Bluetooth Device (Personal Area Metwork)

NAT Setting:

Qualcomm Atheros ARJ485WE-EG Wireless Network Adapter
Realtek PCIe GEE Family Controller
Connect a host virtial adapter o tis Netwon

Haost virtual adapter name: YMware Network Adapter YMnetd

Use local DHCP service to distribute IP address to VMs

Automatic Settings. ..

S0in

DHCP Settings...

Restore Defaults

Cancel Apply

Help

Remove Network

5P VMnet0 oLs o)ls (e b
o8 g5 opl 45 ool Bridged 5
Sl S S Ol s S
bl Sl dm el b (g5lee il
Cad 3l 5 i ol Cwnd
SIS iS¢, » Bridged to
©3las (S o sdaline 4 ghailan (S
LU L ol sl jaseie 4 &,S
h S S ol | Gled S Slea
O e B R PYRPITCIUN Y WA o

s SIS ok s,

(&) Keric Controller 9.1 - VMware Workstation

File Edit View VM Tabs Help | o ~ |

o

|

VMware SRl 5o amio ol o

Edit virtual 64.'..1}'5 S 2

@Hume
ﬁ Kerio Controller 9.1

] (51 Kerio Controller 9.1 ]

P Power on this virtual machine
':E_"IEdit virtual machine settings

\

¥ Devices
0 Memory 4GB
[ Processors 4
i Hard Disk (SCSI} 20 GB
) CD/DVD (SATA)  Using file E\Serv..,
%5 Network Adapter Host-only
USE Controller Present
@;. Sound Card Auto detect
= Printer Present
Bl Misnla Autn detect

L LS IS machine settings
Sape ) Ll S S8 Wl

S 6lsl S
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it = a W . o .
_ S 2SS OIS 05 Swlsl gl amis ol 5o
Hardware  Options
N Memory =
Device Summary . .. - . .
Spedfy the amount of memory allocated to this virtual MJ'S LJE_J > um,J ‘ .A.~S gg.JS Ad d
gMemury 4GB machine. The memary size must be a multiple of 4 MB. LS - J}ﬁ = D j d -
Processars 4
==iHard Disk (SCSI) Add Hardware Wizard x %6 = M8
o sare) Next s, » s =zl |, Network Adapter
ElNEtwnrk Adapter Hardware Type . .
USE Controller What type of hardware do you want to install?
&) sound Card
EPr\nb&r Hardware types: Explanation commended memory 'J":."S L§:JS
WDispiay iriard Disk Add a network adapter, 3pping may
*) CD/DVD Drive 1d this size.)
E Floppy Drive
i Netork Adapter 2
USE Controller led memary
&) s0und Card
m Parallel Part
Serial Port ‘commended minimum
@Print&r
Generic SCSI Device
&
< Back Cancel ME of this memory for
3amount in the Display
settings page.
add... Remove
Cancel Help
Add Hardware Wizard X
Metwork Adapter Type
What type of network adapter do you want to add? . L - . fat . Z S
R P v ﬁjbbijﬂj)‘}uw“)customLS@Q;«.ngu_lbb
Network connection
. Z
(O Bridged: Connected directly to the physical network . .,\,;S ul;';b\ ‘) V M n eto 6 4.:\.."‘)5
Replicate physical network connection state
() NAT: Used to share the host's IP address
(O Host-only: A private network shared with the host
(®) Custom: Specdific virtual network
VMnet) s ~
Device status
Connect at power on
<ok ==

Configuration Assistant

Configure Internet connection and the local network...

Choose a persistent Infernet connection, Link Load Balancing or Failover.

Define traffic policy...
Configure basic fraffic rules simply with few dlicks.

Export your configuration...

Save the configuration info a file which can be used as 3 backup.

Import configuration...

Use the exported backup file fo restore the configuration.

Update license info...

Upload license key, change license number or update your registration info.

/

Show automatically after login

D eSS bl ) Sl o)l Sl Sl Ay

23 el | e

Smio (3 S Spde Gamio ¢l | Sl A
S S oS 3o |l Sl gl ) g0 S

s e )l Lk a4 S5l g e 5l |y Laay 55
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Sl 0 o3lizul (ol Joate 2ol 4 PPPOE )50 4 68 £3 50 G 51 S 3 Al axils a5

D3 55 2l s Dy pe 4 o pla s

: Dashboard

a 98 Interfaces =
B Traffic Rules

W) Intrusion Prevention

() security Settings

=) Bandwidth Management and QoS

W content Filter

O Proxy Server

L) & antivirus

E DHCP Server

a IPv6 Router Advertisements
T, DNS

l': Routing Table

Eb Accounting and Monitoring
#%; Remote Services

9‘7‘ Advanced Options

[#8 Interfaces

Internet connectivity
Select an option of how the firewall is connected to the Internet:

A Single Internet Link

Name « Status

= 48 Internet Interfaces

WNo interfaces are assigm ede group.

= "l Trusted/Local Interfac

W Ethernet Up

=] lesec and Kerio VPN Intrfaces

& VPN Server Up

=] :a? Guest Interfaces

WNo interfaces are assigned fo (s group.

=] ,.’ Other Interfaces

W Ethernet 2 0 up

Av3

192,168.5.1

10.253.226.1

192,168.1.5

Manage Ports...

IPvG

S S0, S0 L 4
Interface s, ,» =
3t a Shas SIS
Ll a8 S S
Bl K Goslad Caand
Camd 33 &S Sl ol
I, oI Other Interfaces
ol O S edalis

S sy 28 opl sl da S ey Internet Interface o o (gosled cand 5 5 0deiS 1 O o

Ethernet Interface Properties

General

Name: 1
Interface Group:

Enable this interface

IPvd || IPv6 || VLAN

Enable

Configuration: 2
IP address: 3
Mask:

Gateway:

DNS server: 4

Internet Interfaces

Pt
Mode: | Mative | PPPoE |

AS SIS Lgs Sk s g0 eSSl

QJ\SrL ‘Li-l 60)@%.5)3)%@‘)3

Copde U aas s Internet o | 5 4 gaSis

w_)b] v\iL’ 92 LSQJLA-A:-‘ CA.Q-M.; DL ‘J\..::b JSQL\.«:T QT

J\.LL’ J:AA 6‘f 4.,\.::.5 J)‘) ‘5’;\.«:3 C))j,,a 4 b IP

Caond 53 5 LS Obisl |, Manual e

j&u}Q)\SJngU)HP w)JT A LSOJL%::J

6@@)6@‘)36.@))\)\)@&‘?)}A

(5l page 5 VAYFA) YOY ool 1P szl

Caand 53 sl 0k o3ls VAYNFAN N o]

LSJJJ‘EJ"":’.‘SJJ‘J ‘)DNS u.ﬂ)}Tc)Lg}; 60)\.@.«;

ai
192.168.1.254
255.255,255.0
[oz-165.1 |
192,168.1.1;217.218,127.127;8.8.8.8;4.2.2.4
| Define Additional IP Addresses...
| Advanced... |
oK ] | Cancel
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W ITTCCT TOCeS

Internet connectivity
Select an option of how the firewall is connect|

A Single Internet Link

Name

Ethernet Interface Properties

General

Name: 2
Interface Group: )
Enable this interface

‘?x|

‘ Local

Trusted/Local Interfaces

WSl el S oS ) ey
Trusted/Local s s

oL8 4 by s o Interfaces

Mode: | Mative | PPPoE | Del
=l Internet Interfaces

M Internet Ad

= "M Trusted/Local Interfaces

1 - [ Ethernet Pt | IPve | vLAN Ad § R N g S
~ Db 30 0SS sooled Cad (g45
= IPsec and Kerio VPN Interfaces Enable
8 VPN Server Configuration: Manual "7 L - .
. ol 5L (Gamaw 3 S SIS
= Guest Interf IP address: 192.168.5.1 2 ok LS 2 - -
Mask: 255.255.255.0
£} Gateway: 3 (1216811 C))LS {L: <93 L;UL«J Cotond BE
DNS server: 4 4.2.24;217.218.127.127;8.88.8

| Define Additional IP Addresses. ..

Aas osd ol gils il 5 g (eSSl

w)b].)\ibv 60)@%3)))

| advanced. |

Dol e ||| e, oS |y 05l (g4SE ClS

Caad 3 AS e Jes gateway
dny A8 SIS OK (655 5 3505 s Jhis s sm sla sl o DNS s 55 5 o5 5l Gateway
S s Bl e &3l Gl 8 Gk 51 il S 1 ol e3lal s ama YL slalS ol S
s b s s opl SUS o Ty slaes Cojmal w5 S e il 1P sl s 5 b 5l cdls
AL 0T Slaes & sliws sl el o JUb KEMIO (555 55ty s g0 4 45 553 o0 ploil DHCP

:.,\c:S‘u}.\joﬁ)'uﬁ);T«{

e S shilos

Sl S o odalie 5,5,

" Dashbozrd & DHCP Server s
[ Interfaces
Enable DHCP server

5 Traffic Rules Scopes

. ) ) ) -
W Intrusion Prevention g | Hame Range ~ DHCP . .

(™ security Settings 8 Local 192.168.5.11 - 192.168.5.254

=5 Bandwidth Management and QoS

2 S ol | Server

W Content Filter

(PR Sope w S

ﬂ Proxy Server The DHCP scopes are generated based on active interfaces in the Trusted/Local Interfaces, Guest I
) 7 Antivirus -
\_) & Leases and reservations UJS 6}) u.m.sjf.»: L.)'"
I DHep Server 4= Scope: Local
'
a IPv6 Router Advertisements 1D Addrace Mama MAC fddrace Hact °V\-‘j‘ Jl}-é Loca I LSM

Sk 8 S sl otd ab S i 53 192.168.5.254 1 192.168.5.11 31 T IP 5, 5 o

JJSM‘)} CA.ZQL.:“)Q G})MJJIP L}*’)JT&:’.‘JJ";J“GEA
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% DHCP Server

Enable DHCP server

Scopes
E Name Range «
U9 Local 192.168.5.11 - 192.168.5.254

The DHCP scopes are generated based on active interfaces in the Trusted/Local Interfaces, Guest Interfaces and Other Interfaces groups. Click to configure scopes manually

Leases and reservations

Scope: Local

L, DHCP (il o) (s

V'“‘;S V'"Jﬂ': Sy elgily @
03 s S8 b 4wl

\ sss » DHCP s

Click to configure
Fiter s scopes manually

Confirm

' You are switching to the manual mode of DHCP configuration. In this mode, it is necessary to
u update the scopes manually when changing interfaces in the Trusted/Local Interfaces, Guest

Interfaces and Other Interfaces groups.
Do you want to continue? /

- Jﬁ@ayﬁu)‘c%d‘)s EV'::S

Manual - « wjls bl LT«

[ v Yes sy, » kb« S Loy,
7 DHCP Server o
[¥] Enable DHCP server » 0 ub;:.»\ b 2 Jlm 05 SN . Q)ls
Scopes Al de gamio U aus SIS Edit g,
E Name Range =
W Local 192.168.5.11 - 192,168.5.254 --’j*:
| Add ~|| iEdit.. || Remove
di 7% z
E::50<.>Pe - WA‘J:;SJJJJJ:M\)Jjﬁ-lPé).L:j\jS&W&\)J
Scope defntion GaSei 4 S 14 VAYNFAL 00 LAY, NFAL YO
First Address: 192,168.5.11 Last Address: 192,168.5.254
Mask: 255,255.255.0 | Exclusions... "\::-:‘SL;‘ H)l}d‘f" |) IP G;) 4’: 45 -’)‘J S/.. ; L«..;r
DHCP options
ID & Name Value j]a;bjjﬁ QL%]G-‘J“ 25 J\f“}: L;d DHCP OptiOﬂS WJ" 5 )J
003 Default gateway 192.168.5.1
006 DNS server 192.168.5.1;8.8.8.8 7 e e . Z . .
051 Lease time 4 days Qfd)"‘ g'gi UMU OLQJ J':A‘j};f ;‘ ‘J‘?AJ M ‘) ')?
s x|y el 4days s pas cpl 3 S oIS @
Sas Y wl, oy S SIS s Lease time ¢,
| add. ||  Edit. || Remowe Js.:-»s " OK S0 7 ‘)ls uﬁ‘ ‘)\ H\N ‘HL:AJ 7
0K ]| Cancel |
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ol 5 I ST il @ 0l gl 1 ozl Ll e cdusls fba\&)}@\)Yp&u)E&\jl@
Shal 4 ceds Ly Qﬂ\jﬁj\x\d« oy il mile & VMware sasl 55, » oS

:%ﬁéfﬂjw@ty‘}ﬁd‘ﬁd‘)Jé‘ﬂfw‘;‘)‘)yd‘@@.)}':i&\jé@))fﬁ)‘g&

PC Client

M.)\SL;OVA‘JQL&LSB.:\J@JL.&\E}ASADSLﬁsb‘}A&cJ?SJaML&Ab&&)‘fJE ‘\JL{JQ.':);
Aoy 5 23ls 35sel J3 Slacend 53 ) Joe ol & el ol Late 5 S 5 5653 a5l S
Q&S&‘ﬁsbﬁgjLOCﬂ4.30,.3;",.@..,.5):\)(ﬂrwi6).«,;‘5&?16&@)_,.;)'\&:&}\‘&}\
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= Internet Up . w\.o.«s

W' Content Filter

Proxy Server
a ¥ = " Trusted/Local Interfaces
\__) & Antivirus B Local Up

E DHCP Server B W 1Psec and Kerio VPN Interfaces

. a VPN Server —— Up
59 1Pyt Router Advertisements

=] :.! Guest Interfaces

DNS
‘%" Ne interfaces are assigned to this group.
+ .
l: Routing Table =] ’f Other Interfaces
[* Accounting and Monitoring MNe inferfaces are assigned to this group.

&% Remote Services

2 Advanced Ontinne

VPN Server Properties F|E3

General

Enable IPsec VPN Server
. Z - . H - .

VPN i S Ko 5 s Kerio VPN s 5)l5 aomis ol

Assign IP addresses to VPN clients using the following network: - - - N -

VPN Network: 10.253.226.0

sk 255 2552550 I, Clients Access the internet through the VPN

TPsec VPN | Kerioven | Dns | wims )\ Y J‘J‘Uls ¢)L§ U‘i‘ b 5_)‘.:5 S"S Ok S »9 J\:'S ub;b\

Certificate: Default v Edit |
— w
Fingerprint: 66:9e:67:d0:a7:4d:38:02:72:93:fb:39:8a: 1e:52:f8 | LR .t LY . -
: S b g ;,.:,.M:‘ ||.>¢.b9~a J“M JSA;VPN J]a
Listen on port: 4090 Lﬁ' 2 L;c - LS 2 d‘ > N o
[#] vPN dients access the Internet through the VPN 0 :45 J)‘: Jﬁj “i- )J - -

\

45 J)‘J )\JB 10.253.226.0 LSJ‘)‘)"VPN D9 lP év‘) -\

R L o LI T Pepg ol

a Lpdge Jate 5 S 0w VPN L oS SIS oSl gl -
T i #* 7 i

e JSCo s b asl asls s Sl
& C [ B beps://192.168.5.1:4081/admin/#trallicRules JJ 2 " : [ e

[ Dashboard ' Traffic Rules 4.: .)aj;jc Rule )J TraffIC RUle C_A.A.w.; )b 9

a e Interfaces _
§ Tofic ules S ol Source ... ,5 5 Internet Access

@) Intrusion Prevention [C] vPH Services Any <
0 Security Settings g v
Web Services Any q .o . . T aooal o
=5 Bandwidth Management znd QoS \ )‘ J\’\f O‘J{)Lg ‘)Lg (.J'i\ Lf . ML{ ol ULQ‘
Y content Filter Intemet access (NAT) 5 VPN clients s r
v

G proxy Senve Local traffic J Firewall < RV ”"‘A\j} ¢ 2l ("‘ — ]‘"f.‘ d"f ,}ijs 4‘1’ O-

w & antivirus i Trusted/Local Interfaces -
. 5 VPN dients

E DHCP Server T All VPN tunnels W

€53 1Pv6 Router Advertisements Firewall traffic J Firewall Al

& DNS Guests traffic {1 Guest Interfaces <

l': Routing Table Block other traffic Any P

Eh Accounting and Monitoring
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Gl fed Sgo s Llg e ol ol &S @S x5 ()8 pU G Ol sl Ll e gl e 5o

oy s Dy gm a8 sl als s ol s sl Active Directory,jﬂgom‘}d&cﬂy

.JJSVTA\}}J..&;.AACUVG))JMy\)ﬁ;c‘u\;\);jJJSV.:.::\);'-

[ Login G Users - Kerio Control Adr X

€« C' | B Leps://192.168.5.1:4081/admin/#users
t DHCP Server |
Ak Users

63 IPvE Router Advertisements

7, DS
l’: Routing Table

Domain: | Local User Database

Username 4 Full Name

[ﬁ Accounting and Monitoring
A%, Remote Services

,‘ga‘ Advanced Options
Users and Groups

:. USErs  sm—

+ | [] Hide disabled user accounts

De:
Aut]

(9 :ﬂ Groups
a Domains and User Login
Definitions
SSL Certificates
(9 1P Address Groups \o Number of users in this domain: 1.
| | add. || Edit. || Remowe || MoreActions~
ttp:
Add User 2|
General Groups Rights Quota Preferences | Addresses
Username: Azadeh
Full name: Azaeh kordi _J
Description: DR

Email address: azadeh@gmail.com

Internal user database e i

Authentication:

Password:  ssessesssssss

Confirm password:

Account is enabled
Domain template

# This user's configuration is defined by the domain template

This user has a separate configuration

4S5 shilen ik USErs a5l 55y S5 5
- Sose 4 Admin 5 (S e salis
S e 5528 Dl a5 305 3 e 53 23
S sl 5 g Gl s S 2 O L

S SIS A (g5, i

S8 Username oG ol cad > s General s s
QTJ?..:\ U,UJTJQB;:@}S d.tsru ol ot 4 1y 5950 o 540
‘) Internal... 64.%; jf\ 92 LSGJLA.A; CAAMB DL ‘.)..::S JJ\}
STGL il s g5 5l i IS aSl s oS Sl

S8 Wlg e s ol |, Active Directory s 5§

DE ey Cend 3 (S 3 ls Active Directory il 5=

0k ]| Cancel |

MJJ).&S))\) J)ﬁ-fuls LS‘J" a.Lg;:v: Ja‘)“‘i'l("h

LS ozl |, Account Enable gau S S5 Gl o les

‘)QL‘*:]“JLSﬂ“Si‘J‘fSUW")Jﬂé“ﬁﬁﬁ“ﬁ@LSUL‘W"“MJ-’ D‘}& d\;;e)]a:)}aj)\SU

o 5 S Sl s dealgey STGL S o 1 0 il o8 das e s 4y (2 3t Spse @
.J::S&.lsokéj)ﬁ)glé.:.}\\)ﬁﬁli Sao S Ll S J S s Sygo a |y S geslan
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:.' Users

Domain: | Local User Database

Username Full Name
a Admin

:l Azadeh Azadeh Kordi

0 Number of users in this domain: 2.

+ || Hide disabled user accounts  Fijer:

Admin ~

Description Groups
Automatically generated

DR

\ .

| Add... | | Edit... | | Remove

| | More Actions

| Template... || Import...

-

User Template for 'Local User Database' Domain 2| x

Rights Quota Preferences

/ Administration rights

# No access to administration
Read only access to administration

Full access to administration

Additional rights

[T] users can unlock HTTP content rules
[T] users can control dial-up lines

Users can connect using VPN

[ oc |

Cancel |

#b}fﬁ)gcw@ odalie 45)}.&:“
LSO)LQ.\i") J..éw)) fCﬁ.w‘ ol JL>=.3“
cdwj\&xi}fécﬁi\::ﬁj <o S 95 o
oMLi.A Ls‘fisw‘ L;«ﬁjﬁﬂ CJL@:.E.«S

A8 SIS Template s, L Ol

- Right s s 5 amio (0l 5o
35 39y (B AR SDlea
Ul caads o5 L 0l S &S
Cad Ly Joae S 4 L5 el
sRead _oies ¢l S goslad
Sopde Gamio a4 S Write
(A oo 4 S ol g S
 AdmMIn 8 G @ s s
Caond 53 1l oot 5
Users can gau 5 5 s ool
o=zl |, connect using VPN

s QUOtA Lo sl baa 58 bl 3l ey i s Joaie 5 S 4 VPN
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User Template for 'Local User Database' Domain 2 ‘s . . . -
- pqt = 2 wbdﬂ)E@wVp&. Jﬁ‘y@QUOta;’&)J
ights uota references
Transfer quota 1 9 @ cd.lb'jJ 64.%).? A «ggi Lgc)l»..i Cand BE) fJ.:IS
Enable daily limit

Direction: all traffic b Jga-: L .,\.:.ﬂs u@h;.o u\.LLv ‘) Q‘ )‘.,\.5.0 45 JJ‘J JjP-j ‘ULQLG
Quota: (300 4= MB | v
[] Enable weekly limit Cowl s Js Enable dally limit LS‘L‘-.’.; &:5 91280
Direction: all traffic v
quotz: 2 G |v e ol 45 sl st aseio Colle Yo sue
LAl 2 pRIr 0 U J
[] Enable monthly limit U"
r_m-eiﬂcm al taffic % Sie pl BTGl cend Sy s lS eslial (gl
Quota: o GE | v
Quota exceed action &‘ L}:}J 4-’ "M M‘jx Ck-; J-’)Ls CA)JL\-"" ‘Jﬁ djw

Block any further traffic 2
# Don't block further traffic

[ mMotify user by email when quota is exceeded

(Limit bandwidth according to the Bandwidth Management settings only.)

Don’t block further g4 5 55 o e Cad s
L@JcMM\jwéaﬁéj@ﬁ“dew\)bf}m

[ o [ cancel | Jll 65 &2 el S (Notify user... 03 SJGs L

» s oLl |, Block any Further traffic g4 $ L 550 8 OS5l Sl gl dal
Coygo 534S 3yl 3 HTML lanS 2l 6l sleas S Preference s s .aes SIS ok s,
S weals s 1 0T 5L

Sl S o2 Wl s L VPN Client 5 o s esdS syl b 0f sbl 5 )8 s 2 51 da
oS oslizal 5 5131 LG VPN Client .

lse YY O3,

http://www.mapnaturbine.com/en/Download/kerio-control-vpnclient-8.0.1-609-
win32.zip

s 7Y 00

http://www.mapnaturbine.com/en/Download/kerio-control-vpnclient-8.0.1-609-
winb64.zip

S 1l 5 caar a1 OF 350 5l e
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http://www.mapnaturbine.com/en/Download/kerio-control-vpnclient-8.0.1-609-win64.zip

Kerio Control 2016 - 3isco.ir

E Kerie Contrel VPN Client EIIEIIEI sdalin b 3290 J.{.; g.)\i.}; s ¥ ‘) VPN CI'ent ‘\Sglﬂ)
, , R
KerioControl VPN Client E i 5 s esled Ceend s L 4 55 walyt
@ Disconnected 8 - T -
MJJ}J.:.’SJJU bﬁ;))}""" J»)DT .Connection
Connection: 192, 168.5.1 -
Server: 192,168.5.1 c.l.»{)‘.} ﬁ; La LLS)‘ LS‘J" k_LLW = LSLAU.AJJT ;\ V.A server
Username:  Azadeh -
Password: ..........., LS{)L‘N*-; k:/v‘)-«w—; ‘)J C—J\-:-S J‘)‘) ‘) L@-" ; OJJS JJ‘) lJ Ju“."stsﬁ
. Save password
. Persistent connection Cand 33 9 J\-:«S -5_)‘) ‘_) r—iﬁjs Jl?h.{‘ r—ﬁ L} PLY LSJ")lS rL; €9

Disconnect ub;b\ b Save Password L§4.~ij§ &.:3 Jf\ (A 60)\.«..5&
f&@;&;ﬁ‘jMM‘}}oﬁ}JWJ‘y&jﬂ)cm
S35 1 XS o 528 s b Il @ pldiloslss 5 e Ao a4 (2SS 5 S 4 Sl S sl

ses 3, bl as SUs Connect

i Active Hosts % VPN Clients

- ]
_a» Active Connections 1 item (0 selected) Fil

) VPN Clients g

Username « Tunnel Type Operating System Hostname Client 1P Legin Time
':Q User Statistics :. Azadeh W Kerio VPN &% Windows 7 WINCTRL-PGGV16C 10.253.226.4 00:02:54
M Traffic Charts \

A Alert Messages
L,) System Hezlth

A TP Tools

S 31V IS0 ile @y iz e s S @ VPN G b 5l LS 4 30T &) g 4 Aol Sl sl 5
3550 )8 a8 55 VPN Clients ol s )ls Gl sy ge sbaas S 5 5 S SIS 0T 65 2o
Izt Oloj ol ot 4 P sl cpts (U Jalo gt 5 Vb (St 53 838 Al ot odalin | 550
|, Disconnect saysS 5 48 b SIS 0T () dl5 o o Jlail wdad (ol 45 ol 0l a5
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4y User Statistics

i Active Hosts

i Active Connections 7 items (1 selected)

Filter:

i VPN Clients Username Full Name Quota Today [MEB] Week [MB] Month [MEB] Total [ME]
:Q User Statistics " guest users guest users o 0 11 11

not logged in not logged in 1 1 3 90
m Traffic Charts = :

Gk Azadeh  m— Azadeh Kordi ®2% 8 8 8 8
A Alert Messages o test testl ®1% 3 3 3 3
& Admin ® 0% 0 0 0 0
L’ System Health -

A4a babajani ® 0% 0 0 0 0
J2 TP Tools all users all users 12 12 25 112

sdalive 1) s S eslinad ol 31 aS S8 gaan Wil g o oS SIS User Statistics g5, » S

LS o eslaal o sl 5l (g5 sdema e Sl oS sls oylal Jlege 018 4 Guest User gau S s

S >4 o ass LG, Oy Not Logged In ... 3 S (,.:.Abﬁ- Coer cald] )3 Cand ol (gl 5 oS

plod (S ol Access Point | 5= g4 s L S| Y RPN J«a:.a sl g ddasdy O

J.f.)\:”js‘;d.)\?w)v\..p).’\" MC""""&}JJJ’US(’»;"MM‘PMMJ\)JOIL;J“M(’»

.bﬁe:‘:da.:@&u“QT‘U.J.LJ.;.-V.?Q-o)\{jJU.L:lS%)bQT‘gJ:JSCM»‘)&ASJEDJ}AJ{JELSJJ

=

IP Tools - Kerio Control A= x '\ [E] Login Page - Kerio Contre X

G Google x

C' | B beps://192.168.5.1:4081/admin/#ipTools

2 IP Tools

i Active Hosts

51 Active Connections S

55 VPN Clients

Ping | Traceroute | DNSLookup | Whois

Parameters
iy User statistics Target: 4224
m Treffic Charts Protecol: Automatic
Count: Unlimited
A Alert Messages Sizer .

L’ System Hezlth

Z2 1P Tools

Allow fragmentation

—

Command output

PING 4.2.2.4 (4.2.2.4)

se(s4) bytes of data.

: lcmp_reg=2 ttl-51 time=160 ms
: lcmp_reg=3 ttl-51 time-135 ms
: iemp_reg=4 ttl=si time=202 ms
: iemp_regss ttl=si time=216 ms
54 bytes from 4.2.2.4: icmp_reg=6 ttl-51 time=175 ms

lles Ol Lls - IP Tools s s

Ping, Traceroute , DNS Lookup, Whos
LSLQQM;JJ f.,\.:AJ <=L>u‘}f‘3)d§.\;v\.qu4ab

Jldie Wils e System Health .ol Sos

4iS ey 1, RAM 5 CPU G as

KerioControl

2 IP Tools

Ping | Traceroute

i Active Hosts

e Active Connections
5 VPN Clients

:ﬂ User Statistics
h‘ Traffic Charts

A Alert Messages

DNS Lookup || Whois
Parameters T

Target: JiSCOMT et

Protocol: Automatic

[F] Resolve addresses to hostnames

L’ System Health

A TP Tools

Command output

traceroute to 3isco.ir (5.144.133.146), 3@ hops max, &@ by
1 182.168.1.1 7.484 ms 7.385 ms 7.353 ms
172.31.8.18 46.153 ms 47.821 ms 51.828 ms
81.91.128.197 51.218 ms 52.652 ms 59.438 ns
81.91.128.22 59.422 ms 60.384 ms 62.684 ms
.77 66.739 ms  66.862 ms  67.699
157 72,034 ms 64.478 ms  66.763
10.201.22,122 78.253 Ms 44.91@ ms
160.201.42.258 43.982 ms 51.212 ms 51.436 ns
16.201.42.178 51.923 ms 53,948 ms  §4.533 ns

W o bW

Start

te packets

Stop |

Admin >

L Llg » Traceroute cua.s s
b (ol S sl 035 35
oy o Cuole s Oy ¢l &S
UK 55 o 0 edalie | sl )5 Lo
Oy Sl oy v 2 285 <m0

AS e edaline | 3iSCOLIN ol 4
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i Active Hosts

i Active Connections
5 veN Clients

P

iy User Statistics
m Traffic Charts

A Alert Messages

ij System Health

x 1P Tools

X IP Tools Admin =
Ping Traceroute | DNS Lookup | Whois
Parameters ‘
Name: 88.88 W=
Tool: ® nslookup
dig
Server: 42.24 X
Type: A v
Start Stop
‘Command output
server: 2.2.2.2
Address: 4.2.2,4#53

Non-authoritative answer:
8.8.8.8.in-addr.arpa name = google-public-dns-a.google.com.

Authoritative answers can be found from:

i Active Hosts

i Active Connections
4 VPN Clients

” -

dig User Statistics

m Traffic Charts

A Alert Messages
LT) System Health

A TP Tools

A2 IP Tools Admin

Ping Traceroute DNS Lookup | Whois
Parameters

Host: yahoo.com

e

Command output
MarkHon1tor AntiPiracy(TH)

MarkMonitor AntiFraud(TM)
Professional and Mansged Services

Visit MarkMoniter at http://www.markmonitor.com
Contact us at +1.88@7459229
In Europe, &t +44.820832062220

For more informatien on whois status codes, please visit
https://w. icann.org/resources/pages /epp-status-codes-2814-86-16-en

ﬁ Active Hosts

"5 Active Connections
%5 vPN Clients

fa User Statistics
m Traffic Charts

A Alert Messzges

14 system Health g

A TP Tools

1“3 System Health Admin=

Time interval: 2 hours. %

CPU

T T T T T T T T T T T T T T T T
11:14:20 11:29:20  11:44:20  11:59:20  12:14:20 12:29:20 12:44:20  12:59:20 Now

RAM (total: 3.95 GB)

100% —
75%
50%
25%
e e e L L L AL U A R B B B s B s B
11:14:20  11:2%:20  11:44:20  11:59:20  12:14:20  12:2%:20 12:44:20 12:5%:20 Now

storage usage

I 0%

159.99 MB of 18.55 GB total disk space used (18.40 GB free).

Auto-refresh

Reboot Power Off. Support information

48

5505 b 4S5 . DNS Lookup s s
8 L3 1y o ol PSS 0 S
53 S edalie bt Loy s
Ll AMAA el w0 IP 5, S5
google- L .l of ol 45 ol o
..l public-dns-a.google.com

3l b Ll e i Whois s s
ol Wb (ol s SO el 058
Gt wule colo I sleddl
o g yeo9d Ly '@)U (oles
3G 0T 4 3yl pe s 55 &S A8 Ty

Aol sl gt OBLIS 4 5 S dal gt 10

Ll 55 » System Health c.3 s
CPU, s S5 lude okl & s 4
5 A8 edalis |, Ram, Hard Disk
SS 32 en amie ol o
S 5,13 5 5>~ s Power off ;Reboot
P b o) ) e NS
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s Active Directory « 1) 5 S oS ol cpl o ol i« 58 03 5 OLS ig J S sl
ot L il g2y g oo s 3003 3555 5308 35 5 S0l pU L oS SLplS (b onl 516 S st s

o O s 5 A dal SOLT 0L Sy e SISl b S sslizal oa VPN S Gl

b QT BSELIE (’:’.Jb tbu‘ J,\.; )‘ YoV BEEIBEEEIRE b Active Directory B L;)'\Ju"eb 9 M
55 la w5 Active Directory (glilel, 5 ez (gl oo Lol (o S k5 s 3isco.local

oS sl s 3isco.ir col i1, MCSE 2012 Cbs' Wil g s

[=. Dashboard

W Interfaces

I Traffic Rules
Intrusion Prevention

(™ security Settings

4 Bandwidth Management and QoS

N’ Content Filter
O Proxy Server
& Antivirus
I;_] DHCP Server
IPv6 Router Advertisements
T DNS
\'= Routing Table
gy Accounting and Monitoring
75 Remote Services

@ Advanced Options
Users and Groups

Ak Users

7Y Groups

‘;l Domains znd User Login .
Definitions

[E] sst certificates

Domain and (¢s; » o G 3l 5 L5 KErio o e ced 5515 LU pass 40 00d Juae gl 5
wmio ol s oS SIS Directory Services s ¥ sojled s,y A 5 LS SIS User Login

A1y Active Directory i1, e S 5 0l oS oMbl aslyn b oS Olsal 1Y o led gau 5 S

25 dal i o WOl 5 S e ja) 0 Clam pe

44" Domains and User Login

Authentication Options Security Options Directory Services Guest Interfaces

Mot a member of any domain,
Map user accounts and groups from a directory service
Domain

Directory service type: Microsoft® Active Directory®

Domain name: Jisco.docal -

Account with read access to the directory service

Username: administrator -

Password: | sasesssseses

Connection

Automatically connect to the first directory server available
# Connect to the specified directory servers:

Primary server: 192.168.5.11

Secondary server:

| Test Connection | o Connection test passed.

49
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S 5 il Sl gl S oS 515 5 5 Directory g5 5 [Directory Service Type <3 ;s

3ISCO.|0C8|\)J:,U.>(=L; cuww‘JJ‘&SJu:Sb‘)‘j‘)J?W}b(ﬁb&bfLSQJLN;W))W‘Ji‘d\j

.ﬁsﬁsjl,#:)yszém:éjfﬁﬁ

& LSGJLQ.«;M)J ‘Js::SJJU b Jjﬁ- L)..:.n)bAdm”'] )ﬁﬁ)ﬂ)}éﬂ)g rl.s J\..{L’O LSO‘)LM;M)J

95 ss e S SUlx s 5 A Ol | Connect to the specified directory service s« 5§

&Tw_)JT ‘V'::";b wﬁj))}ﬁ&idﬁ cL?d..i‘_)J‘&SJ\QJSJ_)‘) o.)...j:u.a;uf;x L;L?_)J b LAQTLJ»J)T J\ib J\i_)‘b
s 53 S shilen em;s@&tlsTestConnection L;),ﬁduftwlgﬁqwsL;\ﬂjﬁ;;gj\j\,

.,\.:.\S&KApplngj)fJ\ib Ql&%‘%ﬂté‘fSM)\ﬁfwwcmLfonJ...;LSW

¥ Content Filter

ﬂ Proxy Server

| 9 &' Antivirus

& DHCP Server

EB Pv6 Router Advertisements
%, DNS

t- Routing Table

D Accounting and Monitoring
&, Remote Services

.‘z?‘ Advanced Options

-~

= Users

[=.. Dashboard Ah . . . 4 .

AoS odalie ‘) BraS L SleMb ! ool é‘f

a e Interfaces Domain: 3iscolocal e | | [C] Hide disabled user accounts - - " )

0 Traffic rules Usemame & Full Name Description . U . N

W Intrusion Prevention & Administrator Administrator Built-in account for administering... "L"‘s“ “—S:‘-LSN sers D) T e )

& AF AF
O security settings &k babajani babajani . . .
=% Bandwidth Manzgement and QoS Guest Guest Built-in account for guest access .. ‘L.)—"‘) D e )J 90 J\.\;:‘)Li LS Al o )3 9
Iebtgt ebtgt Key Distribution Center Service A.. '

SeMbI B 4 Ol | 355 pags gl
0 s esls Jles Ll gl Ol
3 s e O Sl eslizad L LS gaals!

i Jaze Kerio 4 VPN G, b

= Users and Groups
E :. USEIS s
%) ."ﬂ Groups
=)
u E Domains and User Login
< — @ Humber of users in this domain: 5.
Definitions.
SSL Certificates | Add || Edit. || Remove || MoreActions~
&b Users Admin =
v
Domain:  Jiscolocal €— ~ | (] Hide disabled user accounts  Fiter: J{L J.'j-w J«aaﬂ ﬁJ.S 4 VPN d‘.’.)]p )‘ A Q‘ﬁ)\g &ﬁ‘ LS‘f
Usemame « Full Name: Description Groups:
& Administrator Administrator Built-in account for administering... Domain T pI . . -, -
aar aF pomaid &J\S* emplate S92 Juu 9 J\.:.,S ubw\ \) S (e 8d c‘.)\...:‘
& babajani babajani Domain
Guest Guest Built-in account for guest access .. Domain
krbtot krbtot Key Distribution Center Service A... Domain . .,\...:S

© Humber of users in this domain: 5.

| Add. || Edit.. || Remove || MoreActions~ | {Template...i || 1mport..
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User Template for '3isco.Jocal’ Domain [7][x Users can ConneCt 64*.{; Q. o - w‘ 33
Rights Quota Preferences
Administration rights ')“-g §»]§ ok o p 8 gb';:.l\ \) using VPN
® Mo access to administration

Read only access to administration

Full access to administration ACtlve e S LSJ")LS jﬁh L! "\ﬁ"‘j'.’.@ (PN )ls U':| )\ .,\,!.a
Additional rights 'J‘:’.j"'; ‘ a:m C_,._gjj,_:‘ o9 .L“_’J.a VPN o DlrectOry

[ users can unlock HTTP content rules

[ users can control dial-up lines g:,.w‘ J:a.JL.» d‘}_,‘)ls C"'.’i}'.’.'l‘ "y g:/.w‘ U':‘ U:uj) U'-{‘ Lf’j}

Users can connect using VPN

23S daly x50 Kerio

|

[ oK ] | Cancel |

S s o VL o 350 b 5 S L s B S)

0 Froblem with mapped domain Admin = .
Problem with mapped cli, b 5 8 55 cul) Cuns

S SIS 0T g5, S Ll 4>l 5 dOmaAin

Tmaen D =i, I

Notifications *

5255 0 e plig b amis o0l 53

Kerio Control cannot cennect to controller of domain "3isco.local”. Users from this demain may not Y (':'Jv-:’ 49"}" 3|SCO. Iocal e Al

be able to login to access the Internet. Review domain settings...

I o3 s WS =S o kb

255 5S> e LG ol b,

9 Problem with connection to domain controller

S £ )lS w‘ )\ J\:u o] )‘j‘g‘)"

@ oamio ol 3 s eals JDI s @ Jlall gamis 4 b 1S SUS Review domain settings

S b Bl s e
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(Kerio yo Log (wy e

Al el el ol s S ko ollder o L el colu w58

Alert

0

Config

Connection

Debug

Dial

Error

Filter

Host

W @ @ KD

o

Http
Security

Warning

@ & &)

Web

B Web

[27/Jun/2016 23:35:44] 192,168.5.12 - "M5N.com - Hotmail, Outlook, Skype, Bing, Latest News, Photos & Videos" http:/fwww.msn.com/?ecid=iehp
[30/Jun/2016 22:00:04] 192.168.5.13 - "Home" http://isco.ir/

[30/Jun/2016 22:00:21] 192.168.5.13 - "aSeiii  soiijanl GlawLs" bttpe//3isco.ir/

[30/Jun /2016 22:08:47] 192.168.5.13 - "Celebrity | Yahoo News UK" https://uk.news.yahoo.com/celebrity

[30/Jun/2016 22:09:28] 192.168.5.13 - "aSei  sodjanl lawLS" bttpe//3isco.ir/

[01/Jul/2016 12:13:40] 192.168.5.13 - "aSeii podijanl Sl wks" bttp://3isco.ir/

[01/Jul/2016 15:05:17] 192.168.5.13 - "MSN.com - Hotmail, Outlook, Skype, Bing, Latest News, Photos & Videos" http://www.msn.com/?ocid=iehp
[01/Jul/2016 15:06:53] 192.168.5.13 - "2 sodijaal Sl wkS" bttp://3isco.ir/

[01/Jul/2016 15:07:25] 192,168,513 - " s jaol wls - afed  oudjaal Sl oS Linux Ubuntu 2015 " http: //3isco.ir/post/419

[01/Jul/2016 15:08:16] 192.168.5.13 - "2l o jgol s - a%ed podjgal S lS" https//3isco.ir/post/category/3

[15/3ul{2016 12:39:07] 10.253.226.2 babajani@3isco.local "MSN.com - Hotmail, Outlook, Skype, Bing, Latest News, Photos & Videos" http://wvew.msi
[15/3ul/2016 18:30:13] 10.253.226.2 babajani@3isco.local "Inside the Plan to Undo the Iran Muclear Deal - POLITICO Magazine” hitp://www.politice,
[15/Jul/2016 18:30:23] 10.253.226.2 babajani@3isco.local "AddThis Utility Frame" http://s7.addthis.com/static/sh.5db545155503ce07aedcd166.htm
[15/Jul/2016 18:31:03] 10.253.226.2 babajani@3isco.local "as s  poiijoal Sl sls" httpa//3isco.ir

[15/Jul/2016 18:31:41] 10.253.226.2 babajani@3isco.local " Ll o 2all | 7003 - L5 gl g LS, ujge , Wdjl381 00 g 12 sglils" httpe/fwww.uploode
[15/7ul/2016 18:45:48] 10.253.226.2 babajani@3isco.local "0lSsly 5 L sadls St L sl g ol sall" httpe/fwwveuplooder.net/
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E] Alert |:| Http
E] Config

[+ connection 1U£35.220.2 = Vavajan
10.253.226.2 - babajani

Debug 10.253.226.2 - babajani
10.253.226.2 - babajani

Admin v

Find:

SISO LA (137017 ZU 07 L0: 3 £ +USUU] SE T (IO
@3iscoocal [15/1ul/2016: 22 +0400] "GET http:
@3isco.local [15/1ul/2016: 22 +0400] "GET hitp:
@3isco.local [15/1ul/2016: 22 +0400] "GET hitp:,
@3isco.local [15/1ul/2016: 22 +0400] "GET hitp:,
o.ocal [15/1ul/2016:1 22 +0400] "GET http:,

U1 O T B 11V | O [ UV 3 20 D U D11 U D0 X3 Ve v 5 A DI (7 AU VIO

isco.local [15/7ul/2016:18:32:22 +0400] "GET http:

isco.ocal [15/Jul/2016:18: +0400] "GET htty

@3iscoocal [15/1ul/2016: +0400] "GET hth = 17200 1721
@3iscoocal [15/1ul/2016: 32 +0400] "GET htt = 17200 1721
@3isco.local [15/1ul/2016: 32 +0400] " certplus.com/CRLicl " 200 1721
@3isco.local [15/1ul/2016: 32 +0400] " certplus.com/CRLicl " 200 1721
@3isco.local [15/1ul/2016: 32 +0400] " s " 200 1721

o.local [15/Jul/2016:18:32:32 +0400] " 200 1721

isco. ocal [15/1ul/2016:18:45:48 +0400] "

isco.ocal [15/1ul/2016:18:45:48 +0400] "

EI Dial 10.253.226.2 - babajani
10.253.226.2 - babaj

E] Error 10.253.226.2 -
10.253.226.2 -

E] Filter 10.253.226.2 - babajani
10.253.226.2 - babajani

E] Host 10.253.226.2 - babajani
10.253.226.2 - babajani

D HEp 10.253.226.2 - babajani
10.253.226.2 - babaj

@] Security 10.253.226.2 -
10.253.226.2 -

E] Warning 10.253.226.2 - babajani
10.253.226.2 - babajani

@ Web 10.253.226.2 - babajani

@3iscoocal [15/1ul/2016: 48 +0400] "
@3iscoocal [15/1ul/2016: 48 +0400] "
@3iscolocal [15/1ul/2016:18:45:48 +0400] "
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[27/1un/2016 23:35:44] 192.168.5.12 -
[30/Jun/2016 22:00:04] 192.168.5.13 -
[30/Jun/2016 22:00:21] 192.168.5.13 -
[30/1un/2016 22:08:47] 192.168.5.13 -
[30/1un/2016 22:09:28] 192.168.5.13 -°
[01/7ul/2016 12:13:40] 192,168.5,13 - *
[01/1ul/2016 15:05:17] 192,168.5.13 -

[01/1ul/2016 15:06:53] 192.168.5.13

[01/1ul/2016 15:07:25] 192.168.5.13 -
[01/1ul/2016 15:08:16] 192.168.5.13 -

"MSN.com - Hotmail, Outlook,
"Home" http:/fisco.ir/

"aleu g jgal 1 S” hitty
"Celebrity | Yahoo Mews UK" 1y
"afasd pairjgol S18 LLS” bty
s s jpo ] S 1S” httpy
"M5N.com - Hotmail, Outlook,

- "at | gaijanl B wLS" hitp)
e jgel QLS - aled | sdjgel
"alyad jgal Ll - aSydr o
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[15/1ul/2016 12:39:07] 10.253.226.2 babajani@3isco.local "MSN.com)|
[15/1ul/2016 18:30:13] 10.253.226.2 babajani@3isco.local "Inside th

\—) Http [15/1ul/2016 18:30:23] 10.253,226.2 babajani@3isco.lecal "AddThis
Security [15/Julf2016 18:31:03] 10.253.226.2 babajani@3isco.local "ai s 5
[15/1ul/2016 18:31:41] 10.253.226.2 babajani@3isco.local " L o
Warning [15/Jul/2016 18:45:48] 10.253.226.2 babajani@3isco.local "olil) ¢
Copy (Ctrl+C)
= Web o
Save Log...
Highlighting...
Log Settings...
Clear Log
Log 2
File Logging External Logging
Enable logging to file {web).
Rotation
[] rotate regularly
Every hour
Every day
Every week
Every manth
[] Rotate when file size exceeds (ME): 0
Mumber of rotated log files to keep: 1
[ oK ] | Cancel |

oS olssl 1, Log Settings sao S

SR b Sl ) (o olat a3 5 deis 1l o
Web « L, - Log o3 Enable.... a8 5
~» Rotate regularly <. s 1:s Jl e |
Sain gy o sole | LOG i o o555 Al o0
L ala bt 315080 s slale b
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U7/ JUIf2ULT Z2:39:10] dunin
[07/3ul{2016 22:59:38] admin
[07/3ul{2016 22:59:38] admin
[08/1ul{2016 15:45:10] admin
[08/1ul{2016 15:59:01] admin
[08/3ul{2016 18:33:35] admin
[08/1ul{2016 18:37:57] admin
[08/1ul{2016 18:38:33] admin
[15/3ul{2016 09:58:35] admin
[15/1ul/2016 10:06:09] admin
[15/1ul{2016 10:41:36] admin
[15/3ul{2016 10:50:43] admin
[15/1ul/2016 12:19:16] admin
[15/3ul{2016 12:21:14] admin
[15/3ul/2016 12:21:14] admin
[15/1ul/2016 12:21:14] admin
[15/3ul{2016 12:21:14] admin
[15/3ul/2016 12:21:14] admin
[15/3ulf2016 12:22:30] admin
[15/1ul{2016 12:22:30] admin
[15/1ul{2016 12:22:30] admin
[15/3ul{2016 12:22:30] admin

= UCLETC ALL FRUIT LUITdITs
- UPDATE LocalUsers SET Password
- UPDATE UsersData SET UseTempl,
- session opened for host 192,168.5
- session closed for host 192.168.5.
- session opened for host 192.168.5
- session opened for host 192,168.5
- INSERT INTO DhcpReservations V.
- session closed for host 192.168.5.
- session opened for host 192.168.5
- INSERT INTO Demains VALUES Ld
- UPDATE Domains SET Rights=32,
- session opened for host 192.168.5
- UPDATE TrafficRules_v2 SET Orde
- UPDATE TrafficRules_v2 SET Orde
- UPDATE TrafficRules_v2 SET Ordes
- UPDATE TrafficRules_v2 SET Orde
- INSERT INTO TrafficRules_v2 VALl
- UPDATE TrafficRules_v2 SET Orde
- UPDATE TrafficRules_v2 SET Orde
- UPDATE TrafficRules_v2 SET Orde
- UPDATE TrafficRules_v2 SET Orde
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Find:
(22 JUI£ULU 1822, AULIEILICALUTL ¥ ET SIS CHEIL 172, L0E0h L JVaiL Passviuru 1O 141 KelUElus Usel [ezast
[22/Jul/2016 18:23:17] Authentication: VPN Client: Client: 192,168.5.13: Invalid password for NT/Kerberos user rezaei
[22(1ul/2016 18:23:50] Authentication: VPN Client: Client: 192.168.5.13: Invalid password for NT/Kerberos user rezaei
[22/1ul/2016 18:24:24] Authentication: VPN Client: Client: 192.168.5.13: Invalid password for NT/Kerberos user rezaei
[22/1ul/2016 18:24:58] Authentication: VPN Client: Client: 192.168.5.13: Invalid password for NT/Kerberos user rezaei
[22/3ul/2016 18:25:32] Authentication: VPN Client: Client: 192.168.5.13: Invalid password for NT/Kerberos user rezaei
[22/3ul/2016 18:26:06] Authentication: VPN Client: Client: 192.168.5.13: Invalid password for NT/Kerberos user rezaei
[24/7ul/2016 21:30:08] IPS: Port Scan, protocel: TCP, source: 10.253.226.1, destination: 10.253.226.3, ports: 51489, 51491, 51492, 51493, 51276, 51277, £
[25/1ul/2016 19:32:53] Authentication: WebAdmin: Client: 192,168.5.2: Unsuccessful authentication, user amin not found
[26/1ul/2016 21:45:17] Authentication: WebInterface: Client: 192.168.5.13: Invalid password for NT/Kerberos user rezaei
[28/1ul/2016 17:33:40] Kerio Control 9.0.1 build 547: Startup
[28/7ul/2016 17:34:00] Intrusion Prevention engine: Startup
[28/7ul/2016 17:34:41] Anti-spoofing: Packet from Local, proto:UDP, len:96, 169.254.92.79:137 -> 169.254.255.255:137, udplen:68
[28/Jul/2016 17:34:41] Last message repeated 13 times
[28(1ul/2016 17:34:41] Anti-spoofing: Packet from Local, prote:UDP, len:229, 169.254.92,79:138 -> 169.254.255.255:138, udplen:201
[28(1ul/2016 17:34:41] Anti-spoofing: Packet from Local, proto:UDP, len:96, 169.254.92.79:137 -> 169.254.255.255:137, udplen:68
[28/1ul/2016 17:34:41] Last message repeated 3 times
[28/1ul/2016 17:34:41] Anti-spoofing: Packet from Local, proto:UDP, len:214, 169.254,92,79:138 -> 169.254.255.255:138, udplen:186
[28/7ul/2016 17:34:41] Anti-spoofing: Packet from Local, proto:UDP, len:229, 169.254.92.79:138 -> 169.254.255.255:138, udplen:201
[28/Jul/2016 17:34:41] Anti-spoofing: Packet from Local, prote:UDP, len:214, 169.254,92,79:138 -> 169,254,255,255:138, udplen:186
[28/Jul/2016 17:35:27] Authentication: VPN Client: Client: 192,168.5.13: Unsuccessful authentication, user rezaei not found
[28/1ul/2016 17:36:01] Authentication: VPN Client: Client: 192.168.5.13: Unsuccessful authentication, user rezaei not found
[28/1ul/2016 17:36:35] Authentication: VPN Client: Client: 192.168.5.13: Unsuccessful authentication, user rezaei not found
[29/Jul/2016 12:56:31] IPS: Port Scan, protocol: UDP, source: 192.168.1.254, destination: 217.218.127.127, 216.58.212.238, ..., ports: 53, 33434, 33435, 32
[29/1ul/2016 12:56:48] IPS: Port Scan, protocol: UDP, source: 192.168,1.254, destination: 217.218.127.127, 5.144.133.146, ..., ports: 53, 33434, 33435, 33¢
[29/Jul/2016 12:58:15] IPS: Port Scan, protocel: UDP, source: 192,168,1.254, destination: 217.218,127,127, 5.144.133.146, ..., ports: 53, 33434, 33435, 33«
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E] Alert IEI Host Admin
Config Find:
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[26/1ulf2016 21:45:31] [IPw4] 192.168.5.13 [Hostname] winctrl-pggvl6c [User] rezaei@3isco.local - User logged in
Debug [26/1ulf2016 21:50:27] [IPw4] 192.168.5.2 [MAC] 00-50-56-c0-00-01 {VMware, Inc.) [Hostname] declined - User Admin logged out

[26/1ul/2016 21:50:33] [1Pv4] 192.168.5.2 [MAC] 00-50-56-c0-00-01 {VMware, Inc.) [Hostname] declined [User] Admin - User logged in

E] Dial [27/1ulf2016 22:18:18] [1Pv4] 10.253.226.3 [MAC] 44-45-53-51-2¢-01 - User rezaei@3isco.local logged out
[27/3ul{2016 22:18:18] [IPv4] 10.253.226.3 [MAC] 44-45-53-51-2¢-01 - Host removed

@ Errar [27/1ul/2016 22:39:29] [1Pv4] 10.253.226.3 - Host registered
[27/3ulf2016 22:39:29] [IPw4] 10.253.226.3 [User] rezaei@3isco.local - User logged in

E] Filter [27/3ul/2016 22:41:21] [IPw4] 10.253.226.3 [MAC] 44-45-53-51-3¢-01 [User] rezaei@3isco.local - MAC address changed from 00-00-00-00-00-00
[28/Jul/2016 17:34:41] [IPv4] 192,168.5.2 [MAC] 00-0c-25-%9e-2b-07 (VMware, Inc.) [Hostname] WINCTRL-PGGV16C - IP address leased from DHCP

E] Host [28/1ul{2016 17:34:51] [IPw4] 192.168.5.13 [MAC] 00-0c-29-9e-2b-07 (VMware, Inc.) [Hostname] WINCTRL-PGGV 16C - IP address leased from DHCP
[28(1ulf2016 17:37:11] [IPv4] 10.253.226.3 - Host registered

E] Http [28/Julf2016 17:37:11] [IPw4] 10.253.226.3 [User] rezaei@3isco.ocal - User logged in
[28/1ulf2016 18:30:46] [IPv4] 10.253.226.3 - User rezaei@3isco.local logged out

@ Security [28/Jul/2016 18:30:46] [IPw4] 10.253.226.3 - Host removed
[28/1ul/2016 18:31:05] [IPw4] 10.253.226.3 - Host registered

@ Warning [28/1ul/2016 18:31:05] [IPw4] 10.253.226.3 [User] rezasi@3iscolocal - User logged in
[28/7ul/2016 18:43:34] [IPw4] 10.253.226.3 - User rezaei@3isco.local logged out

=] web

[28/7ul/2016 18:43:34] [IPw4] 10.253.226.3 - Host removed

[28/7ul/2016 18:48:33] [IPv4] 10.253.226.3 - Host registered

[28/7ul/2016 1B:48:33] [IPv4] 10.253.226.3 [User] rezaei@3iscodocal - User logged in

[28/1ulf2016 18:48:47] [IPw4] 10.253.226.3 - User rezaei@3isco.local logged out

[28/1ul/2016 18:48:47] [IPv4] 10.253.226.3 - Host removed

[28/Jul/2016 19:16:30] [IPw4] 192.168.5.11 [MAC] 00-0c-29-6b-7d-3f (VMware, Inc.) [Hostname] control - IF address leased from DHCP
[29/1ulf2016 12:51:09] [IPv4] 10.253.226.3 - Host registered

[29/1ul/2016 12:51:09] [IPv4] 10.253.226.3 [User] rezaei@3iscolocal - User logged in
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Find:
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[22/Julf2016 22:15:06] DENY Keyword filter ‘hack, hacking’ 10.253.226.3 rezaei@3isco.local HTTP GET http://woww.hackthissite.org/ -
[22/3ulf2016 22:16:15] DENY Keyword filter 'hack, hacking' 10.253.226.3 rezaei@3isco.local HTTP GET http:/fwww.dictionary.com/browse/hack
[22/3ulf2016 22:16:16] DENY URL ‘Audic and video files' 10.253.226.3 rezaei@3isco.local HTTP GET http://static.sfdict.com/staticrep/dictaudio/H00/HO006:
[22/Julf2016 22:16:27] DENY Keyword filter 'hack, hacking’ 10.253.226.3 rezaei@3isco.local HTTP GET http:/fwoww.merriam-webster.com/dictionary/hack
[22/Julf2016 22:27:35] DENY Keyword filter ‘hack, hacking’ 10.253.226.3 rezaei@3isco.local HTTP GET http://www.merriam-webster.com/dictionary‘hack
[22/3ulf2016 22:27:35] DENY Keyword filter 'hack, hacking’ 10.253.226.3 rezaei@3isco.local HTTP GET http:/fwww.merriam-webster.com/dictionary/hack
[22/3ulf2016 22:28:53] DENY Keyword filter 'hack, hacking’ 10.253.226.3 rezaei@3isco.local HTTP GET http:/fwww.merriam-webster.com/dictionary/hack
[22/3ulf2016 22:28:59] DENY Keyword filter 'hack, hacking' 10.253.226.3 rezaei@3isco.local HTTP GET http:/fwww.merriam-webster.com/dictionary/hack
[22/3ul/2016 22:44:43] DENY Keyword filter 10.253.226.3 rezaei@3isco.local HTTP GET http://wwaw.men.com/
[24/Jul/2016 21:06:03] DENY Keyword filter '10.253.226.4 'Ulsgd rezaei@3iscoocal HTTP GET http://www.varzesh3.com/
[24/3ulf2016 21:06:15] DENY Keyword filter '10.253.226.4 'Ulsgd rezaei@3isco.local HTTP GET http:/fwww.varzesh3.com/
[24/3ulf2016 21:06:54] DENY Keyword filter '10.253.226.4 'ULsgd rezaei@3isco.local HTTP GET http:/fwww.varzesh3.com/
[24/Jul/2016 21:07:04] DENY Keyword filter '10.253.226.4 'ULssd rezaei@3isco.local HTTP GET http://waww.varzesh3.com/
[24/3ul/2016 21:08:47] DENY Keyword filter '10.253.226.4 'ULsgd rezaei@3isco.ocal HTTP GET http:/, varzesh3.com/
[24/Jul/2016 21:08:49] DENY Keyword filter '10.253.226.4 'ULsgé rezaei@3iscoocal HTTP GET http://www.varzesh3.com/
[24/1ul/2016 21:08:51] Last message repeated 3 times
[24/1ul/2016 21:12:54] DENY Keyword filter '10.253.226.4 'ULsgea rezaei@3isco.ocal HTTP GET http://fararu.com/
[24/3ul/2016 21:30:28] DENY Keyword filter illegal' 10.253.226.4 rezaei@3isco.local HTTP GET http://edition.cnn.com/
[24/Jul/2016 21:31:05] DENY Keyword filter '10.253.226.4 'ULsgé rezaei@3isco.local HTTP GET http://www.varzesh3.com/
[24/3ulf2016 21:33:08] DENY Keyword filter 'serial, crack, 10.253.226.4 'ULsga rezaei@3isco.local HTTP GET http://p30download.com/
[24/3ulf2016 21:34:42] DENY Keyword filter '10.253.226.4 'ULsgd rezaei@3isco.local HTTP GET http:/fwww.varzesh3.com/
[25/3ul{2016 19:41:31] DENY Keyword filter '10.253.226.4 'ULsgd rezaei@3isco.local HTTP GET http:/fwww.varzesh3.com/
[25/Jul/2016 19:42:09] DENY Keyword filter '10.253.226.4 'ULsga rezaei@3isco.local HTTP GET http://waww.varzesh3.com/
[25/Julf2016 20:21:54] DENY Keyword filter 10.253.226.4 rezaei@3isco.local HTTP GET http: {/vwvew.msn.com/7ocid=iehp
[25/Jul/2016 20:22:55] DENY Keyword filter keygen' 10.253.226.4 rezaei@3isco.local HTTP GET https: //mail.google.com/ fscs/mail -static/ /js/k=gmail.ma
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[27/1ulf2016 22:29:01] (-11) Active Directory/LDAP error: 3isco.local: Connect error
[27/1ulf2016 22:29:07] (-11) Active Directory/LDAP error: 3isco.local: Connect error
[27/1ul/2016 22:41:05] Antivirus Server error:{PID: 17018) Internet connection is probably broken. Cannot check for new version.
[27/Julf2016 22:41:05] Unable to perform Sophos update. Error: Internet connection is probably broken. Cannot check for new version.
[28/Julf2016 17:34:51] (2) Unable to activate Kerie Control Web Filter: Server returned 403. Categorization will not work.
[28/Julf2016 17:35:21] {-11) Active Directory/LDAP error: 3isce.local: Connect error
[28/3ulf2016 17:35:27] {-11) Active Directory/LDAP error: Jisce.local: Connect error
[28/3ul/2016 17:35:52] (2) Unable to activate Kerie Control Web Filter: Server returned 403. Categorization will not work.
[28/Jul/2016 17:36:01] {-11) Active Directory/LDAF error: 3isco.local: Connect error
[28/3ul/2016 17:36:02] {-11) Active Directory/LDAP error: Jisco.local: Connect error
[28/Jul/2016 17:36:35] (-11) Active Directory/LDAF error: Jisco.local: Connect error
[28/Jul/2016 17:36:36] (-11) Active Directory/LDAF error: Jisco.local: Connect error
[28/1ul/2016 17:40:53] (2) Unable to activate Kerie Control Web Filter: Server returned 403, Categorization will not work.
[28/1ul/2016 17:43:41] Antivirus Server error:{PID: 4175) Internet connection is probably broken. Cannot check for new version.
[28/1ul/2016 17:43:41] Unable to perform Sophos update. Error: Internet connection is probably broken. Cannot check for new version.
[28/1ul/2016 17:54:40] IPS rules update check failed: Timeout was reached.
[28/1ul/2016 17:56:07] (2) Unable to activate Kerie Control Web Filter: Server returned 403, Categorization will not work.
[28/Julf2016 18:02:45] Antivirus Server error:(PID: 4376) Internet coennection is probably broken. Cannot check for new version.
[28/Julf2016 18:02:45] Unable to perform Sophos update. Error: Internet connection is probably broken. Cannot check for new version.
[28/Jul/2016 18:03:59] Antivirus Server error:(PID: 4399) Internet cennection is probably broken. Cannot check for new version.
[28/Jul/2016 18:03:59] Unable to perform Sophoes update. Error: Internet connection is probably broken. Cannot check for new version.
[28/3ul/2016 18:44:32] (-5) Active Directory/LDAP error: 3isce.local: Timed out
[28/Jul/2016 18:56:13] (2) Unable to activate Kerio Control Web Filter: Server returned 403. Categorization will not work.
[28/3ul/2016 12:39:35] Antivirus Server error:(PID: 6267) Internet connection is probably broken. Cannot check for new version.
[28/Jul/2016 12:39:35] Unable to perform Sophos update. Error: Internet connection is probably broken. Cannot check for new version.
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|—!_] Alert @ Dlal Admin~

Config Find:

Connection L& 0N 20 L0 £ L2 TLe S 0] RENU W ETY LN TE2aET COMNELLEU 10T 132, 105, S0 Ld
[24/1ul/2016 21:44:14] Kerio VPN client "rezaei’ disconnected from 192.168.5.13, connection time 00:02:1%
Debug [24/Julj2016 21:44:19] Kerio VPN client ‘rezaei’ connected from 192.168.5.13
[25/1ul/2016 19:30:14] Kerio VPN client 'rezaei’ disconnected from 192.168.5.13, connection time 21:45:55
Dial [25/Jul /2016 19:40:56] Kerio VPN client ‘rezaei’ connected from 192.168.5.13
[25/Jul/2016 20:31:45] Kerio VPN client 'rezaei’ disconnected from 192.168.5.13, connection time 00:50:43
Error [25/Jul/2016 20:32:17] Kerio VPN client rezaei’ connected from 192.168.5.13
[25/Jul/2016 21:22:10] Kerio VPN client 'rezaei’ disconnected from 192.168.5.13, connection time 00:49:53
Filter [25/Jul /2016 21:22:16] Kerio VPN client 'rezaei’ connected from 192.168.5.13
[26/Jul/2016 21:26:56] Kerio VPN client ‘rezaei’ disconnected from 192.168.5.13, connection time 1 day 00:04:40
Host [26/1ul/2016 21:28:32] Kerio VPN client 'rezaei’ connected from 192,168.5.13
[26/Jul /2016 21:32:54] Kerio VPN client rezaei’ connected from 192.168.5.13
Http [26/Jul/2016 21:32:59] Kerio VPN client 'rezaei’ disconnected from 192.168.5.13, connection time 00:04:27
[26/Jul /2016 21:44:14] Kerio VPN client ‘rezaei’ disconnected from 192.168.5.13, connection time 00:11:20
Security [26/1ul/2016 21:44:18] Kerio VPN client 'rezaei’ connected from 192,168.5.13
[27/Julj2016 22:18:18] Kerio VPN client ‘rezaei’ disconnected from 192.168.5.13, connection time 1 day 00:34:00
Wamning [27/Jul {2016 22:39:29] Kerio VPN client 'rezaei’ connected from 192.168.5.13
[28/Julj2016 17:37:11] Kerio VPN client ‘rezaei’ connected from 192.168.5.13
Web [28(1ul/2016 18:30:46] Kerio VPN client 'rezaei’ disconnected from 192.168.5.13, connection time 00:53:35
[28/Jul /2016 18:31:05] Kerio VPN client 'rezaei’ connected from 132.168.5.13
[28/Jul /2016 18:43:34] Kerio VPN client 'rezaei’ disconnected from 192.168.5.13, connection time 00:12:29
[28/Jul /2016 18:48:33] Kerio VPN client 'rezaei’ connected from 192,168.5.13
[28/Jul/2016 18:48:47] Kerio VPN client rezaei’ disconnected from 192.168.5.13, connection time 00:00:14
[29/Jul /2016 12:51:09] Kerio VPN client 'rezaei’ connected from 192,168.5.13
[29/Jul/2016 13:34:08] Kerio VPN client 'rezaei’ disconnected from 192.168.5.13, connection time 00:42:53
[29/Jul/2016 13:34:41] Kerio VPN client 'rezaei’ connected from 192.168.5.13 -
4 3
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Alert
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Config Find:

Connection [£G{IUIf£UL0 Ly addud2] JTIVICE ¥WCLLILEITatessl Sial Lo, DUUTU (0 Ul ess 127 0l
[28/Julj2016 17:34:40] Interface "Local" is UP.

Debug [28/Julj2016 17:34:40] HW Address: 00-0c-29-7f-ed-f7
[28/Julj2016 17:34:40] IPw4 Addresses: 192.168.5.1/255.255.255.0

Dial [28/Julj2016 17:34:40] Service "DNS UDP" started, bound to address 192.168.5.1
[28/Jul{2016 17:34:40] Service "DNS TCP" started, bound to address 192.168.5.1

Error [28/1ul/2016 17:34:40] Service "DHCP" started, bound to address 192.168.5.1
[28/Jul/2016 17:34:40] Service "WebInterface" started, bound to address 192.168.5.1

Filter [28/Julj2016 17:34:40] Service "WebInterfaceSSL" started, bound to address 192.168.5.1
[28/Julj2016 17:34:40] Service "VPN" started, bound to address 192.168.5.1

Host [28/1ulj2016 17:34:40] Engine was initialized.
[28/Julj2016 17:34:40] Interface "Internet” is UP.

Http [28/Julj2016 17:34:40] HW Address: 00-0c-29-7f-ed-01
[28/1ulj2016 17:34:40] IPwv4 Addresses: 192,168.1,.254/255.255.255.0

Security [28/1ulj2016 17:34:41] Service "DNS UDP" started, bound to address 10.253.226.1
[28/Julj2016 17:34:41] Service "DNS TCP" started, bound to address 10.253.226.1

Warning [28/1ul/2016 17:34:41] Service "DHCP" started, bound to address 10.253.226.1
[28/Julf2016 17:34:41] Service "WebInterface” started, bound to address 10.253.226.1

Web [28/Julj2016 17:34:41] Service "WebInterfaceSsSL" started, bound to address 10.253.226.1
[28/Julj2016 17:34:41] Service "VPN" started, bound to address 10.253.226.1
[28/3ulj2016 17:34:41] Service "DNS UDP" started, bound to address 192,168.1.254
[28/Jul{2016 17:34:41] Service "DNS TCP" started, bound to address 192,168.1.254
[28/1ulj2016 17:34:41] Service "DHCP" started, bound to address 192.168.1.254
[28/Julj2016 17:34:41] Service "WebInterface" started, bound to address 152.168.1.254
[28/3ulj2016 17:34:41] Service "WebInterfaceS5L" started, bound to address 192.168.1.254
[28/Julj2016 17:34:41] Service "VPN" started, bound to address 192.168.1.254 hd
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tkerio control statistics (w4 ¢

S Sl i (2l 31 OLlS G me Jldds 05 S et |y S Kerio dis sl 5l S

= Dashboard . |_é Accounting and Monitd  kerio control ngj S p o S 3l 9 S 3
a F Interfaces Data Gathering | Access to Statistics IIE . . . . o .
T Tt cettings Syd alb da 6L aS S statistics
| r\..] Intrusion Prevention Internet usage statistics are available at ht)

X X Show user names in this format:
0 Security Settings

Default email report language:

= Bandwidth Management and QoS
o Email messages will be sent via the Myl

W' Content Filter

ﬂ Proxy Server Access rights and email reports

L
JJJJ
r o -
& Antivirus Bl
. a Admin
I pHep server
2

Summary Report m < > 7/15/2016 [_] [ [=4 @ (]

All ¥ | Overall Users by Traffic Visited Sites Web Categories
Hourly Traffic . Top 5 Users .
Total: wom
48 MB 0M
Inbound: " «—— babajani (...
45 MB wom notlogge... —...
rezaei (rez... -
Outbound: 20N
4MB om
|
iZam Zam 4am Gam Bam 10am 1Zpm 2pm 4pm Gpm Bpm 10pm
1am 3am Sam 7am 0Oam 1lam 1pm 3pm Spm 7pm Opm 11pm Name Total [MB]
babajani {babajani@3isce.local) 46
rezaei (rezaei@3isco.local) 2
Top Visited Websites . not logged in (unrecognized users) 1
p30download.com 5
men.com 2 Used Protocols .
uplooder.net 1
WINW —
Top Requested Web Categories -

*__ Other

duw ‘aJLo.«.j: ‘}kj-’ 4SC~w‘ oJ.,:: GJ‘J (_}:"i“N Q‘JJJLS g.i.i)jl:.:\.& LSW LJ:S@ GML:\A ‘\SJ‘)bw
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‘TOtal 45.)\.&)@ &’WMMQLCLA)J‘)})J&JJ b CAJLJ“‘ &JJ.@/:)‘.L&A ‘&Sﬂ ‘50)&;@.'.3))
;,QTV_?&)L&A «Outbound L;.éliﬁ(,.>_;>‘Inbound 5 el 5oy ol o SOl G ae IS e

ol 03 S jareia
uﬁ;é'wwé‘fj‘bw&Q)MMcub\w‘b b t_‘aj.,a.ﬁ w%édﬁ)gcﬂc‘}b 60)‘.&.«;%«3)3

el azils 1y O me o 2ie babajani b L s l8 (JSKo cpl 55 a5 a8 e

S ga o3l bl (Lles S ax| ol L OS5 & slacsle i cae Solad Coand o

sl 0 i Ol 8 b5l S5, 50 sler (gosled Caand

E KerioControl My Account Logout

Summary Report m 4 » 771802016 [_]| [/ =7 @ =

All ¥ | Overall Users by Traffic Visited Sites Web Categories
Data Transferred by Individual Users \

Prot I: | All protocols v

. Name In [MB] Out [MB] Total[MB]  Count
Mohseni {353) 701 30 731
Mirkazemi (6008) 362 10 373
287 21 308
Not logged-in 184 27 211 (N
Gholami {1022) 159 12 172
Majafi (6025) 160 10 170 I
Qasemi (206) &7 43 110 D
goudarzi, Malek (230) 1 g o5 IR
babajani (babajani) 55 6 s R
Zolfaghar (218) 58 6 &4
Mesaei (6030) 58 5 3 R
Abasi (224) 45 3 40 R
safaie (228) 42 4 ECE |
Sharifi (2387) 36 5 40 WD
Alaiannejad (2575) 34 3 37
Alhossini (162) 33 2 3 B
Rateghi (385) 28 5 33 I

Users by Traffic s, » amio en 55 LL sddcad im0 018 G rae jldie [l gl

) ol CMM.:S
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All

sy e [

¥ | Overall Users by Traffic Visited Sites Web Categories

Nata Transferrad hyv Tndividual lleare

4 » 7/16/2016

O EEER
00600

=

‘Q\JJJLS sl b 2e LS‘)" “gi Sooleds 45.,\.35& sdaline |, il LSLQ“'%; (Ao LS»{YL’ )‘j" BE

Ol ool Caannd il Ol )8 gailale B ne é\ﬁm§a)w)$ﬂdw Sl 9o oyl

S 3l s s )y mOU S e
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s JMie g5 5o ses 5 S8 U O3S 3ils 5 s S sl 4 s b LS e 5 4l 0108

l.)\.'..;LocJC..'SJ)‘j ‘)}i‘)s)‘ﬁj“" uﬂ)bicbj};)jfja J\...’bstp gb;)ls

https://192.168.5.1:4081

SIS Login 4,6:(_;))}{)J;;Ss)b,\.ll.géaﬁ&wgﬁjﬁc‘)@jdﬂjgﬂj 0T 5l 5555 5l des &S

User: babajani
Firewall: control

Account 2-Step Ve ri'ﬁca;mn

Transfer Quota Statistics

E KerioControl

El Today Data IN 32MB __ Quota (TOTAL)
7/16/2016 Data OUT 3Me [ 11.69% |
This Week Data IN 32 MB
= Since 7/16/2016  Data OUT 3ME No quota o
This Month Data IN 32 MB
=t Since 7/1/2016  Data OUT 3MEB No quota
Change Password
0Old password:
Mew password: e
Re-type new password:
Language
Language: Browser detected (English) v
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50508 ol s Us Change password (¢, » 55,05 15 35 L 5 50, New Password

User: babagni

Firewall: control /

Account 2-Step Verification

‘Configure 2-Step Verification

S o s Olhs = o‘jﬁJJ‘L:LhQTJ}:&

a KerioControl Logout

2-step verification adds an

Verification code:

3MVCIUSKWAXT20UO

identity. To enable 2-step verification, scan the image with your smartphone’s camera using an authenticator app. Then
enter the verification code in the box below. For additional instructions and a list of recommended authenticator apps,

layer of security to your account by using an app on your smartphane to confirm your

E Dashboard
| Interfaces
) Traffic Rules
W Intrusion Pravention
0 Security Settings
B Bandwidth Management and QoS
Y Content Filter
@ Proxy Server
~) ) Antivirus
5’ DHCP Server
@ IPv6 Router Advertisements
®. DNS
o’» Routing Table
ﬁ Accounting and Monitoring

':7"' Advanced Options

Users and Groups
a Uszrs
ca Groups

é':l, Domains and User Login

Definitions

KerioControl

=1 €< rartifiratoc

&

A% Domains and User Login

Authentication Options | Security Options Directory Service:
Login guessing protection L
Block IP addresses suspicious of password guessing attacks|
Mever block this IP address group: M
Currently thers ars no blocked IP addresses,

© slocking ends after 5 minutes.,

2-Step Verification
Applies secondary identity verification to remote access (VPN g
0 Users configure 2-step verification in their account settings
#| Require 2-step verification

«| allow remote configuration (redirect user to their acco
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skerio control statistics cuwd 4 9,15 Jol5' w gwd

Ll o 53,05 JolS o s kerio control statistics cw.3 wadmin I8 Lis 5 5 o &0 @

%ASJA&J:{)QJM@J&[J .l:.‘b.)\.: wf“.w.} cupbdf‘)gdu&’\LS‘chSeMLLA\JQ‘f)EJLGTrLQJ

I DHep server

8 IPv6 Router Advertisements
7, DNS

& Routing Table

[* Accounting and Monitoring
A% Remote Services

‘ég? Advanced Options
Users and Groups

-
AR Users e

I’ﬁ Groups

.? Domains and User Login
Definitions

SSL Certificates

% 1P Address Groups

9 URL Groups

() Time Ranges

A Users

Domain: | 3isco.local

Username Full Name

&k Administrator Administrator

& aF AF

& babajani babajani
Guest Guest
abtgt krbtgt

L rezaei rezaei

\

© number of users inJis domain: 6.

+ | [] Hide disabled user accounts

Description

Filter:

Built-in account for administering

Built-in account for guest access

Key Distribution Center Service A,

Admin

Groups

Domain Users, Group Policy Creator Owners.

25 sy » s Lss Users

S s SIS s b s
s s Bdit )

Domain Users, Users, Administrators
Domain Users

Domain Guests, Guests

Domain Users, Denied RODC Password Repl

Domain Users

L5 Senices [ agd. || Edt. || Remove || Moreactions= Template... || Import...
Edit User FAES
General Groups Rights Quota Preferences | Addresses
5 & w0 i Kol gl doio opl o
Username: ‘ rezaei T T " 6]’ o
Full name: rezaei i RLY -
l name ez This user has a au ;S LU Aas o 2w
Description:
Email address: b .S ol |, separate configuration
Authentication: Directory service i
Password: FERRERRERE st.é _}\ .)\3.3 ?)},f& de.é ‘La.aj: &‘ﬁ Rights u}
Confirm password:
[¥] Account is enabled Jsijf.;i RIghtS v..:. ")‘) 5 WY
Domain template
This user's configuration is defined by the domain template
# This user has a separate configuration
0K H Cancel
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Edit User 2][x |
General Groups | Rights | Quota Preferences | Addresses
Administration rights
Mo access to administration
Read only access to administration
Additional rights
[] Users can unlock HTTP content rules
[ users can control dial-up lines
Users can connect using VPN
oK ] | Cancel |

Full sas 58 oS o sdalive 5,555 [0 53 oS ) shailen
L S coul ol ol Access to Administration
Aals g S JalS s B 3550 )8 OIS
Cond @ o8 5 51 S 55 ke Coond 4 Ll 5 o oS 2l

Al sl oS e jras O Ko suila

353 0,55 eI b s SIS ok s

AdMIN i 4 BlS o mes 8 QS ol LS
Admin ;8 wile & Ll 5 e 5 Clls dal g 5 S 55

kerio iz o 8 Lis Sl gly bl S Jas

S s 5 IS8 ke 0 (AL azuls L zws cONtrol statistics

() securiy Settings |_Q Accounting and Monitoring

= Bandwidth Management and Qo5

Data Gathering Access to Statistics Alert Settings SNMP

W Content Filter

Settings
@ Proxy Server

Intemnet usage statistics are available at https://192.168.5.1:4081/
& Antivirus Show user names in this format:

Default email report language: B3 English

B oHep server
Q IPv6 Router Advertisements
= T, DNS

1% Routing Table 2 User~
& Admin

Access rights and email reports

[ﬁ Accounting and Monitoring e Allowed
Af%; Remote Services

L;F‘ Advanced Options

Users and Groups

:. Users

:ﬂ Groups l

Online access Data
@ All Data

Smith, John {(jsmith@demain.com,| ¥

.

0 Email messages will be sent via the MyKerie notification service. SMTP server can be configured in Remote Services...

Regular email reports

| Add... || Edit... || remove

| | More Actions «

2 pomains and User Login
Definitions
SSL Certificates

[ P Address Groups

User access
Users can access their own statistics online
Users receive their own individual email reports:

9 URL Groups Daily Weekly Monthly

&) Time Ranges

KerioContral

Admin =

5 4 55 Access to Statistics s 5,15 4 5 & 55 Accounting and Monitoring 51 YU IS5 s

oS SAS AL (555 oo @ i )8 03 Sl sl
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Access Rights and Email Reports 7%

SUs Select user g5, » amin ol 53

User

® User: rezaei@3isco. ocal Select user... — - J )‘ b J‘)"_ jb" 3,40 J{)ls B oS

Allow online access to the data defined below

Email: L Ll o Data cad 5 cais Ol
- 4 1y LS wyzes All Data ol
= All data

@ all data

e Llgs S8l bocdas )8
STGE S sdalie [ 018 cleddl

2 Users and «u S 505, S 03 b

Users and

Groups ‘)JEJJJA Q‘Jajts_jubdb‘ b GroupS

All Data

Regular email reports .X.:.S @Lﬂ‘ Wv-;-‘ 4
The user receives regular email reports containing the following data:

I aily [T Weekdy Bl Monthly Regular email reports . ;s

[ Ok H Cancel ] S&L“u;"}‘;“sv\fsu,a;nﬁw.lﬁ;‘j&
o s Sledbl b s SUS 0k (g, il slabe 5 Suia lis, Ooypo w355 o Jloyl S 6l

.Jj.uu

a KerioControl My Account  Logout S0 J&‘; 53 ASJJ.E_,L«A

e =SSN -
Jh;.s)yﬁ)ls “’\2“5;;" sdalis

all v | Overall Users by Traffic Visited Sites Web Categories

M — L OLuls olybl WLl

Total: a0k
0 MB
Inbound: 100K

0 MB
Outbound: -
0 ME rezae freza... —

1Zam Zam 4am GBam Bam 10am 12pm 2pm dpn Bpm Bpm 10pm
1am B3am Sam 7am Oam 1lam 1pm 3pm Spm 7pm Opm 11pm Name Total [MB]

not logged in (unrecognized users) 0

— rot logged in. '_L'S C’;ﬁ_)w “) LAGT E) a.«\.bl.«:'.d

rezaei {rezaei@3isco.local) 0
Top Visited Websites

Used Protocols

Top Requested Web Categories

,,,,, — Other
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:Content Filter Cuowd ow y 5

oo Lo 5 1Pl asle (ol e 4y ot S OIS e Sl S 53 ed

[ Content Filter - Kerio Cor % - >
<« C' B b#ps://192.168.5.1:4081/admin/#contentFilter % ¢ & =
5 Deshbosrd Y Content Filter Admin~
E e Interfaces Content Rules | Forbidden Words | Kerio Control Web Filter | HTTPS Filtering | Advanced Settings
a Traffic Rules =
5  MHame Detected content Source Action Walid Time
W Intrusion Prevention Kerio sites 3 kerio.com Any ) Allow
(%) samepage.io 4 Additional settings
O Security Settings -
S Bandidth 1 o 05 ["] Advertisements and banners L5} Adsfbanners Any 3 Drop
andwi anagement and Qo
["] updates and M5 Windows activa L} Automatic Updates Any &) allow
W' Content Filter 4 Additional settings
o G Proxy Server Kerio Control Web Filter categor. Anomymizer Any Deny
Botnet Additional seftings
\_) & antivirus Command and Control Centers
E DHEP & Compromised |T|
EIver Criminal Skills —
) 1PV6 Router Advertisements Hacking [#]
HMalware Call-Home
o5 DNS Halware Distribution Point
" Phishing/Fraud
lz Routing Table ...and 3 more
B Accounting and Monitoring Audio and video files 9 sudio files Any Deny
‘\u’\deofi\es o additional settings
%, Remote Services
: Peer-to-Peer traffic Y Peer-to-Peer Any Deny
(@ Advanced Options 4 Additional settings
3 Users and Groups Allow other traffic Any Any 0“”""'
el :‘ Users
cl :ﬂ Groups 3 Some rules are inactive (Kerio Control Web Filter is disabled).
o
=
= Add R More Acti =
2 E Domains and User Login | | ‘ BT, | ‘ oe8 Ations
Definitions
S5L Catificates [ amly  J[ Reset

0 S o S e glacs 1 S AS e sdalis |, Content Filter gadl sl VL K3 s
.JJS mﬂ‘j} BBy \) L@gﬁ L)'-’~| St YR
Audio and Video o L Rule St wblsds iy poi 53t sads, s, Content Rule s s

Al g arlge o5 gllast plin LS il sedalie |y Sy b

::Im http://10.253.226.1:4080/ nonauth/deny.phy 2 + & X || E Access Denied - Kerio Cont... | |

Rl &S s e el S w5 elay 5o
Access Denied o b 72 R

oo oo 525 gl by MP3 oy (LU ¢ 5

Rag
http://s4.topseda.biz/nevisande/reza/music/5/1/Emad%20-%20]oon%20%5b128%
5d.mp3

@;@\gijijlaum

Al 1y

Transfer of the file was denied by firewall policy.

Kerio Control
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201230 Sl 9 Colw (i

AS s 5 Oge 4 ks O Gl asle i LSS aSl (¢l

s add 5, » s Rule sbwl ol

Content Rules | Forbidden Words | Kerio Control Web Filter | HTTPS Filtering | Advanced Settings
B Name Detacted content Source Action
New Rule  ggmmem Any Any No action d . - - . .
: : Iy ds, (aLa name WJ)JJ[QL:‘)\J@.:Q?S
Kerio sites (2 kerio.com Any &) Allow
(&) samepage.o < Additional settings
[ ] Advertisements and banners (7] Ads/banners Any € Drop D etecte d < M* B BT 39 LS J)‘j
[ Updates and M5 Windows activa [j Automatic Updates Any & Allow ) "
& Additional settings
Kerio Control Web Filter categor... Anonymizer Any Deny U )N '.S § A ls _)ij A ny LS).) J" CO nte nt
Botnet Aditional settings - - . .
Command and Control Centers
Compromised . Lb .
Criminal Skills ) 4 o = J_{,;;
Hacking JA N
Malware Call-Home
Malware Distribution Point
Phishing/Fraud
and 3 more
Audio and video files 8 Audio files Any Deny
9 video files < Additional settings
Peer-to-Peer traffic W Peer-to-Peer Any Deny
< Additional settings
Allow othr traffic Anv Anv ) Allow
€3 some glles are inactive (Kerio Control Web Filter is disabled).
[ add ][ Remove |[Horeactions~]
Content Rule - Detected Content 7=
Any content S 2 el ool 055 25l Gl s ol o
Yy @ & E
Applications URL
and Web File Mame Hostname URL Groups
Categories
oK ] [ Cancel
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co“t;::::i;:m 2 J)jﬂ CﬁiLw w)JT cSlte Cand 3 BLIS ‘.i.w:' w‘ =
Site: 3iscoir  — . ..
& HTTPURL "L:'S “g':'ls Ok CEDIN ")‘ﬁ ‘) 2 J'k-’

HTTF URL by regular expression
Hostname across all protocels @)

Learn more about wildcards and reqular expressions in URL

Protocol
Also apply to secured connections (HTTPS)
Learn about HTTPS filtering specifics

(o [ cme

Content Rules Forbidden Words Kerio Control Web Filter HTTPS Filtering Advanced Settings

E Name Detected content - Source . Action .

Block Sisco.ir %3 Jisco.ir Any Mo action
(ol 0l 3ls| detected content cas 4 3iSCO.IN ol (S o edaline YU IS5 3 oS ) shailan
Ol oy Rule ol b aS 1, s 5550 05,5 L )8 Ail s o L SOUMCE ms ¢35 (Gosla Caand
Stod S5 RS Jlael adiid 515 08 Jlasl oS LS e (2] 53 4 S 1 355 sl
ol Gl S et |y iy LU Y (gosled Caend s i Jal s Jlesl Rule ol claes S 5 018

.JJJJ.ALEJ@J&JUJ‘:'S&AS)QJJ e S0 e Cand 43 NO Action S 28

Content Rule - Action 2% _ . . .
- 3,505 552 5 4035 4w ACLION Cad 45 5 amis ol o
Action: |0 Drop B .L..s‘j:Lfa d“f’)\s ‘J\f.g ul:;b\ b A”OW 64».1; j§‘ 45
DLGQ10AHDW '

Skipgzw ol Deny gagsS Shas L1 ks, cula
| rop .

HTTE Actions Gl S5 5 L5 Sl 35l AS15 el O (S

Skip Forbidden words filtering

Do not require authentication fw‘ ud‘ 4.’ 45 J..Jr M‘j" )L’ LAO‘ LE‘J-’ Lgb-’ ﬁ‘)s

Redirect to:

] 0 .\jmjlé_;b)y C_A..:'Lﬂ c.)\ASL;A

Deny Text
03 S50 Cal s S oy Drop gaw S S
Text will be always displayed on HTTP deny page LS‘J" Not Page B A M‘j" 3, ).:)LS bjj ol
Send email notification to user for non-HTTP connections ) ’ i
User will receive max one notification per 1 hour for each rule RS M\j} oals u:.gl.«w cJE )90 J.:)LS

oK ]l Cancel |
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Y Content Filter

Content Rules " Forbidden Words || Kerio Contral Web Filter || HTTPS Filtering " Advanced Settings

Admin

5 Name Detected content
Block 3isco.ir @ Jisco.ir
Kerio sites (%2 kerio.com

(5, samepage.io
[] Advertisements and banners [if.i\dsfbanners
[] updates and MS Windows activa... [} Automatic Updates
Kerio Control Web Filfer categor... Anonymizer

Bofnef

Source

Any

Any

Any

Any

Any

Action Valid Time
Deny —
@) Allow

<= Additional settings

Q Drop
@) Allow

<= Additional settings

Deny
Additional settings

JJJOKJQWUJ..?S&AS

==

°|ﬂ hﬂp:' -10.253.225.1:4'35'3-ncnauth-:len}'.phr p Pt C‘ x ” @ Internet Explgrer ca... | 3 brccess Denied - ... X

faixt

Access Denied

Requested page
http://3isco.irf/

\

Kerio Control

529, Access Denied (ga=iwo L 3iSCO.IM ol 03 S50 Cul gz 3 L a5 5550 S VU (et s

Jg..k.&u.a v‘yﬂ) ‘_SWLJ.LJJSQ;A ul;;l’.v‘ b Drop 64...3‘4.5 cJaSij)JJ;‘ASCM‘ P

Most likely causes:

What you can try:
® Retype the address.

® 5o back to the previous page.

® Goto and look for the information you want.

bl [ ——— ]
b|@ hitp://3isco.ir/ L-ox ” 2 Internet Explerer ca... | & HTTP 404 Mot Fo... * | | o *
|ﬂ The webpage cannot be found
HTTP 404

= There might be a typing error in the address.
» If you clicked on a link, it may be out of date.
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" ¥ Content Filter

Content Rules Forbidden Words

m]

Kerio Control Web Filter

[] Advertisements and banners

[7] updates and M5 Windows ag

Kerio Comtrol Web Fifter catd

=  MName Detected content
[¥] Block 3isco.ir RI £ 0;
5 Add
Kerio sites
Remove

Duplicate  ie—

Change Color 2

Change Description...

Edit Time Ranges...

THTICT

HTTPS Filtering

Coammand and Confrol Cantare

Advanced Settings

Source

Any

Any

Any

Any

Action

0 Drop
o Allow

o additional settings

0 Drop
o Allow

< additional settings

Deny
Additional settings

2L L3 Rule 5l S 6450 K osll SlpaS as S

S ol | Duplicate a8 5 s el , KIS 0F (g3,

J@.‘JTBWJJ Rule gg.i LA “YL_,JK..Z):

(%) samepage.io

Content Rules Forbidden Words Ferio Control Web Filter HTTPS Filtering Advanced Settings
5 Mame Detected content Source Action
Block 3isco.ir %2 3iscair Any €3 Drop
Block 3isco.ir %) Jiscair Any @ Allow
Kerio sites % kerio.com Any @ Allow

== Additional setti

Sl 6,55 53ISCON Cole s 6l K oS 3405 5525 Sd o RUlE 53 S s sdalice oS slailas

ol 3 IS8 ol 53 oS S e Jee gl 5 4 b Rule plas ol s Bl il 0T 03 S5k

2,5 dal s e (ol sl sl Colu 055 5L L;\J.gA\Sr)sW)MM\):LMﬁSCO.iF

15590 Colw & ouw Sguwwe Calw I U5 S

E Mame

Block 3isco.ir

Kerio sites

[] Advertisements and banners

Detected content
%) Jisca.ir

(%73 kerio.com

(%) samepage.io

[_'*"J'Adsfbanners

e el sl was cole a sddis sl Sl

Saurce

Any

Any

Any
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o Allow

o= Additional settings
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Content Rule - Action 2% .J\.:.'S ;“ ;)b. 9 cDrop - - 33 s ‘}:3 LS . i . IS
Action
Action: Deny b A .
7] Log the traffic ubd.»\ B Deny 6‘*‘:’.; Action .3 BEETES (G D

Skip Antivirus scanning

HTTP Actions
Skip Forbidden words filtering
Do not require authentication

Redirect to: | (TR e

Redirect to s« ;¥ 5 HTTP Actions ced 5 5 S

S SIS 0K (g5, 5 sl

Deny Text 4; .L..Sdé C,\m‘)}_)b \_) 3ISCO.II" CA..{LM: 45 L;,\J.:)lf c_)LS U'i‘ lJ

Text will be always displayed on HTTP deny page
[T] send email notification to user for non-HTTP connections

o User will receive max one notification per 1 hour for each rule

oK ]| Cancel

s Ll = esls Jlinl Google.com .l

Y Lontent Flter

Content Rules | Forbidden Words | Kerio Control Web Filter || HTTPS Filtering

Advanced Settings

5 Name Detected content Source Action Valid Time

Block 3isco.ir (%) iscoir Any Deny
o= Additional settings

Kerio sites (%3 kerio.com Any Deny
(%) samepage.io —

[| Advertisements and banners L"-"I'Ad;,rha nners Any 0 Drop

[T] Updates and M5 Windows activa.. (] Automatic Updates Any @ Allow
o= Additional settings

Kerie Control Web Filter categor... Anonymizer Any Deny
Boinef Additional settings

by RUle G52 oS 55 328 5 S CalT il U i | 55 Sl 4l sl VU IS8 50 S

aS syls Jﬁjrﬁdjiib sbaas S (a Ol Gl o 1 q,iu&i‘xsﬁ;; sbwl Rule & el &

oS 3 L g 53 1 ey Sl S e o o OUS aalsl s 8l iS5 La0T U5
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:ContentFilter ,. Forbidden Words s .., »

Y Content Filter

Content Rules | Forbidden Words || Kerio Control Web Filter || HTTPS Filtering
Settings \
Enable Forbidden words filtering
Deny pages if their weight reaches: 70
Forbidden Words
B Item « Weight Description

E “~Pornography

E “~warez/Cracks

Advanced Settings

wﬁ»;j\éﬂfjb.-Lguéw\e.xﬁi%fjU;).a)sawstgﬁg&cuéjéuiﬁij@;.;dl):

G 53 S 3,05 dmio 1l 3 1) OF LS WL oS cl eyl K5 5 gt slacule 4 )8

3ols oylil &Sl w sde pl &S AiS s sdalis |, Ve sae Deny Pages if their weight reaches

J.gj;dabtyy@\‘MM\ﬁjpﬁ)Sélﬁgﬁu&mpw 3 i cale O 3 ldS slaws ST

=8 =

AN
\\‘:9\‘@ hitp:/ /e

.merriam-webster.com/dicti © ~ B & X ” 2 MSN.com - Hotmail..

© Hack| Defintion... | | T e 5%

% Find: [ hack e

| Previous Mext ‘@Optlons -

1 a

‘hack.

verb | \'hak\

Definition of HACK

transitive verb

Blecl- O

BN . e

Ll

70

10:18 PM

=

1/22/2006

.Qﬁwcswwldsﬁalﬁjél{
$aalS 01 p3 (S x5 5,05 Solu 4 S

i S Bl ol 5L s eala
Ul cpl il B aads Ky il
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# ““ Pornography

B ““warez/Cracks

crack 2
cracks 3
exploits 25
:
hacking 20
illegal 10
keygen 25
serial 10
warez 30

ontent Rules | Forbidden Words | Kerio Control Web Filter | HTTPS Filtering | Advanced Settings ‘;*"‘" o JL'J: TRI IR0 L}g‘; 2
Settings .
[¥] Enable Forbidden words filtering a'}"’ )‘Jé Y ' (5}) J'.' Welght )‘J";" J
feny pages if their weight reaches: 20 ——
o)JfJDJ'.;J HaCk 64&15‘5 Sl 0l
Forbidden Words
O Item « Weight Description ol eala J‘J'; Warez / CraCkS

C,Q‘Lchfs&JSOkLSJ‘)f;‘CCM‘

) -
b@l|@ http:/ fwww. merriam-webster.com/diction: O -

ESBEE > C,u”l...u ‘J:"Sgg“ odalioe 45‘))14.'[».&

dx || 2 MSN.com - Hotmail.., | @ Internet Explorer ... * ‘ | ini * {‘2’

X Find: | hack | Previous Mext |@ Options = ‘

What you can try:

[ Diagnose Connection Problems ]

& More information

Q Internet Explorer cannot display the webpage

NS Y

Forbidden Words

Add Group Item
= | Item
Add to a group
H -~ Pornography
Select existing:

H “~Warez/Cracks & Create new:

#

S b Ld o S sbul 6l

5L i s 5 AS SIS Add
Pornography w7
ot class ot LCreate new (sau ;S ol

S sl 1y 0 hissge0s S

Properties

Keyword: Jligd
Weight: [20]
Description:

OF 1SS 3l 5 oS 3505 1y 55

oK ” Cancel

:’;:'lt..,\

SUS 0K (55 5 s 55 1,

LY
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:Kerio Control Web Filter <& w9

Y’ Content Filter

Content Rules Forbidden Words | Kerio Control Web Filter | HTTPS Filtering

Settings '\

Enable Kerio Control Web Filter

Categorize each page regardless of URL rules

Allow authenticated users to report miscategorized URLs {on the Deny page)
http:// | TesturL. |

Y. Kerio Control Web Filter is not activated, categorization is disabled.

Kerio Control Web Filter whitelist

URL = Description

Advanced Settings

PYFT I S S R
Notfvng fo arispiay

33 Ol a8 glacsle 3l g iKs Syl 5,5 Lesluoy Ko s ol p 45 Cand opl s

S S A wal s 2o besle (ule OF ad, 4 by 45 5 0s 3459 (s S sbwl 1, O Wis ,ub

5L OXBIUS (6l g ol &S AL adls 4> g5 (S Ol 1, Jgl K35 B aw b 0T 05 Sl
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tHTTPS Filtering «d (w9

bﬂwﬁ dj:s géﬂ&dv\f}é)ans Jﬁ’}ﬁgdé}‘} ‘d‘bJéJ:'ﬁ Q)ﬂﬁud‘jﬁurw).b
‘Ju.i,;‘j w‘ﬁ‘_,:uﬁ‘ L:lgr,SJJ:.S |,4~S@e>wﬂ!‘_}.§s‘,ﬁ uﬂ‘)‘ﬂ\f‘)&\.&ﬁe’\m m.;‘jdu‘g
& g 2l 03,5 JWd (5l oS JUd |, HTTPS FItering o s o e 51 S 53 ol 55 on oS J 28

S gy S

Y Content Filter

Content Rules Forbidden Words Kerio Control Web Filker | HTTPS Filtering Advanced Settings

HTTPS decryption \

Decrypt and filter HTTPS traffic
[T] show Legal Motice to users

Learn more about HTTPS filtering and how to install certificate on client OS5 or via Active Directory@®.

HTTPS Filtering Exceptions

# Exlude specified traffic from decryptioni

Decrypt specified traffic only
Traffic to/from IP addresses which belong to: HTTPS exclusions hd |T|

Traffic from the following users: Mone | select.. |

S, 2 5 ozl 1, Decrypt and filter HTTPS traffic g« ;8 5 (05 SIWS )3 Coond )l s
5.9l 6 p3n3 oMbl b 4 KJs Apply

Jf‘ﬂ\s.’db.sw)‘} gﬁ&o:W‘HnPSﬁjﬁjc\S}B:JyCﬁLujuwﬁ; Ulsbﬂle

s Al g 5 0y sl S 03 g1 yiael plin b S 5L 1) (le Sl s L

0)\335 gwjﬂb:;d\:dﬂ.l.u.b JJS@@.:L&.‘.’..JH”PS JSJ,,;}HSBGoogIe C,.._{Lw «dl.’:.aL;!ﬁ
..A.:'.'S|Ja.-|
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AN
=) & http:/fvww.google.com/  s—

P~ X @ Certificate Error: Mavigatic., *

i
|.,g There is a problem with this website's security certificate. [

The security certificate presented by this website was not issued by a trusted certificate autho

Security certificate problems may indicate an attempt to fool you or intercept any data you se

senser.,

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.

'@ Continue to this website (not recommended).

= More information

%MJj}JML:A‘Jf‘_;waOOgIE Colu OAd ‘f‘)‘MgA?s‘;ceML’MYLJS‘ZJA SJ)EJM

QL&:Q:}JJJJ\S 64.0‘:‘6‘,3 | o.\.f&dl:é ‘HTI'PSFiIterw,,.MS;.M! J,): d!u},’JAS

A8 SJs Continue to this website ¢, » LU

)

E] Alert B Web
E] Config

|~—_-] Connection [25/Jul 2016 20:20:24] 10.253.226.4 rezaei@3isco.local "Google” https: 2w
_ [25/1ul/2016 20:20:46] 10.253.226.4 rezaei@3isco.local "ido wigd 1y Cugypes ._;\_...g.ol LS - Google Search” https:/fwwwi.
'Z| Debug [25/7ul{2016 20:21:54] 10.253.226.4 rezaei@3isco.local "M5N.com - Hotmail, Outlook, Skype, Bing, Latest News, Photos & Videos" httg [fveveve.msn.com/?ocid=iehp
[25/Jul/2016 20:22:34] 10.253.226.4 rezaei@3isco.local "Gmail" https://accounts.google.com/Servicelogin?service=mail&passive=truetrm=falsefcontinue=https: //mail .goo:
B Dial [25/Jul2016 20:22:42] 10.253.226.4 rezaei@3isco.local "Gmail" https://accounts.google.com/AccountloginInfe
[25/Jul/2016 20:22:54] 10.253.226.4 rezaei@3isco.local "Gmail” https://mail.google.com/mail/u/0/
@ Error [25/Jul{2016 20:23:01] 10.253.226.4 rezaei@3isco.local "Gmail - Inbox" https:{/mail.google.com/mail/u/0/h/169yclroveaaa/?zy=daf=1

B Filter
[m) Host
&) Hetp
@ Security
@ Waming

[E] Web e

\

HTrPSJSS‘;ﬁbAS&lACﬁLw Jésu.chuachJS 4.*.‘§-|JnWEbw74a.jJiyiL0g .>J|3J.§|

A M‘?qbi&ﬁ‘ijM‘eMww@‘Jb c&u‘o.\.&j\e
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Content Rules Forbidden Words Kerio Control Web Filter | HTTPS Filtering Advanced Settings

HTTPS decryption

Decrypt and filter HTTPS traffic

[] Show Legal Notice to users

Learn more about HTTPS filtering and how to install certificate on client 05 or via Active Directory@.

HTTPS Filtering Exceptions

-

Exlude specified traffic from decryption

Decrypt specified traffic only

Traffic to/from IP addresses which belong to: HTTPS exclusions
Traffic from the following users: None
IP Address Groups 2%
Filter:
= )
2 tem Description

2 M HITPS exclusions

W dropbox.com Dropbox servers

W kerio.com Kerio updates

W microsoft.com Microsoft updates and Microsoft store
B mozilla.org Mozilla updates

| \ Edit... \ | Remove

.

Add IP Address 7%

Add to a group

® Select existing: HTTPS exclusions w7
Create new: Mew Group
Properties

IP Address Group Mo groups available Rl
Firewall
Description:
[ oK l | cancel |

google.com s

Sal glp Al il oy
S e glcsle dal gy
A3 &S ol s
3 od Log s of oMb
S o JSG b 4 b
Coamnd 43 3 ol | Exlude...

S SIS Edit g5, 5o cnd

P PAS oo Sale Kzong, JKI
Iy 555 olgds Culu &Sl 6l &S 5,00 518 Cnd

S SAS A (555 p b S BLol e 4

Add to a group .3 ;5 5 99, JKS 50
) 2 A 05 S oJil ganF Sl b Als
9 oLkl | Create new 4y 35 L WS Ol
Ceod )3 9 S 3l 1) g dpder 0y S L

SIS 0K 59,5 95,0l ol el Addresses

LY

-

HTTPS 5, > Google culu K3 8 ol b
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- e . Z
Content Rules Forbidden Words Kerio Control Web Filter | HTTPS Filtering | Adwvanced Settings 6\3%\'\# LG-G kv\-‘n’-h‘j?l'-j ;‘
HTTPS decryption "
Decrypt and filker HTTPS traffic -r\-j'L.’ -\.:.S JJMS ‘) ‘;pﬂt?
Show Legal Motice to users
2 . Z
Learn more about HTTFS filtering and how to install certificate on client 05 or via Active Directory®. ubr.‘.’;‘ ‘) Decrypt... 64}.‘}5
HTTPS Filtering Exceptions - .o é
slcsle Ghis, ey S 5o
Exlude specified traffic from decryption
#® Decrypt specified traffic only . . .
i whi . - = .-st_. JJ‘}‘))?
Traffic to/from IP addresses which belong to: HTTPS exclusions 2 | Edit... |
Traffic from the following users: Mone | Select... |

&1| .\:A‘yu ;| eSS

ﬁJ\S‘g.\.éStS:JSSEIECtQSJJﬁJ%L:}:66JM¢MJ:‘A§J@d;lﬁﬁ)\sd‘ﬁbhw‘,ﬁ

%JS;HB&';‘CWAJ'“)Q?#QJ}G

S p~a] T Show S S5 Yy Ks L S

File Edit View Favourites Tools Help

<l |, Legal Notice to Users

Install certificate authority | s®sb 2 28 Sl s
Wb 4 amio S S 5L 1, HTTPS

| Download the certificate |ar|d take the following steps:

MMba'-o;‘;J’;iLdﬂ‘s‘ﬁJﬁjJJS.i
R RS SR T I SN H N T 4
bl Lacule @ ws &) p Trust
e ] S e (S

Kol e jb U b lacsle Ko g 55 o0

A

EEUE v Ea n CE|

76




Kerio Control 2016 - 3isco.ir

:Bandwidth Management QOS (w ¢

LU S s b1 5 35kl e I8 51 placas sdows o5 ) 4y e 2eed (8l 15 oo i ol o
wa}w| &g\}k&-goﬁ&b&:ﬁbgf\ﬂ\ L;ﬁ)LSJf\g)\iA‘J.:SUW Lol Qs oyl
Jo gl S eslinad &5 ol 5l o 4 A8l s 50 OS5 A8 e S s S b sl IS ws

Js 27 S ¢l 1, Bandwidth Management QOS b el clSine opl 5l o oS Sk o

LY

JJJJ

P

B Bandwidth Management and QoS

E Dashboard

B Interfaces

The Bandwidth Management allows you to fine-tune your Internet bandwidth utilization. You can reserve as well as limit bandwidth for selected traffic,

3 - :
’d Traffic Rules Bandwidth Management rules

W Intrusion Pravention 2 Name Traffic
(D security Settings / [l stp vore 0 SPVorP
Other traffic = Any

%8 Bandwidth Management and QoS
Y Content Filter

& Proxy Server

) Antivirus

";_@ DHCP Server

@ IPv6 Router Advertisements

*. DNS

| Add ] |- Remove ] | More Actions ']

Download Upload Interface
Reserve: 24 KBfs Reserve: 24 KBfs 2l
No limit No limit 2l

Valid Time

|y s slaay S amin ool 5 s oi Bandwidth Management QOS 5,05 YL e asle &

2 Ld Rule sbwl gl ciS g 1 b ol Wl5 e L Rule K osloal L a8 S o ol

The Bandwidth Management allows you to fine-tune your Internet bandwidth utilization. You can res
Bandwidth Management rules

5 Name Traffic Download

Traffic Control g Any Mo limit

[ s1P voIP 0Q sP VZR Reserve: 24 KB/s
Other traffic 9 any Mo limit

77

S SIS Add (65,5
(al.s Lc Rule g.g..v' e.L:.SL;o odalis 45)}.)44\».&
Sl glp & w5 S sl Traffic Control

PE v.:.h.\ .)au)‘jo‘jﬁcfjlsmb Rule L)'i‘

33 ANY ol iy &S bl 5 Traffic cas

5l JS2 6 S e SIS L
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The rule will process the traffic between the local network and the
Internet nrowided it matrhes at least nne of the following conditions:

8 Traffic type... o
4+ Large data transfers 9

.?. Selected Lberstr{:ups...a
3" Users with exceeded quota 6

8l Packets matching a Traffic rule...a
Y Connections matching a Content rule...e
s_ﬁ Service... o
B Packets marked with QoS DSCP value. . {EJ)
z? Guest Interfacesg
|

Remaove ]

(Trafﬁc 2|

Cancel

L e glaay 5 s SIS A (55 2 S 55
LS o odalin | 0 S (IS0l 555 IS5 52 68
(oS o o b Ol s b s
g5 Ll S bl ) a8l 31
Spdomen 5 pasia |y s 2 s (83505 Sl
b Multimedia ¢5 Wl e St s
Srpd 5 Sy sl b & s ol
Al dal g 5 gdoes
o b ale bl 03 S5 5doee gl o ol Y

Lol g5y Cassdons b S wlil e w0 15 355 ooy S5 018 ail g o i caand ol 53 =T

2 sd Jlesl

Cod by Caand o pl Q8 Gaalsl 3 a8 S sl 32 5 5dme 01,58 (G (wand 0] 05 S Jl;.él_g—‘f

4 Traffic Rules

&y Dashboard
a B Interfaces
pe )
B Traffic RUleS e 2 | ame
W Intrusion Prevention [] vPN Services

0 Security Settings
J Internet access (NAT)
JJJ ‘ Bandwidth Management and QoS

O Security Settings

-
—
—
I

B8 Bandwidth Management and QoS
Y Content Filter s

L Proxy Server

7 '

) Antivirus

=0 DHCP Server

Ko s o8 wlas g Traffic Rule cws

.QM‘AMubuzﬂjﬁ))

ol KLs & cwl Content Rule & Ly o cand ol ¢

J"Q"SLfd odalin

QT S 8 Ul—ﬁ‘ﬁﬁmﬁj 4.:\) u:&l;— U9 .A.::US@L«.IJ)

.,\.:.5;@')33 C,.Zb_g.,\m

B3 el 2 e 5 e w25 5L ST S Packet Marked (sl ca3 ol —A

w2313 et 5 OIS Lol 55 oS el Slage Oles interface Guest « by o oa co3 -l -4
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Traffic

The rule will process the traffic between the local network and the
Intarnst ided it matrhac at least ana of the fallowing conditions:

B Traffic typs...
e large data transfers

a Selected Users | Groups...

&» Users with exceeded qUOta  gimmm

3 Packets matching a Traffic rule...

Y Connections matching a Content rule...
i senice...

18 Packets marked with QoS DSCP value...

x? Guest Interfaces

| Add... '|| Remaove ]

/

x| Users with exceeded (55, » 35750 lae S 51 QS o (&) 5
i Rule ol 53 &S mssdes o 8 0l L cass SIS quota

AL aslsl S b ass S ok s

[ ox ]|

Cancel ]

Bandwidth Management rules

VPN tunnels

A [P L AT O W lolo.L .

The Bandwidth Management allows you to fine-tune your Internet bandwidth utilization. You can reserve as well as limit bandwidth for selected traffic.

Mame Traffic Download Upload Interface WValid Time
7| Traffic Control 2. Excseded quota Limit: 100 KBfs Limit: 100 KBfs ‘\ 2
SIP VolP SIP VolP Reserve: 24 KB(s '\ Reserve: 24 KB(s 3
Other traffic Ay Mo limit Mo limit S
(Download Bandwidth Policy 2 ><1
Apply the following bandwidth policy:
0 Mbitf= v

100 KBs v

e

oYU S B oS S L 55 codd paseie S ol 53 L sl 55l e i as 6l 2 VU IS s

S Osls olazsl gl , Reserve at least sau S 45 3)0s sy 4035 53 (Caand ol 53 0555 alb O

skl p8ia 3 01 e Bl il e Slie (ol OIS (Sl s 035 5 Olea b s e

DO 55 54w 38 Lol g dal st ColishS Vv oo 5l 2t IS e aes o 3L CulskS ) e

S VU K2 55 48 S asedie | 018 oo ST U515 e lad e o0l 3 4 NOY eXceed

LS)))"MJ‘L«*S&:LSOI(LSJJJ’MJ““UJJSJ)‘))‘M‘W‘°M@U‘f)l56‘fcﬁ‘bjl:5\..

A5 SIS Apply
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S

Traffic
&= Excesded quota

£3 SIP ValP

= Ay

wou to fine-tune your Internet bandwidth utilization. You can reserve as well as limit bandwidth for selected traffic.

Download Upload Interface Valid Time
Limit: 100 KB/s Limit: 100 KB/s 2l
—
Reserve: 24 KBfs Reserve: 24 KEfs 2l
No limit No limit L2al

HF [@ =o

”
g 1%:.143001000.160324-1723.R51_RELEASE S..ISO

P

| Mare Acticns -

Sl Cunmsy

N pos B 33305 | 39l ol (S i |
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The Bandwidth Management allows you to fine-tune your Internet bandwidth utilization. You can reserve as well as limit bandwidth for selectad traffic.

Bandwidth Management rules
E Name

Traffic Control

[[] stP veIrP

Other traffic

Traffic

&» Excesded quota

[ SIPvelP

= Any

| Add l | Remove l | MureAcﬁw"|

VPN tunnels

|| Use rules for VPN tunnzels beforg

Internet bandwidth

P Ethernet 2

Duplicate

Change Color
Change Description...
Show Traffic Chart

Edit Time Ranges...

e

L o e )

Download
Limit: 100 KBfs
Rezerve: 24 KB(s

Mo limit

Upload

Limit: 100 KBfs

Reserve: 24 KB(s

Mo limit

Upload: 3 Mbit/s

Interface Valid Time 5 chart
22l L8 New Time Range [
2
Al
| Troubleshoot. .

i ol 55 1 s S bl Ol IS (sl aS 1 s siows Aily e L 5 Valid Time s s

«S <l New Time Range (L L« ;8 < Valid Time cad 55 cole 03 8 o gl S 12

2 More Actions o 53wl deS oS 5 edalie | ol ol jaseie O 55 o5 zele oSl )

s s Edit Time Ranges (s,

Time Ranges

E Ttem =

= S New Time Range
© Daily from 00:00 to 23:59

\

[ add. || Edit. |

Remove

Description

Filter:

Valid on

All days

T Sed 02 5 s S22
New Time Range
Ol s Zela
Gl & ol 0k asis
oge 4 b Ol 0s S (=B
SIS Bdit gy, » el

LY

Apply

)|

Cancel
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Edit Time Range

Move to a group

Slale 5 Saia @lys, Lily o led (Cwnd ool o
Coand 3 5 AS jasie Type cad s )
TO Cad 43 5 i3 sdoes g5 el From
}gjﬁ-fﬁc,\.:ﬁu.e;:abc,;:jwolilicﬂob
Ok (35 » 5 et |y wis lajy, Al s

#® Move to existing: Mew Time Range b
Mowe to new: Mew Time Range
Description
Time settings
Type: Daily W
From: 06:00
To: 15:00
Walid on: Selected days e
#| Mon | Tue | Wed | Thu Fri | Sat | Sun
ﬂ Times sat in the dialog correspond with server time zone.
ok || cancel

Traffic

The rule will process the traffic between the local network and the Internet provided it matches at least one of the following cenditions:

Any fraffic

3Pl g (535 3 S g SO guSe
2« Service s, » Traffic cus s

byl e SO 6 s SIS

= un

Traffic Type

Large Data
Transfers

=y
b

Users and
Groups

o

Exceeded
Quota

Traffic Rule

Y

Content Rule

Service

> &

QoS DSCP Guest
Value Interfaces
oK. I [ Cancel
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Traffic

The rule will process the traffic between the local network and the Internet provided it matches at least one of the following conditions:

= Services
Select Ttems.
SIP
SIP TCP
SIP TLS
Hame

L‘] Kerio Operator ser...

x

[ q]

Description

8 members: HTTP, HTTPS, Kerio Operator...

2 SIP
5 SIPTCP
5 SIPTLS

Session Initiation Protocol
Session Initiation Protocol

Session Initiation Protocol - Secured

-

=

\

y

. Large Data QoS DSCP
Traffic Type Transfers Groups Quota Walue
[ OK

Guest
Interfaces

Cancel

?

=)~ Bandwidth Management and

QoS

The Bandwidth Management allows you to fine-tune your Internet bandwidth utilization. You can reserve as well as limit bandwidth for selected traffic.

Bandwidth Management rules

5  Name Traffic Dowenload Upload Interface Valid Time 3 | Chart
New Rule Limit: 200 KBfs ~ No limit o |
[C] stpvolp 3 SIPVoIP Reserve: 24 KBjs ~ Reserve: 24 KBjs ~ #% All ]
Other traffic Any Mo limit No limit el
Bandwidth Management rules
g Name Traffic Dovmload Upload Interface Valid Time g Chart
New Rule T SIP Limit: 200 KB Nolimit el =
T, SIPTCP
7, SIPTLS
O stp vore 3 SIPvolP Reserve: 24KBfs  Reserve: 24KBjs % All [} (2]
Other traffic Any Ho limit Mo limit il @

[ add ][ Remove | |Moreactions~

VPN tunnels

Use rules for VPN tunnels before encrypting

Internet bandwidth

1 Internet Download: 800 KE/s

Upload: 100 KB/s

Troubleshoot

\

Change.
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KerioControl

i Active Hosts

2o Active Connections
5 VPN Clients

- P

iy User Statistics

m Traffic Charts

A Alert Messzges
LQ System Health

S0 1P Tools

—ah- - .
—e» Active Connections

1item (0 selected)

Traffic Rule «

Internet access (NAT)

Service Source

HTTPS 10.253.226.4

Select a connection to view its details

Hide local connections || Show DNS names

Admin =

Filter:

Destination Bandwidth Management Ru... Load Balz

91.108.4.163 Internet

[¥] Auto-refresh | ide Details |
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[~ Dashboard
e Interfaces
a Traffic Rules =

W Intrusion Prevention

(™ security Settings
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Y cContent Filter

@ Proxy Server

&7 antivirus

B DHCP Server

a IPv6 Router Advertisements
T, DNS

l’_: Routing Tzble

|_—*_ Accounting and Monitoring
#%%, Remote Services

3‘;" Advanced Options

[/ Traffic Rules

E MName

[] wen services
[] web Services

Internet access (NAT)

Local traffic

Firewall traffic
Guests traffic

Block other traffic

¥

Search:

Source

Any
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[ ven dients

Y Firewall

" Trusted/Local Interfaces
5 VPN dients
%AII VPN tunnels

v Firewdall

15 Guest Interfaces
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| Add | | Remove
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Add New Rule 2||x 64.‘.3‘; 4RU|e Type - - )J
+ Rule type ‘_'_Name: New Rule
Source Rule type g",...\..‘j“ j‘ 9 J?S ul.’;;ﬁ\ \J Generic
Destination ® Generic - allow or deny a particular traffic.

Senvices Action: |0 Drop - - .J.:;,s g_.)l?.L:.;‘ ‘) Drop (54-:\-."; ‘(.51 9—“-‘*5:‘
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Host: . - - -
Service: Select... b‘) IP Q-‘"\ wjb 4-’ ULELQ‘)‘ 6M L’
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Interface: =¥ Internet v 'Jy
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< Back I [ Next > ] [ Finish ] [ Cancel ]
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S » s Lo Destination
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i Trusted/Local Interfaces
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KeriaControl

5 Active Hosts

[ — )
—as Active Connections

55 VPN Clients

3 items (0 selected)

- : :
—a» Active Connections

- Traffic Rule - Service Source
iy User Statistics

Internet access (NAT) HTTPS 10.253.226.4
h‘ Traffic Charts Internet access (NAT) HTTPS 10.253.226.4

Internet access (NAT) HTTPS 10.253.226.4
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L’ System Health
A2 1P Tools

Connection information

Source 1P: 10.253.226.4

Source hostname: 10.253.226.4

Hide local connections || Show DNS names

Destination
149.154.167.118
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Destination IP:

Destination hostname:

Filter:

Bandwidth Management Ru..

149.154.167.118
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Load Balancing
Internet
Internet
Internet

Admin =

Type
Outbound conne...
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B Treffic Rules =

W) Tntrusion Prevention

0 Security Settings

= Bandwidth Manzgement and QoS
W Content Filter

¥ Proxy Server

gf Antivirus

B DHCP Server

@ IPv6 Router Advertisements
=, DNs

l': Routing Table

|_—¢ Accounting and Monitoring
&%, Remote Services

h:;‘ Advanced Options

1 A

I Traffic Rules

2  Name

(] 01,805 1381 pyi it

|| vPN Services

[] web Services

Internet access (NAT)

Local traffic

Firewall traffic

Guests traffic

Source

Any

Any
Any

5 VPN dients

v Firewall

" Trusted/Local Interfaces

Duplicate =
Change Color 3
Change Description

Show Traffic Chart

Block other traffic Hide Rowis
Configure in Wizard..
Edit Time Ranges.
Add || Remove

More Actions * -—

Admin ~

Search: l W Test Rules | l Restore View

Destination Service IP version Action
o 91.108.4.0/24 Any Any € Drop
v Firewall [ IPsec services Any onllnw

37 Kerio VPN
U Firewall 2 HTTP Any @ Allow

(% HTTPS
20 Internet Interfaces Any Any oAlluw

(2]

v Firewall Any Any o Allow I'?l
" Trusted/Local Interfaces —
5 VPN dients
T All VPN tunnels
Any Any Any o Allow
T Firewall [ Guest services Any @ Allow
Any Any Any € Drop

»

Apply ‘ Reset |
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More Actions .3 5l 5 L 5,4 Rule YU S aslbe & )8 ol gl oS g ol =S S

88

oS ol |, Duplicate g 5§




Kerio Control 2016 - 3isco.ir

' Traffic Rules

Name

¥ 01,85 51381 s oams

[Ei R TR —

[] vPN Services

[] web Services

Internet access (NAT)

Local traffic

Firewall traffic

Guests traffic

Source

Any
Any

Any
Any
T VPN dients

J Firewall

s Trusted/Local Interfaces
(T VPN dlients
T All VPN tunnels

J Firewall

1 Guest Interfaces

add [

Remove ] [ More Actions ']

Search:

Destination

91.108.4.0/24
W 149.154.167.0/24

W Firewall
J Firewall

48 Internet Interfaces

J Firewall

il Trusted/Local Interfaces
(T VPN dlients
T All VPN tunnels

Any

J Firewall

L IPsec services.
3 Kerio VPN

{5 HTTPS
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L5 Guest services

Admin ~

3] [ ¥ Testrues

1P version Action
Any €3 Drop -
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Any @ Allow
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W Intrusion Prevention Force S5L secured connection (recommended)
[T] use specified hostname:
(™ security settings
Web Interface is accessible at: https://192.168.5.1:4081/
= Bandwidth Management and QoS Administration is accessible at: https:/{192.168.5.1:4081/admin

W Content Filter

SSL certificate
" Proxy Server A
Certificate: Default A | Edit.. |

" }
& Antivirus © 1f you change the certificate, you will need to login again to the Kerio Control Administration.

E DHCP Server

E\) IPv6 Router Advertisements

Login page customization
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[=. Dashboard
8 Interfaces
B Traffic Rules
W) Intrusion Prevention
0 Security Settings
=3 Bandwidth Management and QoS
W Content Filter
T Proxy Server
QQ' Antivirus
E DHCP Server
@ IPv6 Router Advertisements
T DNS
l’_- Routing Tzble
|_—*_ Accounting and Monitoring
@15 Remote Services

(@ Advanced Options

— Users and Groups

= -

=) An Users

o -

- Groups

S orow

o i i d User Logi

< L3 Domains and User Login e
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—

Authentication Options

/ Password:

E Domains and User Login

Security Options Directory Services
Guest Welcome Page

Customize the welcome page for hosts connected to guest interfaces:

P

Guest Interfaces

<p class="text-align:center; > <strong> el aas o Culuw a</strong=<hr /> <hr /> jaec jo) il @ | powsiws Sl

2a% 3yl < fp=

\
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Traffic Rule - Source Q 2%
P - .
Name ;.x.s c&.’ MJS J.i.;l ol w
=] r" VPN server : - - L; - LS)_) f ‘
[ —— £ Guest Interfaces .
(3 VPN clients .
= ntemet okl oy 3 5 S KIS Interface
#% Internet Interfaces )
1 Local

A1 53 548 SUs Guest Interfaces s,

« Interface .| b s SUS ok s, » 50

25 g aslsl e

355 0K 5 aaa U S SIS Apply 5

S o odalin 5y, IS ) S skilen
Sl o 1y oule B 5,50 )8 oS Sl
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2955 39 39 S 53wl

o508 S o el ag a5 LU sl s osm 4,0 sl Proxy Server < Cash s e

‘Jii-’ d‘f)LS;\jMM‘F oﬁ}:})‘)rﬂuf;g).ﬁ vil.w w\ C)l&}&L‘ cJJSJb \)g00g|e.C0mi>k:.o‘¢AiL»

Ly Colo s 395 534Sk (S o axxl 0 ISP 4 5 S s s el 55 |, Google.com L.

B \) LSJ""‘")J O J:ﬁ‘.\;— S 4..9)*.0‘54.&)@ u.l'.:a"J_e‘ ‘)J.Q.o&:/-oﬂ ¢JL§ u._:"ﬂ\s.bstia |J>-‘JJJL§ 6‘]’

[=~. Dashboard
o Interfaces
N Traffic Rules
Intrusion Prevention
(™ security settings
¥ Bandwidth Management and Qo5
W' Content Filter
O Proxy Server e
& Antivirus
B DHeP Server
IPv6 Router Advertisements
T DNS
L= Routing Table
gy Accounting and Monitoring
Vs Remote Services

@ Advanced Options
Users and Groups

Aa Users

Proxy Server

' Proxy Server

Reverse Proxy | HTTP Cache

General

Enable cache for direct access to web (transparent proxy)
Enable cache on Kerio Contrel non-transparent proxy server

Enable cache for Kerio Control reverse proxy

HTTP protocel TTL: 1 day(s)

Cache size: 1024 MB

Cache status
Used: 124 kB (files: 3)

Effectiveness: 0% (hit: 0 / miss: 4)

| clear cache

| URL spey

Aas e (sb,u'\ Lb sl b me
23S O’Jsdl;f’ Sy
> 5 L ss Proxy Server sl
HTTP 5 )l sadsl gamio
|y 48 4w » S5 5 4y 5% Cache
Cashe size ca3 ;5 S Jis
Sils Ly S slad STus alg
VoYY 55 e Sy & &S AL

el o ap S b5 s cuLKe

SIS Apply 55 58 ol ) as

5l de sd ety Sledbl b aes

G O S 5 A dals o3 55 g 55 Cale OF Sledbl s mle s)ls 018 310l

Ll sl s Cole 4 g i S L SIS e

D3, s 53 il Sl 55 alae Jras ol Bl S 0ly Jod a3 3 1y Jhas cnl bl

35 A1 ed O (6t el aile (sl col 5 i J= s abasd a3 cole 0 5353 03

Rl s Gl oS 5 S Ll edalin |y 5 s ol 4SS sdalie | ol ol ol bt Olas
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29905 39 gy NT il

\)wd&.& C,.;.a‘ ‘LSJIJ.J JjJ?UJ;\jL;OASCM»‘ﬁJSJJ JleS).l éuw)ﬂﬂéwjﬂ Qﬂ"

S Jes 5 g 4 s e ool (Gledld gl kS J xS 1 Cile gla Ll 5 S s

j=. Dashboard Antivirus
m Interfaces Antivirus Engine HTTP, FTP Scanning Email Scanning
u Traffic Rules Antivirus software

Use the integrated antivirus engine .
/ a The internal antivirus is running OK.

W Intrusion Prevention
0 Security Settings

= Bandwidth Management and Qos Integrated antivirus engine

Y Content Filter Check for update every |8 hours | Update Mow |

Last update check: 7 hours ago
ﬂ Proxy Server

Current virus database updated: . MHever
ﬁ;\; Antivirus < Yirus database version: 5.11.8586422
E DHCP Server Scanning engine version: 3.63.1.0
a IPvi Router Advertisements Protocols
oo DNS Enable HTTP scanning .

lt: Routing Table Enable FTP scanning

[] Enable SMTP scanning (for inbeund connections only)

[ﬁ Accounting and Monitoring
A%, Remote Services

39‘;‘ Advanced Options

0' SMTP scanning is not compatible with greylisting.
Enable POF3 scanning

Settings
Users and Groups .
-~ [#] 5can only files that are smaller than:
A Users
4096 KB
:‘ﬂ Groups

Use the oS S5 5 L Antivirus s syl YU ISG b & Antivirus gledle <l ,
U w51 s i3> Y LY Sl ae SIS opl b S Olsesl | integrated antivirus engine
2l Jool Lz Kerio 55w S1aS ol os s 51058 Cotsla by s 55 o)l a0 dal
0351 g e 455l A3l 03,5 S S SIGE s sl ol Update Now (5, SIS LS

"’ﬁ@(_ﬁ“"‘)ﬂd’“‘ijﬂ U'f~| bjd@h&g)ﬁ cwdo)wsz CJ;J\A‘PU (‘L>“|ji;C~iL~
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FrA8 S S WOl e o8 L8 e oSl ola LU e 5 Ul eslod a3 s el 0l Ol

eas kS 3 el s 4 Wls e 1) e (pl aS AL obghs

Antivirus

Antivirus Engine | HTTP, FTP Scanning | Email Scanning

If a virus is found

o Email messages will be sent via the MyKerio notification service. SMTP server can be configured in Remote Services...

Alert the client

If a transferred file cannot be scanned (e.g. corrupted or encrypted)

# 3 Denytransmission of the file .
o Allow transmission of the file

Scanning rules

g | Type Content Action Description

9 File type Archive files o Scan

9 File type Web files o Scan

‘ File type Executable files . o Scan

‘ File type Embedded objects o Scan

M File type System files @ scan

‘ File type Documents o Scan

D‘ File type Image files o Scan

‘ File type Mail message files o Scan

,@ HTTP MIME type application/x-rtsp-tunnelled Do not scan Tunnelled RTSP

HTTP, FTP 5 s
SV Prige Scanning
5o S S e

Lyd oSl s L
S Gooled Can3
Alert the ¢4 ¥ &
LS ol 1, client

2 eaps SuoaS Gl

S5 Mg 0l sla i

L.’.°"L";L5)U‘§J“ﬁ J‘.’.b uT;‘S&M‘JVSw)JJW‘)SJ b Lflibdﬂjﬂjfiﬁ‘ <93 60)@%.3)3 ¢esls

bl Allow tra.. sau S 515 558 0 esls Jsl L6 Deny tra... a8 Ol b sl ol =

oS Ol | (Sl gl b & 185 oo 5 A Sosled Cand 3 el dal s el Jlil LB S

Antivirus /

Antivirus Engine HTTP, FTP Scanning Email Scanning
If a virus is found

o Mote that it is not possible to drop whole email messages. Such an action might have caused problems in commu
Prepend message subject with this text: -

FHVIRUS™

TLS connection (cannot be scanned by antivirus)

Allow clients to use encrypted TLS connections .

o This option works even when ne antivirus is enabled; you can still block TLS connections if you want to.

If an attachment cannot be scanned (e.g. corrupted or encrypted)

# % Remove the attachment from the email message .

o Allow delivery of the attachment
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M‘):Wuﬂﬁﬂﬁu‘djii’ gJSaJuZ.»\TLS J&Sjﬂjﬁjtiﬁlqﬁuuu\;};‘- M‘)}ﬁj‘o.}u};ﬁ‘é‘ﬁ

S sy kS Sl 15 O L5 s (BT 5 A3l gy B0 1 ool ST et (geslod s s

S Jas 5 b 4 SMTP s v feal s5ledles 51 5

: Remote .3 3l
7 Dashboard 4% Remote Services
W‘ Interfaces MyKerio | SMTP Relay | Dynamic DNS Configuration Backup J‘)\J J.).: 3 Se er Ces
5 Traffic Rules Settings
W Intrusion Prevention Mykerio notification service E) J‘i‘}“;' S MTP Re | a y
® SMTP server

0 Security Settngs }i. fi d alerts will b t th fied mail SMTP S g

Motifications, reports and alerts will be sent using the specified mail server. . JS
= Bandwidth Management and QoS \) erver 64"'1
W content Filter SHTP server T L =
T Proxy Server seer 65.95.176.126 oy, S aBL AN oo

Require 55L-secured connection

r’“ Antivirus SMTP server requires authentication - ; JJ ‘) Jj} \
E DHCP Server Username: farshid_babajani@live.com T

Fassword: | sessssssssssenss =z

IPv6 Router Advertisements )| S

63 Specify sender email address in the "From:" header )jJ ;‘ bt J)‘) Se rve r
.FI‘A. DNS Email address: farshid_babajani@live.com
| Routing Table L.{ SSL Jg-.;jﬂ )‘ Lo J:A-;\
[ﬁ Accounting and Monitoring 7'
4%, Remote Services -— - ¢ T 03 \ TLS
e
7" Advanced Options . =
- Require SSL-  sau S

Szl 1, SMTP server a8 S o s 505 5 208 ol 035 2005 ¢l 5 sl | secures
o1 Specify Sender email s 3 5 S syl 15 55 Lol 4 bgse s e, 5 )8 el s

S SAS Test s, s ol oobss 2 e

" Sending email... X J.;.Q.l\ dlMJ‘ J\;— BE

Email address; farshid_babajani@live.com

(04 ] | cancel |

SMTP Test ¥
\ij) The email has been sent. Please, check your mailbox. J“:"“}"' 0._‘}6 5,290 (’L‘cﬂ b LS )L§ Css s “‘ j‘f‘

A
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Kerio Control Test Email

k.- 12:02 farshid babajani

¥ farshid_babajani@live.com i &

.This 1s a test email from Kerio Control

Q

1 CI.I-IL_I_J_‘I Ballo

éj-)&aﬁ PL J;.J \J J‘.‘."".’.‘ LS‘}:}""

LG: CLU.JS,J .,\.:5@ odalis CJL.{)J

su )l
4l

B s iy
s Jl

dntrusion Prevention w g sw (ow y 9

5 LS o LS 4t S5 sy 45 Sl (IDS/IPS) (5,80 5 358 et phoes SO s e 1

KerioControl

E Dashboard
W Interfaces

B Traffic Rules

W) Intrusion Prevention s

0 Security Settings

= Bandwidth Management and QoS

Y Content Filter

a Proxy Server

;,7 Antivirus

E DHCP Server

8 IPv6 Router Advertisements
.7, DNS

L- Routing Table

B Accounting and Monitoring
a5, Remote Services

ba* Advanced Options

Users and Groups

:. Users

:‘ﬁ Groups

‘? Domains znd User Login
Definitions

SSL Certificates

!/ Intrusion Prevention

Enable Intrusion Prevention

Severity levels

The Intrusion Prevention System detects incidents based on a database of signatures. Here you may define actions for the different severity levels of the detected incidents:

High severity: Log and drop
Wedium severity: Log
Low severity: Do nothing

On the Keric website, you can test these settings

1P blacklists

Here you may define actions for the IP addresses listed in the following blacklists:

Name

Botnet Command and Control Servers
Dshield Identified Top Attackers
Hostile or Compromised Hosts
Russian Business Network

Spamhaus DROP Listed Netviorks

o Bt Madac

Updates

Update signatures and blacKlists every | 24

Last update check:

Signatures database version:

Action (Double dlick a row to change it)
Log and drop

Log and drop

Log and drop

Do nothing

Log and drop

o nathing

hours | Update Now

3.91/2.1003

Admin ¥
~
~
~
Advanced
Failed 2 hours ago - Unable to connect to update server.
Apply || Reset

S S K3

s L2 Intrusion Prevention s 05 YU K6 tibe &0 b s e opl 3ledl 6l

ADS 5IPS J =8 sla cwy bl 5 s s e ool 3 €4S sl | Enable Intrusion Prevention

§ 3050 ) o 1y 448 a DPOP 1 ol OF ol Sl ot 8 555 4l e il b ST 5 J 28 ledlbl

A8 SIS Sl Gy Al e
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Kerio Control 48 Restore g Backup

) e 3 BBge 53 B A8 ag Olty BB S OT 5l g 5w Sedbl 5 Sledes bis ol

Al 8 s a1y k3 SledBl sl obss (ledD

ntrol

7 Dashboard a%, Remote Services

W8 Interfaces

Mykerio | SMTPRelay | DynamicDNS | Configuration Backup
I Trafic Rules Enable automatic daily backup
() Intrusion Prevention / settings

O Security Settings

Automatic backup can be set to Samepage or to an FTP server. Sign-up to Samepage.io by Kerio for free,

4 55 5 Backup Ll sl

Service: Samepage
=+ Bandwidth Management and QoS
Email:
Y content Fileer Password: | eessereees
ﬂ Proxy Server urL: @
& Antivirus Backup
B DHeP server Last backup: Never
E‘) IPv6 Router Advertisements | Badwp now | | Import configuration

.7, DS

L': Routing Table
[ﬁ Accounting and Monitoring
475 Remote Services

—

&?‘ Advanced Options
Users and Groups

A Users

2 5,05 0l 3l e s Remote Services
<. 5 Configuration Backup s
Camd 53 a0 S 53 Camd ol 3
$le Ll &S syls s> Service

ol S S esland Backup

syl 5l S« el samepage

531 Sl il e s A5 Al sl Lok Lad G el ol 53 pBed L oS ol SISl 6l 52 S

J.,:'.S LS)“L"°‘) FTP D9 Li.i u\.:.!‘j:LfA LA.J 45 CM‘ FTP 64.«-1; cw U'L‘ )J ﬁ) 64.».:; ch.:.AJ )\J'; QT

.MJJ‘}OT‘)J ‘)QL@%L\JJ‘}LUMJ}{‘;M‘)QTU»UJTJ

B 5 s 5 S s b Sale ol LIS (sl S eslind Samepage.io <ol i e % sy

https://www.samepage.io/sign-up

oas il |

lﬂ?—' Remote Services

MyKerio SMTP Relay | DynamicDNS | Cenfiguration Backup

Enable automatic daily backup
Settings

Automatic backup can be set to Samepage or to an FTP server. Sign-up to Samepaage.io by Kerio for free.

t

Service: Samepage »

Email: farshid_babajani@live.com —

Password: | ssssssrees —

URL: 0 https://samepage.io/app/#!/ba40bf3cbfbad5caeac3d467030460c1d248668a /pag S

Backup

Last backup: Please wait, performing backup now.

Location: https: fisamepage.io/app/#! /bad40bf3chfhadScacac3d46703046cc1d248668a/page-394518964765471711
| Backup now | |i Import configuration. .|

a5 Dbl b cla s el Sl day
URL caad 53 5 S 5505 505, S8 A50
sbwl S 5 350 Cule 3 amin Kol
SS Backup now g5, 5505 1 A4S

s Jlasl sy se ol 4 Dbl b acs
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S 4l gl S sl Sl 53 Sl 6l e SO LLFTP 5 b SV W

IS

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

s 33 SIFTP s o (g5l (6l

BEET b)b @J& 6‘;*. E..L;.LS oalawl YoV Y

o Configure this |ocal server

server  Llpl s dss YO .

Add roles s, » 5 | ~I I, Manager

LS KJs and features

QUICK START
R SiES B 2 Add roles and features
3 Add other servers to manage
WEATE AW 4 Create a server group
[ Add Roles and Features Wizard [=[= ]

DESTINATION SERVER
AD3izcolocsl

Select installation type

Select the installation type. You can install roles and festures on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

(® Role-based or feature-based installation
" Configure a single server by adgiing roles, role services, and features.

Server Selection

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

[ Add Roles and Features Wizard

—I:I-

DESTINATION SERVER
AD Zisco.local

Select destination server

Befors You Beon Select a server or a virtual hard disk on which to install roles and features.

Installation Type (®) Select a server from the server pool

S Sl () Select a virtual hard disk

Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

Microsoft Windows Server 2012 R2 Datacenter

AD 3isco.local 192.168.5.10

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
«collection is still incomplete are not shown.
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DESTINATION SERVER

Select server roles D sisesocal

s b 15 IS s AL amio ool

L;le.]a.&#))ywjb 4.11.'5 Jl.:éjﬂjj

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description =
Server Selection - ~]  FTP Server enables the transfer of Jr WS olssl b FTP Se rver S MJS s
[ [H] File and Storage Services (2 of 12 installed) files between a client and server by * - N -
[ Hyper-v using the FTP protocol. Users can

Features

establish an FTP connection and

transfer files by using an FTP dlient 2 g_)l;;;‘_,‘ )‘ .J.;z_, cr_‘u‘.,\.; Web Server 4 (5JL.Z"

[] Print and Document Services or FTP-enabled Web browser.
[] Remote Access
[] Remote Desktop Services

[] Volume Activation Services .J\fs Li._«'ls Next XD

==k |4 [H] Web Server (IS) 2 of 43 installed)

[ Network Policy and Access Services

b [ Web Server

=
= [ Management Tools (1 of 7 inctalled)

[] Windows Deployment Services

[] Windows Server Essentials Experience

[] Windows Server Update Services =

<] m | >
/
[<previous | [ Next> | | nstai | [ cancel |

Select features e : Next S 2 S aman Q;‘ >
S SIS o ks 2
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description

Server Selection

P NET Frame A NET Framework 3.5 combines the
Server Roles power of the NET Framework 2.0
b [H) NET Framewark 45 Features (2 of 7 installed) APIs with new technologies for
[ Background Intelligent Transfer Service (BITS) = building applications that offer
ADFS [ BitLacker Drive Encryption appealing user interfaces, protect
your customers' personal identity
Confirmation [ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
(] Client for NFS the ability to madel a range of

e business processes.
[] Data Center Bridging

[ Direct Play

[] Enhanced Storage

[] Failover Clustering

Group Policy Management (Installed)
[] IS Hostable Web Core

[] Ink and Handwriting Services

— M

< ] | >

4

[<Previous | [ Net> | | nsal | [ Cancel |

s TR | octart the.... e S (05 e ol 3

. . . DESTINATION SERVER
Confirm installation selections 03isc010ca
)'\bemmlnsta” é})j}g_)l}'ﬁ.’\
Before You Begin To install the following roles, role services, or features on selected server, click Install. N - - N .
Installation Type Restart the destination server autematically if required w R
Server Selection Optional features (such as administration tools) might be displayed on this page because they have S & J > 9.\,::' estart [~ ot ——
been selected automatically. If you do not want to install these optional features, click Previous to clear ) . )" U‘Mﬁ} .

Server Roles their check boxes.

Features

ADES Active Directory Federation Services

Ssi o Restart 5L o) 50

Export configuration settings
Specify an altemate source path

<previous | | nmea> | [ mstal | [ cancel
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Search
Everywhere ~

IEEE — B

Internet Information Services ({15)
Manager

L

|l 15 0IS s, 5 Lsi S€AICh 5505 s oz 31 dny

LY

L Internet Information Services (IIS) Manager - | o = .. . .
- Lo s oo (S o odalice oS shilan
@ | @ » AD » Sites » |m 2 ] @' )‘j" mj - Lf‘ 2
File View Help H 3 . - 5
Z : P = Sites REPN ‘-}.{.w .Lul.a‘\.v Sl o ‘J’"
@ - callf -y 3 Ites @ Add Website... . _
“‘j start Page Filter: - Go . Set e Add FTP Slte LSM}S 3 st &:MA‘J &_ia.ls
495 AD (3ISCOVA-F) 7S “ || @ addFre site ° ) :
i--[c} Application Poals hame D Stafus i
» [ €\ Default Web Site 1 Stopped (... Set FTP Site Defaults.. . L.
P @ Add Website. backup 2 Started (tp) | @ Help .L,S sl b
L83 Refresh
@ AdAFTP Site.. g
Switch to Content View
< m ¥
. - Content View
Ready ﬁia

Add FTP Site

0 Site Information

FTP site name:

|Keno-Backup -

Content Directory
Physical path:
|Ci\KerioF TP

Ftp site name il 3 5wt ol o
Cead 53 5 A4S 350y 1) 355 ol ol
03 Se 3 8l sl S Physical Path
SIS Next s, s S bl Sledb|

LY

Cancel
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Add FTP Site
q Binding and SSL Settings
Binding
IP Address: Port:
|AH Unassigned v| |21 | L
[[] Enable Virtual Host Mames:
Start FTP site automatically
SSL
/'@- No S5
O Allow SSL
) Require SSL
S5L Certificate:
Mot Selected
o ][]
Add FTP Site B

q Authentication and Authorization Information

Authentication

O Anonymous

Basic

Authorization

Allow access to:

| Specified USErs w |

|adm\mstrator |

Permissions

Read
Write

L FTP s o 0 bog o Soyg camin o0l 3
bl cdons i |y O Al 5 oo 45 S o otalie
SSL e 3 ol YN 0T 5 5 i oy s
JGs FTP LLs )l sl 1, SSL IS5 2 sl 55 oo
Ol o3 e plaeil Sy w0 bLIIL S
5o 2 3 sl ) NO SSL (g 3 cabas)

AeS SIS Next

(ol o gn Al 4 by e &S amiw ol 3
Cond 3 5 AS Ozl 1, Basic e S
Specified Users s« ;5 Autorization
G o s Gl S )8 G S Ol
G S S S sl Ll 5L FTP
Soo 2 s S ozl |, Write 5 Read

A8 KJs Finish

= pashbosrd & Remote Services

e Interfaces

MyKerio | SMTPRelay | DynamicDNS | Configuration Backup

0 Traffic Rules Enable automatic daily backup
W Intrusion Prevention [ Settings

Automatic backup can be set to Samepage or to an FTP server, Sign-up to Samepage.io by Kerio for free,
@ v
administrator e

(7 security settings
Service: FTP
=)~ Bandwidth Manzgement and QoS
Username:

W Content Filter

Password: | eesenssee
G Proxy Server URL: ftp:/{192.168.5.10/ 0
W & Antivirus Backup
E DHCP Server Last backup: less than a minute ago
3 TPus Router Advertisements Location: ftpe/192.168.5.10/
= ons | Backup now | | Import configuration
1% Routing Table
[ 4 Accounting and Monitoring
ol Remote SerVices s
(@ Advanced Options
. Users and Groups
§ Ak Users
g :ﬂ Groups

SlLlely 1y FTP s 5 o a0l 5l s
Bl sp [0 ba LS
S s L s Remote Services
I, Enableautomatic... 4.
Jis backup s e b S Clss!
Gao S S ool Caand 55 135

(GO 5 DL J.:.S g_JL>=:4‘ ‘_) FTP
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M)JJJ&SJJ\}M&\))‘)VJ“JJSJ)“}FTPJ)CA”LAJL?QJMJJ&L;J{)S¢U“)JLSGJL%:

DAY NPADLN ¢ gl @ aS usS 5,05 FTP://192.168.5.10/ <) g0 a0 |, fTP 5,00 sl canw o le

S35 2 S ol 3 sy 6355 0,03 SeMBI B 48 SIS APPLY (55 5 OLL 53 5 5,05 1 555 55 ,m o]
55 el Oy slml S b s’ SCUs' Backup New

Cut Mew item . Cpen Select all
» 0 ¢ X v -
w-| Copy path .

ﬂ Easy access ~ Edit Select none

Pin to Quick Copy Paste Move Copy Delete Rename MNew Properties

access ‘d Paste shortcut ta ta - falder - = History EPIrwert selection

Clipboard Organize Mew Open Select
« o |3 fpy/192.168510) e
~
# ~ MName Size Type Date modified Date created Date accessed
@ ContrelBackup_2016_08_25_11_36... 26 KB WinRAR archive A0/ o5/ F B it A0/ o5/ oF B «AitF a0/ /o5 /o F B <At

AN

Gl BZ Xy L aS 1y a5 5550 Jb typi VU IS5 aile 4 FTP sl 515 ST Backup sl 51 d

..Xfflf;(_:;a odalis |

&%, Remote Services
MyKerio | SMTPRelay | DynamicDNS | Cenfiguration Backup \ .s Resto r-e \ N :.)‘ ‘ Backup J\.g.‘ - g . ‘ ‘5‘
> B it % d

Enable automatic daily backup ‘}u f
Settings
Automatic backup can be set to Samepage or to an FTP server. Sign-up to Samepage.io by Kerio for free. I m po rt 6}) J..v )ﬁj) Jg.ir .,\,:! LA ‘L.’ J".’.L.’
Service: FTP R
Username: administrator ) ) S S S f‘ i
Password: | eeereeeere T - Con Iguratlon
URL: ftp://192,168.5.10/
Backup
Last backup: less than a minute ago
Location: ftp://192.168.5.10/
| Backup now | |:Import configuration |

Import Configuration

Upload Configuration File s, » a=io ol s

Click the button below to upload your exported configuration.

With import you can restore your old configuration on the same machine, migrate Kerio Control installation to a

different machine or even share the same configuration on several machines. ‘) Ftp ‘)_5]«0 )} OJV-::J-’[?UJ Backu p J—Lb j l"'S S . S

| upload configuration file | S—

FPlease note that the upload process may take from few seconds to several minutes depending on the file size and

your connection speed, .J\.;..S uL&;ﬁ ‘

< Back | | Next > ] ‘ Cancel
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freeriContursten “ I, Restore from backup s« ;S camiv ol

Please choose a method that will be used to import the configuration:

LS SIS Next 55 » 5 bl

# Restore from ba ckui:'k

f This will replace the current configuration completely.

Transfer configuration from another Kerio Control installation

This will keep current values of the interfaces’ TCP/IP settings (such as the IP addresses).

< Back ] [ Mext = ] [ Cancel

Loading... %

Your new configuration is ready to apply Jl’_ )J ‘)‘E'.’ J)jﬁ J_’ Lj, Al sd °ML~:~A 6)#“
Kerio Control will now restart. You will have to login again.

sl 00 Restore

@ Flease note that the configuration import neither joins nor leaves the directory service domain.

@ 1f your new configuration includes S5L certificates for Web Interface, some browsers may have a problem with
the new kind of connection. If the login page or the Kerio Control Administration fails to load, please close all
the browser windows and start it again.

Waiting for server restart..

a O]

< Back Finish Cancel
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tKerio Connect b ,i¥

55 ool byl 5 il gl a8 ol (59585 5 S S i oY peama 3 Ss S Kerio Connect

s o oslinad bl e 5 S S slaole sl

Sy &S S ealial Jadu s b S ¢S s slaasnd 5l 15 s Kerio Connect A5l silely sl

6\]345;}5@!}5-)\501)')@;@;5L;wl{gww\):.Jﬁw\fﬁ;cﬁug.&l{of@l{ﬁ

S el 3 S5l Al e ol @sl s

http://www.farstak.com/%D8%AF%D8%A7%D9%86%D9%84%D9%88%D8%AF-

kerio-connect-9-0-1-394/

Initial configuration wizard

Kerio Connect
Enterprise-class email, calendars, contacts, tasks, and instant messaging in

the office or on the go.

This wizard will guide you through important configuration options and
license activation & registration,

KerioConnect

“Wersion; 9.0.0 build 291

Mext >

Initial configuration wizard

License Agreement E

Please read the following License Agreement carefully.

KERIO TECHNOLOGIES INC.

SOFTWARE END USER LICENSE AGREEMENT )
Please read this Software End User License Agreement ("Agreement”) carefully before using any
Keric Technologies Inc. {"Kerio”) products licensed to You under this Agreement, including all
software, hardware and associated media and documentation (printed, electronic or referred to on
Kerio's various websites and collectively, "Documentation”) provided to You with such products
(individually and collectively, the “Software”), Such Seftware currently includes our email service
("Kerio Connect”), firewall product {"Kerio Control”) and voice over Internet Protocol service ["Kerio
Operater”), and such preducts and/or services, collectively, “Service,”

Motwithstanding any affirmative acceptance of this Agreement made during the installation or
registration of & particular Service, by acquiring a license to use and/or using the Service You
{including your agents, representatives and/or end users) and any entity that You represent
{collectively "You,”™ "Your” or related terms), are each agreeing to be bound by the terms of this

(®) ) accept the terms in the License Agresment!

() I do not accept the terms in the License Agreement

<Bacc ||

s ol s s se 0L ol Gamin s

LS SUsNext

bl laccept gas S byl Jad 1) asliasl 5 S

A SIS Next g5 5 s
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Initial configuration wizard
Server identification E
Please enter a fully gualified domain name of the Kerio Connect computer. This name should match the
WX record in DMS and is used for the server identification in SMTP connections. Learn more...
Intemet hostname: | AD.3iscolocal| = X |
Please enter a name of the primary email domain that will be created. Learn more...
Email domain: | mail.3isco.local —
| <Back [[ Ned> |
i DNS Manager
File Action View Help
e rEEBckz Bm § 86
r% DMS MName Type Data
4 5 AD [2] _msdes
I» Global Logs [ sites
4[] Iiorward Lool.(up Zones [ tep
I+ E:J _msdcs.Blsco.Iocal j_udp
F_ [Asceiveal | DomainDnsZones
I % Reverse I._ookup Zones 1 ForestDnsZones
b % Erus:lz.olntlsF 4 Q(same as parent folder) Start of Authority (50A) [31], ad.3isc
b L] Londitional Forwarders a(sameasparentfolder] Mame Server (NS) ad.3isco.loc
a(same as parent folder) Host (4) 1492.168.5.11
Had 192,168.5.11
Update Server Data File
Reload
Mew Host (A or AAAA)...
MNew Alias (CNAME]...
MNew Mail Exchanger (MX]...
New Domain...
MNew Delegation...
New Resource Record

Mail Exchanger (M)

Host or child domain:

| Mail  p— |

By default, DNS uses the parent domain name when creating a Mail
Exchange record. You can specify a host or child name, but in most
deployments, the above field is left blank.

Fully qualified domain name (FQDM):
| mail. Jisco.local. |

Fully qualified domain name (FQDN) of mail server: \
| ad. Jisco.local

|| Browse... ‘

Mail server priority:
[ |

0K | | Cancel | | Help
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G A4S sbwl DNS s, ;5 MX Record
MX ol 555 Ssl SMTP s w0 LLS )
3Lyl SLEDNS s 5 5> Mail o L Record
oS syl B e Ced o L S il el
I, MX Record sbel 55, il oSl sl 5

S N S S RCTY PUPS T

spsy JSE Wb, MX Record sl ol
ACtiVEJjJ.w DL 45 b Jjﬁ- DNS BB ot
Samio 43 5 S >l by 4l 3 Directory
3isco.local ;pess el 534S psss w0 b gy e

A4S o=l | Exchanger (MX)

sl» b S Host or child domain cw..s ;5 5 amio ol 5
SIS Browse (s, ,» FODN s 55 5 028 5505 595 L]

) ol i Il 3 0T (55 2 3Bl 5 ol 4 (s pl 5 LS

A4S SIS OK (g5, 2 5 ol

s omess b s sl oo 3 S5 sl |, MiX Record 312 S5
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Initial configuration wizard

Administrator password E

Please provide username and password for an account which will have full access to the administration.

Username: | Admin

Password: | sssess

Confirm password: |uuoo| -

0 The password cannot be empty and should be at least & characters long.

Mext =

[ < Back ] [

Initial configuration wizard

Message store directory E

Kerio Connect will store messages in the selected directory.

The disk drive on which the directory will be located should have enough space,

“\Program Files\Keric\MailServer\store

*® |[ Change... ]

0 If any antivirus software is installed on the Kerio Connect's host, make sure an exclusicn rule for the
store directory is created in the antivirus software, Otherwise, Kerio Connect may work incorrectly.

| <Back |[  Met> |

Initial configuration wizard

How do you plan to use Kerio Connect?

| will use @ commercial or MFR license

| want to try it free for 30 days

Trial

<Back || Ned>
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Initial configuration wizard

d.ig"l.aj M\I L s (gl g amio ol o
e = Get a Trial License Number ¢, .

Enter your Trial License number:

sAS b S cule s 5 S SIS

| | Get a Trial License number

An email with your Trial License numbzer has been sent to you when you requested the trial. Enter that

here dealy o SIS il 1y Y
For security purposes, enter the security code below. SJS ‘J‘}‘Ub Q}{'B )J J‘}?‘}A SJS L: \) )‘J’é‘c‘f'
I, Active in Unregistered mode ...:s

S Sl

Activate in unregistered mode

<Back ||  MNea> |

Initial configuration wizard

Anonymous statistics E

As 3 part of cur commitment to offer the best guality product on the market, Kerio reguests your

S 2 0Ll ys 5 as SIS Next 5, 5

permission to collect anonymous usage statistics addressing the server hardware, software clients, and

operating systems interacting with our products. Learn more... \J\-/-NJ-’ rw‘ 4.’ g_,_.,a_’ U .,L:S &:ls Fl n'Sh

@ iAllow Kerio Conrect to send anonymous data to Kerio Technologiesé

o You can change this setting later on the Configuration/Administration Settings page in Kerio Connect
Administration.

< Back ] [ Mext >

Startup Preferences...

Administration... JB 05y S5 LG 5l e Kerio Connect 9 05 S 5 (¢l
Stop Kerio Connect e ) T . L % Lol el o oS ol |
Exit Kerio Connect Monitor ujg{' SI0 R IR C Aot o2 r LS e 02 D)-L' >

w @ B Stop Kerio Connect s« ;5 5 1S <ol KIS Kerio Connect

\

Customize.. RZ Datacenter .J‘}M::-‘ StOp QT “ Ly;‘ U G .A?S ul.>=b‘
Build 9600

510 e e

Y [ i N 1l il O
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“ TTOTE STTare TEW
:(-:l - 1“| . ¢ ThisPC » Local Disk (C:) » Program Files » Kerio » MailServer b licEnse

b » KerioConnect us 5 Jbs sl

P

49F Favorites MName Date modified Type

5 Sl eddsglls LB ol Keygen

B Desktop (= Keygen 11/30/2015 2250 PM Application
& Downloads \ -
| Recent places J:.:.S Qj:S )j"j) uﬂ)}\ )J

=i Kerio keygenerator =8| *

File . . ‘. N
— el oladlad sl s, SO0
~ Browse For Folder -

Defaut License .
& Product license Select Directory Se|eCt dlr LS"".'. cgg.i LSQ‘)LQ.«-; D)
05 Type 4 | MailServer _\g’ ~ . e . .
& Windows A dossL Jg“ Lile “ ‘) 2 et ) "\t‘s &:1‘5
" Linux b doc
 MacOS 3 javaservices = - . ot
Idapmap = L’ V\ﬁ"s k'g':'ls Ok ng) ‘)'3 .5 g_.)bw‘
license
myspell . . R ¢
e 555 031> Keygen « )\).e\p_, Sled|
Noofusers [ Uni Ll oadt o v
Company ,m ‘ Make New Folder |\§/‘ OK ‘ | Cancel
Email | soment ATTIPTE COTTT
File |mai|servar Selectdil 1 [ Place license in license folder
Kerio version [ 0.0.0.0 ~

Sophos version 0.0.00 Sophos update dir ’updT Random
Interval (secs) 3600

Patch Generate r~ 80 = = .

i) Kerio keygenerator
File
License Type Options. Update log »~ J’:"‘.’.‘ J rl" “5; J “g’i LS°)L"""" e )J
. [~ Update check disabled t\cense file written
[ Automatic update disabled ‘cense patch already done
(v Product license [ Online registration disabled patching ended A LSG‘)LQ.\:J g;M.; )b E.,\.:S )‘)‘j b 5}5-
[~ Daiy license check disabled "
0S5 Type [~ wirus update disabled

= Windows [~ Install auto virus update MY Jiu U V\?:‘S k_ials ‘) Generate

[~ Greylisting disabled
[~ Crash report disabled

" Linux

- Sy » a3 g 3ed asla
G J.:.S L.i:ls PatCh c)Le.?:- LSOJLQ.J&
Mo of users 100 jl v

compery [3sco (0 D b g0, IS dSle 4 Jl58le

Email | farshid_babsjani@live.com (2
File | C:\Program Files\Kerio\MailServer\mailserver.exe m L_JB=Eelicensshilicep R nldeg
Kerio version 9.0.0.291 ¥

Sophos version ’W Sophos update dir 21emnlgr Random Resta rt ‘) r’”"‘m"» ‘LS‘}L\ﬂ'JL&é )“ J"‘f
4 3 Interval (secs) W

=D
w [ Usedifferentpot [0 [ rip I N

Search 5,15 1, kerio Connect . 5 Search s iy il 5 s5leds 5l
Everywhere -

L .S 1> |, Kerio Connect Administration ARl s 5 s

kerio Connecﬂ —

S 3ols 1y 3 ol Sb 1y s S e il e

Connect Administration /httpS//192168514040/admln/|0gln
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s Ol ;s Kerio Connect «5 (55 w0 ;51 192.168.5.1 sl> a4 Ll bk ¢ i (tomin sl o

E KerioConnect

Admin

oS sl s S

r@jbé\))ﬂ}n)‘géﬁ)ls rL» .,\..v'Lv Login 649;9...0 B

LOgIn ngjﬂ)JtLSD‘)‘jwd‘)b ‘) QJ;JJ‘)M

&g Dashboard

E 3 Message Queue
4._'*_,/_ Traffic Charts

fep Statistics

s Active Connections
B Opened Folders
It l!@ System Hezlth

kS

L

hittpe://192.168.5 1:4040/admin/#*dashboard

Operating system:

&z Dashboard

Kerio Hews

The current public release is 9.1, and brings more configuration to the dom: -
level, the ability to see the presence status of colleagues, chat in Kerio Con
Client, a Mac desktop application technology preview, and more. Release nol

User experience features include:
Presence status

Chat in Kerio Connect Client
Kerio Connect Desktop &pp for Mac - Technology Preview

.

.

Increased number of messages per page

.

Inline images in email body and email signature

* Administrator features include:

* Archiving by domain
» Storage queta and netifications by domain

Support added:
» Ubuntu 16.04 LTS
Discontinued support:

« 32-bit installations

= Windowis XP for Kerio Outlook Connector h
1 2

System

Version: 9.0.0 (291)

Windows Server 2012 R2, xB6_64

Hostname: AD.3iscolocal

L S - Techoicg| Support. | Suggest Idea...

Where is Q. Administrator *

License Details

License number:

Software Maintenance expiration date:
Product expiration date:

Number of users allowed by the license:
Number of active mailboxes:

Company:

Sophos® extensions:

Exchange ActiveSync® extensions:
Install license...

Update registration info...

53890-58477-81508
2030-11-20
2030-11-20

100

0 {1 created)

isco

Yes

Yes

Sophos Antivirus

Status:

Sophos Live Protection:

The current virus database was updated before:

Last update check was performed before:
Virus database version:

Scanning engine version:

Stopped
Disabled
Unknowm

Unknewn

Kerio Technologies s.r.o. All rights reserved. Legal Notices

Llcensew‘bﬁ‘ c.lf’.‘su.c odalis b CM}A U'L‘ YLJQZ)b S Sl ol ‘J"‘ C,.:.;.;y b)‘f‘(’)"

S a3l il 5 5515 e 5 Sl ol JL3 YT Sl b S 3550 i (4S5 5 Details
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AD.3isco.local - Kerio Cor X

« C' | B beps://192.168.5.1:4040/admin/#administrationSettings

n
L5 services
E @ Domains
Fl SMTP Server
&, Instant Messaging
£ Archiving and Backup
1] H ;ﬁu Delivery
:—, SSL Certificates

& ® pdvanced Options

Login name:
Passwiord:
Confirm password:

@ The built-in administrator account can be used only for administration and does n.

%) Administration Settings

Built-in administrator account

#¥| Enable built-in administrator account

Admin

Remote administration

| Allows administration from remote host

_J O Security

ﬁ'—l Administration Settings —
Content Filter

= 2 Spam Filter

Email:

#) Antivirus
L;QJ Attzchment Filter

% Message Filters
Definitions

L_@ Time Ranges

Only from this 1P address group:

Account settings for Suggest Idea

Your name:

| Report problems in administration to Kerio Technologies

| Contribute to Usage Statistics..

293 ol 3l s Sl 5 DS g2 Sl
Built- oU L & Admin =ls1 sl 5 s
«=L.s in administrator account
TUNES W W SR LSS FER RN
Jss

s %55 Administration Settings

ot consume a license. The

3l 5090 Lle

> || Edit

Enable  Built-in g5

<=zl 1, administrator account

S SUS Apply o, s

35ls Jﬂ)LSQJ.;ﬂ.u (Sato

:Kerio Connect 43 Search il 31 5l

L S ol OF (g pmte= Olea | Search < 5l eslizul Kerio Connect - slacals 51 S

oSt mon bt e ol wa L aS 35 e esls (il Led (sl 1l 553 0T Sledbl S G za g

add]  —
add restriction

IF address groups

add user

add user from template

add local user

add user from directory service
email address

Global Address List

add email address

additional email address

add group

add local group

add group from directory service
Global Address List

email address

alternative email address

Q,  Administrator =
Uiser access policies
User access policies

Add user

oL

Edlit group
Edit group

Alias -

oled S 3l kS K Cend 3 S
bl gl 3l a5 O 3 adS pl S placand
SaalS 5y I 55 Do dal s aniliS il
o b Sledbl ol S ol s 5,15 Add

Ll odl 2218 Jioled @ el (gl aalS

SIS i Go g el e A e s S
2 2gmse San S s b aS s plail )
S A4S e edalis |y add user gau S 5, S
esls JU| i 550 amio 4 O S5, 5 SIS U

A5 el
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a Users

a Where is
Users Af—
[
E & Groups Domain: (@ 3iscoocal ~ Seart
& Alizses Username ~ Full Name Description
2% Mailing Lists Q Admin Administrator
#% Resources
il
Jok
9
o
9
=
=
S
=)
.=
zr) !
>
‘ | add. ||  Edit. || Remove.. || MoreActions~
https:
Edit User 7%
General Email Addresses Contact | Forwarding Groups Rights Quota Messages
LS
Username: aryan -
Full name: el
Description: el ity e
Authentication: |\"deow5 NT® domain - 7
Password Internal user database
— Windows NTE domain
Confirm password
Kerberos™ 5
«| Account is enabled
#| Publish in Global Address List (GAL is synchronized periodically)
«| User can change their password in Kerio Connect Client
[ 0K ] | cancel |

tKerio Connect 48 U5 < i

00 K0 A8l 4l )8 a6l
Sy » s L Accounts s sl
2l 8l ¢l s SIS users

S SIS Add (s,

oL General cud s 5 wmino opl

Sogeled Cwd s L g8
Full e 55 5 .S 5,15 Username
23 ks s |y S Jls ol Lilg .« Name
4:b ¢ 5 4515~ Authentication <3
Internal gau S 31 S asein |, lasl
Ll e LS okl |, user database
Kerio Connect « b 5,0 J=ls 55 &

Windows NT 31 Ul S sbel 1,

4;-‘534.,\?\5.3)“5%5@‘)3 ‘)hbjs“—@.ﬂbj}w.ﬁjjbd‘séf)ks‘)&?‘j:d‘ cwubﬁ;“)domaln

03 S Sl G0, Oled e ey oS Ol | Windows NT domain g« ;S S1as auil awils

Account is enabled « =1 gau S a3 35 dalsst o o a4 opl &S s S Ci w5 S (Gl e s

G B Y S oL T FYRSTD | CEP VIV SO 6|f.vyé@)fjaﬁmﬂj:’-&a(ﬂé))u\:lﬁASU,:):T
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Edit User EAES T - : -
General | Email Addresses | Contact | Forwarding | Groups | Rights | Quota | Messages - "‘ wjb ‘ J\.;J ‘y L;G E m a I I Ad d resses b"-’ )J
NS
aryan@3isco.local | Add. T .
(— LS‘J" J\ib u,v).}‘ k).;.a.h )‘ Y J..:.S sdalis b J.!)ls

| Remove

Ok | Cancel

Edit User HES

General Email Addresses | Contact Forwarding Groups Rights Quota Messages

e t 5 8 WSe Wily . Contact cuad s

First name:z Middle name:

ol

5’ Last name: Prefix: ‘v\::‘s J)‘) Jﬁls C))y 4-3 ‘) OT C)‘ ‘.

Phone: 011132626262 Suffix:

-

Mobile: 09111111111
Change

IPEG, max size 256kB

Work
Office: Job title:
Department: | ;.3
Company location: | Mot specified > || Edit
o
Edit User 2%
General | Email Addresses | Contact | Forwarding | Groups | Rights | Quota | Messages & ‘) ‘)J‘)ls ) o ‘ \ .“}:Lfa FO rWa rding N ).)
; : L ) ) T - '
.

| AL LSl gl s s Forward Ks e

[T _
e | » s ol |, Forward to address gau S

5l 1 At el sl 5 A4S SIS A (5
S N o e Oy W J F

U aes ol o3 ,8 S uils o Groups s s

Deliver messages to both mailbox and forwarding addresses

[ ok ]| cace bjjf.ﬁt?ci‘.ﬁj‘jﬂ).’M‘)‘JJSJPO}ﬁOTW‘ﬁ)E

RGIE ) V?aljﬁ-d,a_p«.g
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Edit User
General | Email Addresses | Contact

Client restriction

Forwarding

Groups Rights Quota

"

Messages

Access policy: Default

‘ 24 | Edit... | Learn more...

Server administration

No rights
® <3isco.docal> accounts i
-_—
Whole server read only
Whole server read/write
Folder administration
Public folders
3

Archive folders

Co

1

-

03 4S 3,05 3425 e 4w Rights e s
oo« Policy ¢ eSS osled
BL ISV W] P AP LSOV I W PV S-
4 S 1S bl Bdit gy, » SIS L1 bl
S 5,05 i3 Default g5, » o5 5 ose
Cond 53 s 0 )8 | la pow 2 (g4
deps 8w ba o s (6 SO LY ool

s s Kerio Connect & s s 4 b

Kerio o e coend 40 Kl o )8 S Olssil |, <3isco.local>accounts gas 5§ 31 il axils

S ol | Whole server read only gas 5§ 31l 5 i o is ol 45 355 5,05 CONNect

Go S S andl das i 1) gl S Kl e Gl (S o odaline | 8 e a3 slaay S (Gaen )8

doal gt JolS ot B pde Ceend w @dMIN 8 1l 4 48 Slssl Whole server read/write

.w\)

LS Lasise Archive 5 Public [up w1, oS o ies il5 e 4w go e Caand 3

Forwarding Groups Rights

Item count:

Edit User

General Email Addresses Contact

User quota
#| Limit disk space: MB v
Limit item count: 12
Quota usage
Disk space: 2.7 kB
0%

Quota

X

x| Wiy » Quota s s

SIS Sl s pateta pm
a0 JKG 534S AS o
Limit disk s« 5§ ol b
LK\ YY Osls 5 Space
Sl 0 (aL?u'l BN
Limit item count .S
O WO RVC IS Jpp
VR W R TS N W Py

LS asiel,y S

oK ]| cancel |
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Edit User 7|

Lilg » 50 Messages .3 s

General Email Addresses Contact | Forwarding Groups Rights Quota | Messages
«| This user can send/receive messages to/from hisfher own domain only \ 45 ‘ | nsta nce M essa es L7 L;
Maximum message size J g .o

Use the limit defined for this domain

Limit outgoing message size to (overrides the domain limit): 1024 MB w J"JLS (S‘J" ‘>)|‘> JJ"JLS O’.’.% ‘ C";v- LS“}"

Sis Sl e Caend ol s taS b

Items clean-out

Use the settings defined for this domai Item clean-out is disabled \) LATL:‘.E LS‘)KJQLA OLO‘)Q:\A B >

# Use custom settings for this user

Permanently delete old items in:

v
Trash folder, items clder than: 30 days N J
Spam folder, items older than: 30 days
Sent folder, items older than: 30 days lS U _}M_‘s &,JS T

. ok [y
All folders except contacts and notes, items older than: 3 years | v J-f) - - 6‘9) J-’ J> 2

Sad sl bl s se
oK ] | Cancel ]

5,15 Kerio ConNect s sioms s 4 1y O e 3o, b L S slomy] 1S G dal s oS Sle
&l S e 505 Kerio Connect s Local o) yo 4 45 ol (5,8 oS ol 51 shane a2l casS

S Jas 5 s 4 bl S JWb s |y Sy LB Wl oS

Lﬁ? Services @ Domains s sl

E @ Domains — Internet hostname: AD.3isco.local 5L g Domains
Fl_ SMTP Server Hame Description e 93 r[_; SIy
& Instant Messaging @ 3iscolocal (primary)

SAS L g s

| = SSL Certificates PRI

[ﬂ Archiving and Backup
_IJJJ E_.'rl Delivery

w?" Advanced Options

J () security

®) Administration Settings

Content Filter

= = Spam Filter
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(EditDomain 7] Security &——5 -’J\j =20 uz’.‘ Bl

General | Security | Messages | Aliases | Forwarding Footer | Directory Service | Advanced Custom Logo

Password policy for local users

k“AZJ_}jL" zd‘)bc%ﬁ

#| User passwords must meet complexity requirements when creating or changing the password

#| User must change password every: days

© 1f this option is enabled, last & passwords can't be used as a new password.

PasswordPolicy for local
S 3,05 sy 4S5 ouUSers

sender anti-spoofing protection

«| Reject messages with spoofed sender identity

(L, These settings are not enabled in security settings. QJ)S JJ‘) 4.5 ‘bfj" d)‘ d&i}?
odrm oo 4 S e
oSS S e S JW e
Gl auS by oa S

[ 0K, ]| Cancel ] QJJSJLI;_‘)L"\SC;\M‘ d‘@.byjﬁ

Cogo a bl 534S das 5 3 s a jey S e sdalie IS 3 8 (55 Gk b 0L O

ol ol wB S B s 55, VA 55

tKerio Connect 48 04 5 Sl

a Users Oa Groups Where i WB J)‘j jﬁﬁ) JKAL .,\..;LA ‘U °}J§ JL>={" 6\‘).:

08 Groups ‘ Domain: (@ 3isco.ocal Groups ‘&'f. LSA“".’.J§ RESEE, J".’.)":" Accounts

a Aliases Name < Description

E7% Mailing Lists Nothing & Add S g ool L Gamio 5 5 AS SIS

7% Resources

—
 —

-
—

= Tl

Q

]
k

L[n

.| add.: || et |
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Add Group 7%
General Email Addresses Users Rights
Name: . |
Description: OJJS rL’ cName C,.&.m.g )J 9 General ;,5 )J

«| Publish in Global Address List (GAL is synchronized periodically)

publish sao ¥ S5 315 S 51y |y 54
JA’)JT L 0‘5; U'l‘ ch:.lS ul;d." b |n GIObaI
B b QT €L' Ja‘j}'@f‘)ls‘g.bﬁg&)‘}:%w

A5y s

0K ]| Cancel |

Add Group 2| %

General | Email Addresses Users Rights \ L’ "\ﬁ"‘j& Emall Addresses C""""‘"""; )"

- - — -
[ add. | Jeosl ol SGAdD a8y (555 SIS

| Edit. |

| Remove | ;ﬁj)ﬁ)56@>bﬁ‘°ﬁ;w‘6‘ﬁ

J»:,S& odalin b Cy}p gﬁ‘

fani-m@3isco.lecal

.)\;j\js‘jjiisQ\ﬁ)S‘uﬂ);wa)Jg_,)bb.
b oS Jlsl o5 cnl s 255 sba oo
oK ]| cancel | b L}f"‘)fﬂ U‘ ‘°jJ§ uﬂ‘ }*49 O\J")LS (S4an

Add Group / 7|3
General | Email Addresses | Users | Rights . N - -
\ 4.:.]9‘9;]0 d\ﬁ)ls.,\:.:\y&userw)b
Name Full Mame Description | Add... |

& anan ool N ER I VIV ] [ Remove | CMM..J 4 Add S Bx &?15 L: b o‘j; u.z‘

AeS Lol

oK ] | cancel |
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Add Group 7%
General Email Addresses Users | Rights
Server administration ‘ 55 340 0‘5; & J"""\st;‘ b Q"‘ B
# Norights
<3isce.local> accounts "’L‘"“}:" 0‘9; u_,[ O‘J_,)[S L‘,’ s ed
Whole server read only
v
Whole server read/write S - b - - - -
WS Lol andly v mws o pde G 4
|_| Members of this group can send/receive messages to/from its own domain only: “ s . ‘ e . "
s R P e R
oK ] | Cancel ] . é
sy dal 4>~ 09 JS
a Users a Users Where is ... Q, Admin
E 03 Groups Domain: (@ 3isco.local b Search:
% Aliases Username = Full Hame Description Access Policy Groups
::3 Mailing Lists 2 Admin Administrator Default
2 aryan ol Lol ady pasn Default LS Bag0 gl

72 Resources

il t

Jof

J.:,S‘_;e odalis b SIS W

tol 29,0 Jaod! (sl 0 Aliases pb ol

S e 2 Aliases ere Q
&, Users L6 Y
)
oy =
E & Groups Domain: Sisco.local w Search:
2 e @
- Alizses Alias Deliver to Description
—w Mailing Lists
Add Alias 7
2% Resources
Alias: T1 e
Description:
Deliver to: Email address —
Email address: aryan@3isco.local [ select..
’:,' 0K “ Cancel ]
st
7
Add.el | 2 = | Check 4
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PR ¢UJ;g-Lig§icM\g§i6\ﬂ45M>@LNZ¢g|) Ol gl aS 5 4ls 55> 5 Aliaes <=Ul.36\4:.5)§
Soe 3 5 S SUS A (o5, 5 s Aliases cas 5l b amin K5 s LS b s
J)j.oﬁ)lSJ?a.:‘w)JTc)Lﬁéojww)bju\f'is:)b\)J}ﬁ-u\g.u\e-rUcMLSoJMWJJoMjl{

33 o O emsl S35 2 o6 ol b S sl 1 ks

ool sl aryan@3isco.local sl 5l eslizad gl 4 aslys e T1 ol L Alias sbml Sl aa

A8 oslizl T1@3isco.local

tKerio Connect b Outlook 131 5 HLJ

Add Account

Auto Account Setup
Manual setup of an account or connect to other server types.

() E-mail Account

\

@ Manual setup or additional server types

< Back

Cancel

x

|, Outlook 153 ¢
(S48 gazms ;> &S

sl S 4o 90 J,..:QT

.J.:'sz-\;;f@

Gl 05 11 L
<45 Outlook
« Add Account
GPAE o
2l S s e
et S Sl Sose
Outlook « I, =

AL 0SS e

LS SUS Next g5, » 5 sl |, Manual setup.... s« 58 s ColS| 3ome gl 505, IS5 s
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Add Account X
Choose Service
O Microsoft Exchange Server or compatible service
Connect to an Exchange account to access email, calendars, contacts, tasks, and voice mail
O Outlook.com or Exchange ActiveSync compatible service
Connect to a service such as Outlook.com to access email, calendars, contacts, and tasks
(®) POP or IMAP
Connect to a POP or IMAP email account
< Back Cancel
Add Account X

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information
Your Mame: Aryan
Email Address: aryan@3isco.local

Server Information

Account Type: POP2 >

Incoming mail server: 192,168.5.1

Outgoing mail server (SMTP): | 192 168.5.1
Logon Information
User Name:

aryani@3isco.local

Password: AA*M:*****M:'

Eemember password

|:| Reguire logon using Secure Password Authentication
[5PA)

Test Account Settings

We recommend that you test your account to ensure that
the entries are correct,

Test Account Settings ...

Automatically test account settings when Next
is clicked

Deliver new messages to:

(®) Mew Outlook Data File
O Existing Outlook Data File

Browse

Maore Settings ...

< Back Cancel

POP or au S wmin opl 3

oS SIS

by o SAeB| L ais ol s

ONas by 55, 5 )8 Leasl

60)[»..5) MJJ EJ.:.'«S J)b b

c%ﬁ))\jb#b);ﬂ)}flj(&

JJ‘) ‘)JE.;J_)-}O Jj.é M‘ w)JT

Account 3 ys S

bl 1 POP3 a0 S Type

Cméjsjaa):).xgs

Outgoing 5 Incoming

5S35 1 Jeesl s sl

b QT)}..C« )'.A) cPasswordMJJ‘gJJ‘j ‘) J?.""'.'.‘ JNJDT QL"‘AL.’.LSJ")G ?Ls ‘Username MJJ

.%SQSNeXtéj)ﬂQQQ)JJJV:SJ)b
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Add Account

You're all set!

‘We have all the information we need to set up your account.

Add another account...

PIERE
HOME SEND / RECEIVE FOLDER VIEW ADOBE PDF
T
El E Iﬂl lepe . [E8 Meeting || |
New New | &2 H ®© O 5 Test - Message (HTML)
il [ MESSAGE | INSERT ~ OPTIONS ~ FORMATTEXT  REVEW  ADOBEPDF
New
o C o = = 31 ef
f o L Calibri (Body) e A A L e |*“'= é“@ @ b J""“‘
Do b Address Check | Attach Attach Si T
4 aryan@3i aste B I U ¥ LcE== &= ress Chec ac ach Si
“ - ¥ Format Painter £ Book MNames  File ltem~
Inbax Clipboard 5 Basic Text 5 Names Include
17 Drafts
=1 Sent ltem| | From - aryan@3isco.local
(& Deleted If | =1 . —
E|Ca\endar Send = =
[E5] Contacts £r...
=
el Subject Test
[ Junk E-m|
Notes
[3] Outbox Hello
RSS Feedd | Test Email Server Kerio Connect.
| Tasks
o Search Fd
I Admin@3is
<
Search Current Mailbox (Ctrl=E} A2 | Current Mailbox = Q_Rep\y @_ReplyAH Q_)Forward
I aryan@3isco.local N o
All  Unread ByDate *  Newest 4 B A V *
i van@3i
e a3 N o 4 Today Aryan <aryan@3isco.local>
A Test
Inbox 1 s ryan
e To  admin@3isco.local
= Sent fems Test FERATIy
= Hello Test Email Server Kerio Connect. <end>
15 Deleted ltems
[ Junk E-mail 1
3] Outbox Hello

0 Search Falders

Test Email Server Kerio Connect.
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AL GLL gamio 5 LS sl

Al dal

453 Oulook ;30 5

» Outlook ji5le 5 & sud 505 5l

Kb 4 5 1S KIS New Email (g,

Sk 3 S5

Add 1, of « Aryan@3isco.local

.@SJb)\\)élmUﬁJM\p,\p;

M‘c%j&o.&.&w‘\s‘)jbw
Admin 5 o cgibee U

el s Jle|
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5U s o 1 s eesl dilst 45 550 3525 <l 1 Kerio Connect s swig oxd Jwod! (ow g 93
S 30y 23 Sse w0l 2 s peodl Lb o o sl 035 5L gl S

https://192.168.5.1/webmail/

S S5l s 3 9 S 55 uU:T‘192.168.5.1 LSle-QJQ'lngijmJJyw‘)JT).}

. ://192.168.5.1/webmail/login/ b y = s . .

&« C' | & b#ps://192.168.5.1/webmail/login/ V\? g ® . «, - OML.LO 45‘)})4-.“
oLl )L oy e LY )
rL: QJJS J)‘j L’ aS e |

E KerioConnect 3l o e 50y 5 8
Your display resolution is too low. J‘"‘:' "‘“.!A‘j} “,)-9 d"}d Jﬁ’"".’.‘
Please use the recommended resolution of 1200x800
or higher.

Integration with Windows

Kerio Connect Q. | Search Inbox

&« 1 2 3 4 ]
Inbox [# composE

Sent
Drafts
Spam

Trash

4 FOLDERS +

Mew Folder
No messages

MNo rtems selected

4 PUBLIC FOLDERS v

Mew Folder

el 0l 3L Administrator S sl s Cod el (S o odaline VU IS5 55 45 shailen

122



https://192.168.5.1/webmail/

Kerio Control 2016 - 3isco.ir

Lga)wwfw‘ r.:j.sﬁ‘u.byf €93 Lgo)ww‘w‘w‘}w.‘@hff cg.ii LSO)LQ-\::JM
f_)YT(:Bu‘)JlS;LlJ:J44.]9}4]:4)\.@.2-Lgojwwj@M\&L):u\j)gbb%‘rwe.bffcw

..,\t.ZSJ)bQTJJ bbﬁ;ﬂ&émébﬁ)ls‘j

Kerio Connect Q, | Search All contacts Email Calendar Contacts Tasks Notes
«
All contacts + NEWCONTACT {8 NEWGROUP  EDIT i DELETE BN SEND MESSAGE
My contacts
FOLDERS + Administrator ?
Work email O1@3isco.docal
PUBLIC FOLDERS hd
o1
Contacts
Resources
radige i
wlle

52 CONLACES Coand 35 a5 s 5,15 AMIN L5 L ey o ueal L3 Ol plS & e (4l 5
..L,Sdo sdalis ‘_) d‘j)lsw‘jw‘ o.).:)'l{COntaCtS ng ‘J':"ngo a.)\.al.:..a’}ll{ J.i,.i).ﬁ ASJ}EJLQ.A

335 5b 23 Gaeto b oS SIS U s Lol (g5, 2 ilg oo LOT 51 S a il s (gl a8

First name | 5,1 Prefix

Last name | Laluply Suffix GML:.A ‘) ﬂ)ls Qbﬂ‘ )J{)) g & )J

Middle name

g [ il 1y O SleS Aol g e S AsS e

Job title | sl sk e

Work email aryan@3isco.local + QLQ)&L‘ U J:;S i" ; Save (_;)) o J.:;S
Work phone | 011132626262 +
Mabile (09111111111 + . -
5 o]
Work web | www.3isco.ir + ';j’“" p‘.’.J‘i J‘i"’-
Work address | Teham +
Tehran Tehran 12345

Iran

Notes | 2 yis yiae

Department | s Office | Office
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:Kerio Connect 48 instant Messaging <& w9 s (5 jlwilol

Cohls oS sl instant Messaging <o s~ Ll . Kerio Connect UL sl <Ll 51 S
LS s 5 Soge & e 0l 03,5 I (6 kS e I OIS (sl 1y

:Jj,| s>

Search 4 Lo DNS s, 53 SRV record 55 ab S g5, iy

Fverywhere oI N f}y s B S bl 55 (6558 515 52ST g

5551 e 30l g5 sl Sl sl instant Messaging

il DNS Manager e 03 e JSNS Al
File Action View Help ; DNS
f | =w| = — = = >4 ) r 2 . "

e nE XEBoz Bm § 8 R RS e
£ DNs Name Type Other gau$ 5 i, KIS
4 F AD | _msdcs
7 v (i) Global Logs | sites LS ol |, New Records
4 || Forward Lookup Zones I _tep - )
b 2l _msdes3isco.local 7 _udp
— i— Jisco.local - F]nm:innn::"nnn:
— Rever Update Server Data File
i Em; Reload er) Start of Authority (SOA)
on
b Mew Host (4 or AAAA)... er) MName Server (M5)
New Alias (CNAME)... €r) Host (A)
Host [(4)

Mew Mail Exchanger (MX]... ]
Mail Exchanger (MX])
Mew Domain...

Mew Delegation...

Other Mew Records.., -

DMSSEC 3
All Tasks ¥
View 2

Delete
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Select a resource record type:

Service Location (SRY) —
Signature (51G)

Text (TXT)

Well Known Services (WES)

X.25

Description:

Andrew File System Database (AFSDE) server record, Indicates the

location of either of the following standard server subtypes: an AFS
volume location (cell database) server or a Distributed Computing
Enwironment (DCE) authenticated name server. Also, supports
other user-defined server subtypes that use the AFSDEB resource
record format. (RFC 1183)

Service Location (SRV) |

Domain: | Jisco.local

Service: | _Xmpp-server n

Protocol; | _tp a

Priarity:
Weight:
Paort number:

Host offering this service:

| ad. 3isco. locall e

[ ] Allow any authenticated user to update all DMS records with the same
name. This setting applies only to DNS records for a new name.

125

Service Location (SRV) 4o ;S cod opl s

Route Through (RT) SJs Create Record (g5, » 5 LS ol |

Syd b da IS S

Golod Coand 53 UL Lk amis ol 3
53 5 _XMPP-SErVer |, s ol «
305 _tCp 1y S5 s 5 0l 5o sosladt o
s Priority e ;31,0 5+ sue 5 S
X Gosled Cand 53 5 1S 5,15 Weight
53 s A4S sl OYFA |, s sesled
S04 Soa el ol Gooled and
35,08 1, ks S sl Kerio Connect o

LS SUs ok sy,
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Service Location (SRV) |

Ll Cwnd opl g3 s S sl client

| Jisco,local

Damain:

SRV L6 _xmpp-client .. sl

| _xmpp-client n

Service:

Jos s p0s Dose a Ll S A4S sl

Protocol;

S eSS 1y ledbl 5 s

Priarity:
Weight:
5

Port number:

Host offering this service:

| ad. 3isco.local

name. This setting applies only to DNS records for a new name.

[ ] Allow any authenticated user to update all DNS records with the same

File Action View Help
= 7FEcz BHm § 86
£ DNS MName Type Data Timestam
4 i AD %_gc Service Location (SRV) [O][100][3268] ad.3iscoloc..  B/18/2016
i (1] Global Logs =] _kerberos Service Location (SRV) [0][100][88] ad.3isco.local.  B/18/2016
4 [ Forward Lookup Zones || & passwd Service Location (SRV) [0][100][464] ad.3isco.ocal.  8/18/2016
b 5] _msdes3iscaldocal || 5 1gqp Service Location (SRV) [0][100][389] ad.3isco.local.  8/18/2016
4[] discollocal ] xmpp-client Service Location (SRV)  [0][5]5222] ad.3isco.local.  static
B @ _msdcs %_xmpp—server Service Location (SRV) [0][5][52659] ad.3isco.local. static
[ 3 _sites
—_— ] tep
b _udp
i |- DomainDnsZones
i || ForestDnsZones
| Reverse Lookup Zones

ol slxl instant Message .5 . sl » SRV Record s (s s cdalie YU IS5 55 a5 ) shailan

e

|
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:r‘ga 6“""'}‘

S JGs | InstantMessage s - 5 4 2 Kerio Connect oo cand 3505 b a0 ol o

JJJJ

[ [;"? Services

(@ Domains

Fl. SMTP Server

& Instant Messaging

& Instant Messaging

XMPP Federation

| Allow users to send/receive messages toffrom people out

(ﬂ Archiving and Backup

=i .
) Delivery
| = |

!

) security

a L

|| S5L Certificates

| i Check Service Accessibility...

_‘,}" Advanced Options

O To send messages outside the domain, you need to ©

Kerio€onnect

[_@ Services

@ Domains

——

Fl_ SMTP Server

&, Instant Messaging
[ﬂ Archiving and Backup
:_'-g Delivery

=

= SSL Certificates

4™ advanced Options

0 Security

LEQ Administration Settings
Content Filter

(5.5 Spam Filter
[#] Antivirus
[;Q Attachment Filter

[ Message Filters
Definitions

ng Time Ranges

'_le IP Address Groups

&1 User Access Policies

Lﬁ’ Services

| Allow client connections over IPv6

Q' Admin v

Whereis ...

Service status Startup Type Listening IP Addresses
Listen on IPv4 & IPv6
i smTp Running Automatic All addresses:25
% Secure SMTP Running Automatic All addresses:465
SMTP Submission Running Automatic All addresses:587
POP3 Running Automatic All addresses:110
Secure POP Running Automatic All addresses:995
Map Running Automatic All addresses:143
% Secure AP Running Automatic Al addresses:393
& e Running Automatic Al addresses:113
Secure NNTP Running Automatic All addresses:563
LDap Running Automatic All addresses:389
) Secure LDAP Running Automatic All addresses:636
& HrTe Running Automatic All addresses:80, All addresses:8800
£ secure HTTP Running Automatic All addresses:443, All addresses:8843
% Instant Messaging Stopped Automatic All addresses:5222
% Secure Instant Messaging Stopped Automatic All addresses:5223

[ st || swp || Restat || Hdt.

Ll @

=

5 L s Instant Messaging

s 5080

Allow users to a8 s
«—=zsl |, send/recive...
1S SIS Apply 55 2 A
o3l Ol ,,l8 4 r)'Y s rws G

..)j.w

5 do s Services sl caslsl s

Instant 9 93

Secure Messaging
I, Instant Messaging

LY

Jv:;sg.ﬁa;@g‘;&sw,ﬁgw&i,\ip,\isjsdl;;Jﬂls)jla@\,instantMessage SRR SO LU I N

L O35l

togw 4l

s e s a5 S 3560 PIAGIN oL L s G b Al o ol 53

1
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S el 53 S 5Nl e pidgin )\_}MCJ.; 55l ol s

http://download.cnet.com/Pidgin/3000-2150 4-10281799.html

1S 3l 5 S Sl S e ezl 5L GTK 3380 4 ST oS0 o

https://sourceforge.net/projects/gtk-win/

@ Accounts

Welcome to Pidgin!

You have no IM accounts configured. To start connecting with
Pidgin press the Add... button below and configure your first
account. If you want Pidgin to connect to multiple IM
accounts, press Add... again to configure them all.

You can come back to this window to add, edit, or remove
accounts from Accountse=Manage Accounts in the Buddy List

window

Modify... Delete

Close

% Add Account >

Basic Advanced Proxy

Login Options
Protocol: W XMPP p— |
Username: aryan
Domain: Jisco.local
Resource:
Password: sssssssssses

Remember password
User Options

Local alias:

[J Mew mail notifications

[] Use this buddy icon for this account:

Remove

[] Create this new account on the server

Cancel Add

S ol 1y OF Gl le 3 el 3l Ay

keriOJ‘jj.w LJ.N))T 9 CAJS\ G J.:.S &.:..LS Add RSP

S 5515 1, Connect

5 ozl | XMPP s« 58 Protocol cud s amin ol 53

CAA-AM-; L .,\x.: 9 .,\:.AS ))“5 b JJG.J J_)jﬁ J.sjtg Username

DL b _)}?9 }AJ} .)\:;Sb_)‘) b 3)7. &&MJ L‘;;Jj) rb cDomaln

LS 5, Password .3

b S olxsl |, Remember password s 5§ S5 calsl s

A ss Advanced s s,ls Sl 5l da o5 6 3 Sledb
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Basic Advanced Proxy

Connection security: |Require encryption

[ Allow plaintext auth over unencrypted streams

Connect port: 5222
Connect server: 192.168.5.10 -=—
File transfer proxies: | proxy.eujabber.crg
BOSH URL:
Show Customn Smileys
[] Create this new account on the server
Cancel Add
@ Buddy List - O x
Buddies Accounts Tools Help
= Colleagues
~ - [
\_} Administrator 3
I
() Available -

oS

1 Connect Server —..3 ,» 5 Advanced s s

sl s S ceas Of g, Kerio Connect &5 (¢

SUs ok s,

MWWM%))}Aﬁ)SL@&OMWéJ#L@

sdalin |, ool o1 & Administrator I8 5 ol ol

Conversation Options  Send To

@ Buddy List

Buddies Accounts

@

5y i el 2oyl (10:03:10 PM) | ~

[AlFont | ok Insert | () Smile! | ([I) Attention!
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:Kerio Connect 4o Backup g Archiving Qé)‘d@

LI SErviLE "
@ Domains [BArchlvmg and Backup

E WL SMTP Server Archiving | Backup
&, Instant Messzging Target archive directory: | C:\Program Files\Kerio\MailServer\store\archive

lﬁ archiving and Backup o To make the archive directory change take effect, restart of Kerio Connect is required.

Email archiving

S Delivery
JJ 3 | Enable email archiving
—
il || SSL Certificates Archive to the remote email address:
s ) )
4™ advanced Options #| Archive to the local subfolder
Interval used for creating of new archive folders: manth hd
O Security
- «| Compress old archive folders at: 02:00 {hh:mm)
] =) Administration Settings
ST #| Archive local messages {local sender, local recipient)
(= = Spam Filter #| Archive incoming messages {remote sender, local recipient)
[ antivirus #| Archive outgoing messages (local sender, remote recipient)

™ #| Archive relayed messages (remote sender, remote recipient)
() Attachment Filter

ilter rchive messages before applying the content filter check (viruses and spams will be stored intact in the archive folders

[ Message Filters arch bef Iying the content filter check ( d Il be stored intact in the archive folders)
Definitions

'J;’ [_Lg Time Ranges Instant messaging archiving

';j’ _lg IP Address Groups +| Enable instant messaging archiving

'.3 The archive contains communication over Kerio Connect Instant Messaging server.

\J % User Access Policies —_————

=) - | Download archive... |

3| & at

0 User Templates

G Gy vserTemp

|

:y Company Locations

Sy S 48 3505 35 5 Caand 33 4o ol 53 45 Archiving and Backup sl YU S il
plIS o S5 Sl e 4 551 5 5,8 Instant messaging archiving !, s 5> s Email Archiving
A5 JGs gl 5L 8 | beasy S

S bb (s3lue b e Lilg e aS 3505 545 Target archivedirectory sas S amin VU 3

IS jaseia |y yod )l

Archiving s, » dsls o S 4@ 1 OS5 egl Sledbl 5T 51 s G dal e S
A dal g 550 Sledbl IS ) Sl e oS S
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S Jes 5 S 4 b Ol Sledlbl I Backup skl ol

¢k Archiving and Backup

Archiving | Backup

Backup scheduling

The backup system includes a basic backup (full backup) and one advanced type of backup (differential).
Differential backup stores only files changed or newly created since previous full backup.

2 Type Day Time

|| <4 Ditterential Thursday 01:00

(&Y Cifferential Friday 01:00

(& Differential Saturday 01:00

@ Full Sunday 01:00
| Add... ] | Edit... ] | Remove

Target backup directory

Backup directory: | C:\Program Files\Keric\MailServer\store\backup

@ Path to the network drive cannot be specified as a mapped network drive, use a UNC path (\\machine\directory).

@ 1f the backup directory is on the netwark drive, you may need ta specify username and password.

Notification

Description
Ditterential backup

Differential backup
Differential backup
Full backup

Enter an email address of a person to get notified once the backup is completed or if any problems arise:

Current status

Start Now B

Where is ...

Q,  Admin *

| Advanced... ]

| select Folder... ]

| Specify... ]

| Apply ] | Reset

sl |, Enable Message Store... 4w S S5 e ms e 05,5 Jl sl 5 L3 Backup s s,

J)\b S99 fﬁﬂ Q)y “ BaCkup ‘J’Iﬁjf LS‘J" LALSJ...;—QLAJ LSJ“““Si <93 Lgo‘)l.«.j: C,..q.w:&).) c.l.:_.'S

cji.:b LSLQ‘).J‘) BEES J}.J:LSA (abu‘ laoals ‘.}SJ‘ Full Olaa L.’. J.ALS BaCkup g.g..v' ‘4""‘“:"{'.’. BEBESL Las oS

S bl e duole) S 0Us = g ST ss e bl Differential o5 « Backup

S SUSAAd 55 2 Al e

LS})JJQS.:,LSL:J.::‘}SL;GM‘\SCM»‘ ol uﬁ.;h;ﬂBaCkup LSJL.A@RJJ\:.WJ‘M 60)\.«.5@“5))

a5 |y ees ool Select Folder

)LpraCkup)EUJ.:SgﬁngstartNOW ng_)ﬁ\Jwijﬂc‘)lsqvﬁé‘ﬁ)%LSOJWWJJ

.Jj...»
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1Swilogil & 590 4 oyl 935 S Jaod! (40 S SU

S es 5 s w0 il e S SU Lasie Sloy Jeolss 55 15 0l pl8 (gl feesl Aol s 4l 6

LIy Services

(@ Domains g

(@ Domains

Internet hostname: AD.3isco.local

rUéjjﬁ)JiﬁDomain Saeao 3l

S SIS L s o e

Fl- SMTP Server Name & Description
& Instant Messaging (@ 3isco.ocal (primary)
lﬂ Archiving and Backup
JJJJ T Delivery
Edit Domain 2|
General Security | Messages Aliases Forwarding Footer Directory Service Advanced Custom Logo
Message size limit IR0 LSW 02
#| Limit outgoing message size to: o MB b
e >
Items clean-out
Permanently delete old items in: ‘J‘f.j’“’ M essages
«| Trash folder, items older than: e 30 days
« Spam folder, items older than: 30 days dw Al g)‘i‘ 0°
«| Sent folder, items older than: 30 days
¢ -
4|l folders except contacts and notes, items older than: 3 years | v )b 'JJ‘J bﬁj et
O Old items will be deleted throughout the message store including messages, calendars, tasks, public folders and mailing lists .
archives. Li.i 60)[&.«2 Coond
Deleted items recovery - : <
Sl dalge S
«| Keep deleted items for: e 30 day(s) after deletion
Q‘J.Uls J.:A.i‘ r.>=>
v
[ oK ] | Cancel |

St S Sl e

iy 01,505 4 el Sl Yo B ST Wil e i)lS 8 s geas ol 55 45 S Ol |y s e

&S jasia Send, Spam, Trash sy av s 1 baply Ll Slie 4515 o T (Soslad Coad )

Aas i 1 Ol st 5L o il e L a8 ol ol a2 S a3 33 55, ¥ ([0 3 ke oo 40 &S

Gkl Sl ax U348 e Sl 0L Sledbl a5 Sley S aseie Jilg e e (Sosked a3

UJ\?- Q‘j)g Jﬁ“"‘i‘)‘ Jbﬂ‘ﬁ‘ﬁcw‘ ol wjfjh.))b ‘)j_)YI' bh{.\JJ“.sML) 4.2.::‘.5 L;x]:
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a Users s

a Users

2] "
@ Groups Domain: (@ 3isco.local b
% Alizses Username « Full Name Description
;‘, Mailing Lists .?. Admin Administrator
- : A
wa aryar el iucy e
2% Resources r Add
Edit...
Remave...

More Actions =

Import and Export

Frint

Reindex Mailbox /
Recover Deleted Items
Restore IM Contact List...

User Statistics..

Mobile Devices...

L 0l ol Sl gl
Spe 4 b S s,

rodsaUsers syl g,

SIS L sy5e )8 )
Cad 319 S oy

<425 [More Actions

Recover Deleted

A S i U s sl sl 51U

AS ol 1 Items

S s 23 Dpse 4 Ll das all

a Users

E eg Groups
% Aliases

a Users

Domain: (@ 3iscolocal

-

Full Name
Administrator

Username
: Mailing Lists 2 Admin
& aryan
Py . @
a . Resources add

e Edit...

Print

Remave.

More Actions

Import and Export b

3

Descriptio

ol s

{Edit User

General

Email Addresses | Contact | Forwarding

Rights

This user can send/receive messages to/from his/her own domain only

Maximum message size

Use the limit defined for this domain

# Limit outgoing message size to (overrides the domain limit):

Do not limit message size

Items clean-out

Use the settings defined for this domain:

# lUse custom settings for this user

/ Permanently delete old items in:

Trash folder, items older than:
Spam folder, items older than:

Sent folder, items older than:

Trash: 30 days, Spam: 30 day:

All folders except contacts and notes, items older than:

Quota Messages

s, Sent: 30 days

30 days
30 days
30 days
3 Years | v
[ oK ] | Cancel ]J
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S sl 1 Gatie glalr s b Lol 31 6ol slass, sl Al 5 e Items clean-out s s

Edit User 2% 3 9o ‘J Q‘J'.’Jls J‘.‘."*‘.’.‘ 6[..,4_9 4'<"'.’.‘ LS‘J"
General Email Addresses | Contact | Forwarding Groups || Rights | Quota Messages

User quota \ ‘J"l‘.""s J‘“‘G j'.’.) Q‘)M 4" ‘L.’.L’ """;’."‘S

| Limit disk space: 1024 MEB |v

(' #| Limit item count:

Quota usage

Disk space: 77.9 kB Item count: 23 QSLAQ ‘dwj‘ DO “9 ‘)J _l:j |‘9:L;¢ q uota
0% | 3% |

User ceud ;5 5 1,2 Quota s 5l

Limit item count .3 ;5 5 aS

w

VALY

0K ] \ Cancel

:kerio Connect 43 Antivirus oo, Jled

b Ol s s BT omispm ML &S oy 035 Wl 5 511 s Jeasl L1z Kerio connect «l sl

oS s

(15 services (2] Antivirus

E @ Domains

«| Use the integrated Sophos® antivirus engine
T SMTP Server

Integrated antivirus engine

& Instant Messaging #| Check for update every [hours]: o 6 | update Nows...

- Enable Sophos Live Protecti
[ﬂ Archiving and Backup fable sophos Hve Frotection
JJJ The current virus database was updated before: Unknown
J !I "
B Delivery Last update check was performed before: Unknown
[T: SSL Certificates Virus database version: 5.11.8586422
— :r?b Advanced Options Scanning engine versicon: 3.58.3.0
Configuration
--g ¥ If a virus is found in a message
c-_; Administration Settings # Discard the message
Content Filter Deliver the message with the malicious code removed g
. Spam Filter #| Forward the original message to the administrator address: administrator@3isco.local

— - Forward the filtered message to the administrator address:
(7] ANGVIrUS  s—

[;g Attachment Filter If a part of a message cannot be scanned (e.g. corrupted file)

| ¥ Message Filters # Deliver the original message with a warning prefixed e

Definitions Reject the message as if it was a virus (use the settings above)

LL? Time Ranges
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Use sau ¥ S5 5 dsi ANtivirus 5505 13 gamio S8 abiay s 0 L;;ijﬂosjsd&éd\ﬂ

ssde s SleMbl b s SIS Apply s, bl 5l am (S Ol | the integrated...

] Antivirus Sao S S S osled Cendd s

«| Use the integrated Sophos® antivirus engine UlPL:J b CheCk for update eVery cee

Integrated antivirus engine

#| Check for update every [hours]: o 3 | Update Now... 5; fﬁ ‘CAJ:..«.:‘ ‘U QJ}J J-.A:.A CJ‘)‘}»,& )J ch.:S

Enable Sophos Live Protection

The current virus database was updated before: Unknowin 9 J‘}J‘f Caiv\gj OT Wtﬂ) c)b. &.i CA.PLW

Last update check was performed before: Unknown

Virus database version: 5.11.8586422 b Ena bleSOphOS L§4"1’.j§ &'; j§‘

Scanning engine version: 3.58.3.0

If a virus is found in a message
# Discard the message

(2] D g o Jbé e u.p'\j Cole @

+| Forward the original message to the administrator address: administrator@3isco.local

Deliver the message with the malicious code removed
Forward the filtered message to the administrator address: é PO b
Uﬁ IR rlﬁ ;‘ €93 6@)\».« Coend 2

If a part of a message cannot be scanned (e.g. corrupted file)

# Deliver the original message with a warning prefixed e JJJ@ U'.‘.J J‘ L.’. Dlsca rd JE" b)ﬁ” rL‘..'.’. oo
Reject the message as if it was a virus (use the settings above) v . ) _

3gh odlin b of oS L s ass esli b

S 505 1 ol sl sl 5 ol 1 2T gau S 0 K5 S e

cdj}‘ LS“"'.’.; G?J\Ab (aL>u‘ J:Ai‘ ‘_}I L;)JJJ&‘)[SA}“-)\ASL’SM‘ v\."‘}:.’ ‘_) LA:A{‘ )§‘ c“ LSQJLAJWJJ

pls 03,5 TRJECt L 058 35 4 5 S oy by roul Ty 31550 o8 ool wikai 3 s Lo Jool Il
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:Kerio control y® 406 j & b Spam gua ySw

-’)‘jf““{o‘js@ QT.\.:.A;; 645;.,.;,;45;}*:& b;;\ LAMU)'JA Qsﬁw)'\ L;\ﬁ &LA)\);’\ (I ‘_-ﬁ\)b

5 S oLl s

Bitdefender ., (9T oSl b s 5,8 slaply 03,8 2 )

L o3 o3l Ol & s Sla sl 31 e 3lml b 515 0 4 s 5 ol o] Sy =Y
Al Ly dead

el Laaali 3, 05 S 2l ol p 8 e s, S oS SpamAssassin -Y

e ol ol b 5l ely Jlasl 6l o) Greylisting -¥

a ,5es Slass 58S ol glaaaliz a5l 68 sl 1y SMTP o U ply sl -0

Ly n Jlw)) Sla 51 Oy

Eonnect

L5 services : LSpam Filter .,\_gLoA_i ML,)'J_A m}ﬁ LS‘}LVJJL;_B LS‘ﬂ

@ Dpomains Spam Rating | Blackists | CustomRules | SpamAssassin | Caler D | sPF | Greyiisting || Spam R

L s server L s L s Spam Filter 51y 5,05, S

&, Instant Messaaing / Spam filter configuration

‘E Archiving and Backup [[] Enable rating of messages sent from trustworthy relay sgents defined in SMTF relay options _ R . )

T Delvery Spam rating limits LS“"'.’.JS &:’ ‘S pa m Ratl ng — PL

[F] sst certificates Not Spam Spam .

4 advancad Optens 5 . S ol |, enable Spam rating
Tag score: 3

© searsy Block score: 9.5 i €D

- v .
®) Administration Settings () ATigher score indicates a higher probability of spam. Set the value to 10 to disable biogking. =y 5 s JL&Q Ra t1 ng s 9 “)LS R L

‘Content Filter
5 Spam Fiter  fmm— Reached Tag score limit action 3
B Antivius [ Prefix the message's Subject with the text: e ==SPAM ‘\S - ‘ C)J R u_" A\_, ») w\ - *lw

(22 Attachment Fiter Reached Block score limit action

% Message Fiters [[] 5end bounce message to sender e ij.-) C,.Q_M,_; j) ck_g" LEOJlA.n;' W )J

Definitions [] Forward the message to the quarantine address:
ﬁ Time Ranges

19 1P Address Groups L.)-i‘ 4.’ ‘bj"j" cTag SCOre w 45 JJ‘J

MLOMOJLw;w‘ﬁ‘AS.L‘SL;O&:JL.JJ‘)6‘0)[.&.\1‘LS‘)‘JS/WJJ&Jh)‘MLJJA(SQﬁASCM»‘Cy}A
slais ST Block Score ¢ s 5 5 g o Sl i 5 sl Ol gsa fl'"“i ol AEL i 0 ) K

bj,&L;o S ghn (sL:i QT gMMQ,a )‘SMA w)w L)'i‘

S0 Hﬁjf‘ cdw 60)@%&)3)%&5@‘) LS)‘KW"’:]’ CL’ J.:."jJ&jJ 6@)WMJ.>
ol eddagdas oly oo G0 S syl s Forward sas § o Ol b Ul g e A sl S

.,L:.S JL\.«JJ‘ Ji‘.{J LJ,N))T
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1P S 30T 3 Liply (30 55 Jild

Celb oS olajys v U'“J-’T 3 el glaes S sleel b Aslsn U syls 55 Q;l.gl.é .»! Kerio Connect ,»

S (6 gl s 0T slaply Jlsl 51 L5 0 alisa JLu

Q)yM.\:’.L)Lgu_l‘LS\J.»45.)..:.55[9;:")%J‘J#)Jﬁ‘)&uw‘)}i‘)‘o)ﬁ&.liLa‘)lSGJJ LS‘J"

WS e 25

LE’ Services

@ Domains

L 5P server

&, Instant Messaging
(ﬂ Archiving and Backup
JJ” Ej-_! Delivery

[5] ssL Certificates

242 advanced Options

0 Security

-

L9 _ bent Filter

= - Spam Fitter

L] Antivirus

2 Attachment Fiter

[ Message Fifters
Definitions

119 Time Ranges

(19 1 Address Groups

&1 User Access Policies

@ User Templates

KerioConnect

9 Cormpany Locations
ttns//192 168 £f 1-:ADA/admin/&

" 19 1P Address Groups

B Item &

= (H Local clients
™ 10.0.0.0 / 255.0.0.0
= 127.0.0.1
) 172.16.0.0 / 255.240.0.0
" 192.168.0.0 / 255.255.0.0
=
T 00 17
) feg0:: [ 10

$i%) Administration Settings

——

[ Tadd_? |[ it || Remove

Description

Private address space for local networks
Private address space for local networks
Private address space for local networks
Private address space for local networks
Private address space for local networks
Private address space for local networks

Private address space for local networks

P s, LSleas

=

5> 5 Lss Address Groups

IR0

SIS A (555 o3l Gemio

LY

Add IP Address

Add to a group

() Select existing:

(®) Create new:

/

Properties
Type:
From:
To:

Description:

Local dients

Spam-Server

Address Range s
173.187.15.200

178.187.15.254

—

=rver

OK ] | Cancel

137

I, Create new au S wsiv pl 3
ol s 4 1y a2 0s S el 5 AuS Sl
Type cund ;5 I8 ol 5l e S 55l
ol s 4SS Ol [ s sl £
Sl o Ozl e ysl Range ccuws
S 5 OT 40 48 s wal 51 iy b
23S 3l s Cend o 1) At
sl 53550 05 5 b S SUS OK (5,

.Jj..w




Kerio Control 2016 - 3isco.ir

KerroConnect

LIy Services " &3 Spam Filter
(@ Domains

Spam Ratin Blacklists | CustomRules | SpamAssassin | CallerID | SPF | Greylistin Spam Repellent
WL suTP Server i g pam il ek

. Custom whitelist of IP addresses
& Instant Messaging

[ Use IP address group: Local dients v | Edit... |
lﬂ Archiving and Backup -
O All TP addresses reserved for private networks are always induded in this whitelist by default.
;—'j; Delivery
= . Custom blacklist of spammer IP addresses
=] SSL Certificates
Use IP address group: ‘ Spam-Server w {Edit... ]
4™ Advanced Opti B
o ptions
(@) Block the message
0 Security () Add spam score to the message: 0
;."-i Administration Settings
Content Filter Internet blacklists
o f—
(== Spam Fitter 5 Name - DINS Suffix Action Ask Directly
) Antivirus I} -SpamCDD bl.spamcop.net Block Mo
[} ’ SpamHaus SBL-XBL zen,spamhaus. org Block Mo
(3 Attachment Fiter [7] ¥ SORBS DNSBL dnshl.sorbs.net Black Mo
t_]‘ Message Fitars I} .SORBS RHSBL rhsbl.sorbs.net Block Mo
I} ' WPEL - Weighted Private Block List db.wpbl.info Increase score by 1.4 Mo
Definitions
__E} Time Ranges
(19 1p Address Groups
= L
& User Access Policies
' | Add.. ||  Edit. ||  Removwe

a_u User Templates

=3

350 Vb Ko il 5 shate s €4S 3 me SPAM 5w 4 15 OF il L3 (sl 1o 53 05, sl 51 e

3,05 3 g2 s Cad ds camio ool 53 s Black List <5 sl A 5 2 Spam Filter

534S AS B me | Lawsl 5l slaes S ls o Custom whitelist of ip addresses cs s
s g4 el aile o555 2l Lol Slopls CIsma 5 S 13 A )

Jd Cwd 3 S 1 a5 Oles Al g« Custom Blacklist of spammer IP address .. s
sdalio 1 pll ol YU U053 & 48 Ol 5 5a) (0555 S 53 5 Sed ol 3 15 A3 S sl
635 5555 2siS s 53 5 izl |, Use IP address group s«u;S b 03 SJbé gl (AsS e
Block (sau S 3145 uuS oo odaline OF 3 53 1y a8 55 el 5l cdaS Ol 1) 595 15 5 40
Ll 35 3 gdons 03 55 oo Il )l Lok s s a sl ol 5148 s ool oo S sl | the message
S 4 8l e S bl |, Add spam score to the message s pss g4 S SIL 5 A
ol O 358 jtia e ol el 3 la s 3 oS a5 50 ply SPAM (gojled 1S 1S pdlel

D)‘J)‘Jﬁui)éfl:ﬁéuw‘))ids%*go.@w‘)&u)jﬁéﬂ&.z\.:.v‘jstﬁﬁﬁdlilﬂWJDchJJll:ﬁ
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£ Spam Filter / a seae-| - CUstom Rules s s
SpamRating | Blackists | CustomRules | SpamAssassin | Caller ID | SPF | Greylisting | Spam Repellent

Custom message rules L}:‘:"‘j'; LS)“’“S.’. "\?"}Sgﬁ‘a

Search:

o = z
g Item Type Content Action Description Last Used Before . M & .
modiw ;b ST (AS sl

Jﬁ"".’.‘ U'~’~‘ cbﬁ X ¢J:.4..».| S
S yh

e

/

| add J[ it |[ memove || RemoveUnused _,u_;l,odg. jLS L}'i\ 6\?;;‘ &‘ﬁ

Reject messages as soon as possible (during communication through the SMTP protocol)

Tf the message was rejected by a custom spam rule Add 6}) j )ﬁ)) § .

Block the message and do not deliver it to the recpient.

[ send bounce message to the sender

[IForward the message to quarantine address: ® s § s

| apply || Reset
(Add Rule ENES
Description: Block-Email — ")‘J 3> Rule U‘.’.‘ LS‘)“’ fl" “g.’. (At U‘.’.\ DL
Condition ¥ ‘ ‘ _ e
> dyld > LW S Je
(®) Mail header Ol Sl Lﬁgﬂ D I ..js 3 ) -~

O Mal body Jeosl 2 1 6555 5 (Mail header) |l
Header: From o kA

Type: contains domain e w 64«:; J»“!L! St U'«" BL S ol (Ma” bOdY)
Content: e

Action

(S osled Cand 3 5 S bl |y U

92 60)‘.4»: C»«.M..;)b 9 J\?\S A_JL>=:.:| b FI"0m

(") Treat the message as non-spam {overrides the SpamAssassin score)

(®) Treat the message as spam and rejectio Q:ﬁjﬁ &:’. )‘ ‘;L.«)\ éuthu‘ v\c-"j:-’ &\ L;‘j’

() Add spam score to the message:

contains g4 ¥ Ll oas s |, el

Enablerule
5 Aw LSOJLQ-; k:,.a-w.; DLES g.)l.’>;'b‘ ‘) domaln

[ oK ] | Cancel l

.Jﬁ))‘j\)wﬁjﬁw‘)éi

cjﬁ-T)J_gJ\.::M‘jﬁ- RejeCthpamJla_»sjy rl.::g 4)2.; JJ}A&HﬁUL};&‘L)L@?_— LSGJMCMMJ)J
test.com pess 51«5 alaely ples 5 ds dals b Rule ol causS cnl Ol L0 oo o
eslaal 3 ol ¢¢L§ s S akd ol ) s slaas S SV PP POLAER WA VY PESIC] IV e g

LY
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s wod! (i gnd S BB o 5 Sgune

~ " .
(£ services (22 Attachment Filter Where is Q. Administrator

E @ Domains
Enable attachment filter
Fl. SMTP Server Filter options
t" Instant Messaging Send the sender a warning informing that the attachment was not delivered

[ﬂ Archiving and Backup Forward the original message to: administrator @3isco. local

JJ Forward the filtered message to:
11 o) Delivery

[ Discard zip archive containing files with dangerous extensions (e.g. executable files).

F: SSL Certificates o The blocked attachment will be removed and the message will be delivered to the redpient.

— %% advanced Options
Filter rules

() security
- E Type Content Action Description
;__E{ Administration Settings O G File name Fexe Block Executable File ~
Content Filter G File name *.com Block DOS Executable |_]
(= = Spam Filter % File name s Block Microsoft Windows Screen Saver |:]
= G File name *bat Block Batch Processing —
- -~ -
iﬁ (2] Antwvius GA File name *.vbs Block Visual Basic scripts
j:.- [:g Attachment Filter GE File name = == Black CLSID extension vulnerability w
Q < >
o) ’
N Message Fiters
= =] [ add. ][ Edit. || Remowe
a Definitions
~
119 Time Ranges
. | Apply ] [ Reset
(9 1P Address Groups v

3l VU IS ileay dl5 oo oS e sl 6l ool 53 1 sy sla R 65 Al oSl 61
ol LS Ol | Enable attachment filter g4 S 5 5 . 2 Attachment Filter . 5

Send the sender a warning informing that the attachment was not delivered . .
Forward the original message to: administrator @3isco.local Li J\:-QJ\). ‘) 6\}3} daﬂjiaﬁﬁ ¢ L}:}‘ Le J\JM 4.3 &.‘ 6 ‘j‘f

Forward the filtered mesJ—m I sl 1

[] Discard zip archive contaj Description: P — Add 6}) J-.’ jﬁ)‘) ; . _)‘;_;LAA_., J\:_;‘js‘f ‘J\::_Q_)‘_;

) The blocked attachment Condition

If a message contains an attachment where:

Filter rules [Flenamd|v|& =bin - o 5 J.!.Le Cy Condition Cond BEE J\:..S ;§:.lS

@ Type
7] B8 Fie niame Action . oo . . L.
7] B8 File name () Block the attachment J—f.l—e 4—3 v\:—"‘}-’(f ACtlon Cand )J 9 J\.:.:S ul}::." ‘)
7] ;J File name (®) Accept the attachment ut into & Document '
7] B3 File name ct File . ..
7| 58 File name [#] Enable filter rule .v\-:ﬁ.l} Li Jw:ﬁ.’ GjL?" j.h) 3)‘}#
7] 58 File name r
7] 58 File name asic Source
7] B8 Fie name L | cancel ]Ji
7] 8 File name Bt DIOCR VIET DETICE DTTVET
7] 58 File name F.wm? Block Microsoft Windows Media Download File
" /5 File name *ws? Block Microsoft Windows Script
Add.

™
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