Qﬁ_ﬁﬁﬂw
) 901 o Yoo
.9 W Slwe o
S50 b yijg0l

Microsoft

CERTIFIED

Mohammad H.Shirkhodaie
www.modir-shabake.com



www.modir-shabake.com
(S gy WLS' (8 y20

4 v )ls B (WINdows XP & 7) Li5e0] 6,90 4 aisie  Sio SIS o) )
00 0 535 SleMbl 4 ettt cusel Mlg5 o ol 5l edlisinl b aS wald 0 bl 8o
boye a5 ol sl acass jl (S g amd (lidl 6ySadn j5b 4]y Jonels ) 2
Gsb ot 311y a3l (o T d jlme e g giasd Sl (68 gl g leMb bais 4,

Hwled Byl g

cly?

A W W e T LD R



www.modir-shabake.com
(S gy WLS' (8 y20

il asly olosl (Permission)  —w iws sla ojlsl 4 jaie puslio b asilis
o LB g, ,» PErMISSION ;I oslizw! cle MLl cblis sl ol 51 (S a8 wls o
Sgge SleMbl 4 (pw s jl (35 Hlwn 3o U ol (o0 B0k (nl jl g bl (o Lo jilsd

D905 S S sl ()l e g Fenels o) 2
s (elym Wl (o 1) 63U el ilpo @y ol odlisl & ol 39, 51 (S0 s
bl ool 5l ealiwl b sl o (ENCIYPLION) (6,135 50, 4y Laisie con )9l oy
90,5 s 0dd 5,50y ©jgo ] PanelS g9y 2 39290 CleMbl (oolod Alg5 (oo

Doled SO0y 4 3ly8l plu lawgi |y dgs CleMbl & o yiwd 5]

cly?

A W W e T LD R



www.modir-shabake.com
(S gy LS (8 yxo

Seud 3)la (c9) 4 9 03,5 ENCIYPt ol yobo 4y 1y leMbl wlys oo Lo @8lg 5
SleMb| gl d WUlg 0 a S pasud S b pl o wule S TeuelS
Do bles Lo 05 124 Al aldly _w yiwd

axlye SLeMbIL haid o 5l dnled Lo fonelS 4 3985 4 8l S 3,8 So ST >
usls walgs 1 las leMbl 1 osliml el Mas g 1 04 (5,135 50, 45 LBl oo
SleMbl jl ecblis (6lys ddo b Lo ol 5SS ENCIyption 51 oslazwl oyl 5l

-

oy g 3 o) 1Sl el ad s by et b dige) 3 el 5 ASL (o
Mbobbw‘

cly?

A W W e T LD R



www.modir-shabake.com
(S g gl QLS (S yxe
ol 3 Sloe 5l cowlio cals aojls il ol 5l eolawl a8 sl awsly as g L Jg
&l ol 5l oolnl B asl (613850, wle 5l oolitnl a3l (gl cunwl o Lo g 1l 0
D)5 28lg 35 Aibo g oo Hlows Lo
0138 (il 09)S s hsel 4 At gy ey (Sig S QLS 3 ©jg0 ja 5

cla Lole wiwww o 10l (ol 5l (6008 eolaiwl 5 (g5lw ool (SoSs s ¢ 00

g0l anlgs 1,3 1, Windows XP & Windows 7

cly?

A W W e T LD R



www.modir-shabake.com
(S gy WLS' (8 y20

dallas 5l sy aS 5,13 g3 g ylials] )l codd 0313 yBjg0] 3,8 4 juastio sgud 4 dgi b
Sty ) asllao a1 o (il e b g Sl 4 sl Gl )3 39290 eulao

Aolos ool lags diews syl leMbl (6,135 50, o Lass ¢l ENCIyPLiON o jaise
A5 dbS (s oly pow g doled Jde 00l joy g @ |y 3g5 leMb] il S
Encryption &, jaisce Slus 5 OIS oled 5l g 2j90l 1y lings SleMbl 51 Ly
S, OlS Glaal  asles oaliiw! ube g (63,0, yobo 4 Ul 51 g 03,8 lay eML

cly?

A W W e T LD R



www.modir-shabake.com
(S g g DS (B yro
BEEREER ), L), s o 4 LS alad (gl oS oyl panlie dallles

Sopad 53355 (£S5l oo i oy 8l sl > ligs diad)| SleMb
d)lf s b d\){ d)‘K}O) Culols )’I JJ)‘A Llad aS =YL R ol O‘ﬁ)lf u.o‘.o.}’

.DJ;L;O dw.oy Juul.o.: o3 laiw] L;«a.’xwl.’9

s
199 010 35 o3 48 wyg0T 09

www.modir-shabake.com



www.modir-shabake.com
(S g oS LS (9 o
A olyd (bjgel 09,5 lawgh oad piiie (Siig Sl sl QS oy i il 4l

les dxlye o5 wyd]

www.Modir-Shabake.com

cly?

A W W e T LD R



www.modir-shabake.com
Qb mdlic NTFS Encryption b UiT  : ol cwnd

39 NTFS Encryption il ooly gooliin! Kigha>  1p90 cuowd
Windows XP

Workgroup ,o Recover Agent b JUiT 0 ow caond

9 NTFS Encryption sl ool g 00l Kgf> o le> Cwonsd
Windows 7

Domain & Workgroup ,0 EFS culbil® (j090 Jld é  :pouis Ceowsd

Windows XP & 7 oo
e chp
W W T G SN R



: J g Coowd
] |
NTFS Encryption
4l molic




www.modir-shabake.com

V39 (O yhe

L oy o=l 50 ey 28 NTFS Partition o e cls Features 5l o lgies
S 50, aaplio Gloddo b core ol 5l ol Caomid 15 g Ll ENCryption e Ls
0 3D B33y munly S 598 wumlie (gilw ool 4 (cdm wyd g CuiS dalgs il
Encrypt 4 ¢,li550, L Workgroup ! aSs Juo cov g (Slodde yobo 4y gy i

S anles Lsl leMbl 5605

cly?

A W W e T LD R



www.modir-shabake.com

(Cryptography) ;& w, b LT

-

o3 sl o)l edlatal po) g Conl 4i8)S )15 a5 3550 Jluns 059 yel & cowlie I (S
Lo as ol 8w ptwd Copde & aite Eou Cuwl 0l (5yg o yhaastio ¢ o)l
63)‘9—" Jl_A-C‘ c.)._wl.: P L;}L» °3[f:i J.‘ls (§OA=0 dl&b WKA )’\ o3 lawl b &S Ml) (s°
v g Pl wlio 4 Gl o s S e s 4 Gl 1OGIN ke oman

Sk 3ylge cpl 5l Sla diges

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

(Cryptography) ;& w, b LT

(JWo (ylgns

0y93 3l) J=3 sl oy ;o PErMISSION Jlsie comg canlio 5 (668 jlun dig05 S5 b
s leMbl cul San (g ol oais Lsl (Windows XP & Windows 7 _i;46
390 S )3 &5 ola hoy bl )3 WS )8 e 9 CBpw 3)90 (S8 g0
DS ]y GleMbl 4 jlore e (pwjiwd ol Mg o 35 (o0 )8 ilo oLy

é.’l_w 4 ‘) Q‘).g)l_f L yawd Cu o J_u‘y (P (W yuwd Lgl.ﬁ o}l.’;-‘ )‘ odlaw] L’ LY ]).'>
dsled Copds 450 8 JenolS oy p LOCAl & jgw 4 a5 ulio L ¢ 005 Share
PRI L cosls | yrod I 16§ odm 4y o)l 5 oy AS i njlnl S
DD robu‘ ULT S9) ¥ ‘) Jl.o&‘

cly?

A W W e T LD R



www.modir-shabake.com

(Cryptography) ;& w, b LT

Sloml Lud 355 () 2 (siwtel &Y Sy a5 23,5 oolatul (g g Mo Sl ol (o0l
ks (23 cdnled ojiwd BB s 5 oyl > den )3 5 ol ]y lud &l > a5 235
ol 9, » (Coniidentiality) (Silo e Jguol 45 ()50 )3 g 418 Cbjos & > S oS
)y e g oly 8l gty oy 4 cwl (SRee s ol 50wl i Jleel L1

D)5 ooy o> lgime 4w Sl pas 4y (Sloyoee ol I j5late 5
B ) ol il 5l oliza U |y oledb] IS ubs 4 5 o5 lscaiilE

3,91,5 (Confidential) sl yoee g0 45 (6,505

cly?

A W W e T LD R



www.modir-shabake.com

(Cryptography) ;& w, b LT

cxod 1 &Bly 3 (65 50y ple sl (o 6y joy slie 4 il > Cryptography ol
od g S ol oSl by g Lo (slgime &) jlome puf g yid Sl gy sl (gl g ol

il ash Cryptography e aowo )b as 1,35 21K 31wl sads glal 5L,
sl 03g) oo sl ple ol e 5 5l 3 (olla (Slajl &S gl (o dngie

A5l oo Slai Sygo & by slixe 4 g Lib e Ly 5l Cryptography cul s,

fif
A W W e T LD R UJP



www.modir-shabake.com

SR 30y mdlio b LLT

1l o Gl Bl g (63,08 L Cryptography ole ;5 porso o5 ;1 ealiiul

» Encryption
> Decryption

el )0 (03,0l 5 vt sl pote 93 (ls (o |y (2LiS 50y 9 ()T s,
ale ol )3 395 o3l 5 adgl cyd > SleMbl g L g6 o «cunil> Cryptography
peoly clls 13 Loy L)y 5> SleMbl g Ly adly 13 g (oo oiels PlaiN b Miaol

A5 o a5 Plain Text bMas! cuo s sl 45 ol ol 35,05 51,8 ook oS3

cly?

A W W e T LD R



www.modir-shabake.com

SR 30y mdlio b LLT

S Gl 2o B9y 65 )8 4 g gl S50 el sl o Sy 5 (el I (S
oo o (g 9 390l 5o, goys ], leMbl I Plain Text cw s olgn o olel 5
shino 4y il ) aS) el o gll CIpher el cou (6,59 pardo bl ron (glys

(ABL (o3 0 S oy

3905 s Cipher

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

SR 30y mdlio b LLT

oS ulg 0 Cipher i 3o
9 oo 4185 CIPNEr il by o] slime &5 S)se 4 plain text Las ol o4,
Ol il Iy Oygio dy a5 gy g 03l Caoyd jl SleMbl conl )3 ool Hlows ol 4
P AS (Shge 0 D s ol A i a8 i odomy 9 (S50 (e 4 L (o0
SleMbl 31 o 23,5 o bis U] Siboyore Cosld 15,5 )18 jlxe pué 3,8 o yiwd
Cl ol )3 39y Sy dy Seund 3)lo Mo W55 518 (s 0 o1 (S50 ©jg0 &
PR D Mas o «ciS dnled o5 dug)y 0dd (6513550, eI b 3 lhin 00

by gz |y odd 8y (clud

cly?

A W W e T LD R



www.modir-shabake.com

Encryption 4

33,5 (6pSeln ol 4 53l o yied 516 63,8 (613508 1, SleMbl ate 1yl 4

2gw (0 oyl g o &5 o)
g o (= s DeCrypt ;b a8 sol walgs 13 y90 4 33,5 o ENCIYPL on
$lg (o oy g X 93 Lo p ENCIYPLION aseis jobo 4y caiil oo ooliiwl LB a8

DyS Oy

cly?

A W W e T LD R



www.modir-shabake.com

Encryption 4

> Symmetric

» Asymmetric
D98 o i )lte sla WIS L 6,135 1S slo (SYMMELNiC) coss 3o,

D9 o &l o)linel gla 0JS L (g)l08 1S sl (ASYMMELTIC) pg 59,

cly?

A W W e T LD R



www.modir-shabake.com

Encryption 4

S ol g Ul 5l eolisin] b a8 39 o oalitnl ola 0S5l leMbl (6138 50, 5

dges SleMbl 5 Ld (oliS 50y 5 )15 50) 4 phidl plgy (ool sl o oS!

:Jolds a8 Al o dtwd g0 by WIS oyl
> Public Key

> Private Key

g (o0 0ol (pogad AST g eges sla AdS

cly?

A W W e T LD R



www.modir-shabake.com

Encryption 4

2LiS 50y g0 a g (ENCIYPL) ous (5135 08 &g a0 s o a8 ol 51 oolitwl L
23,5 . o3zl (Public or Private) 4

P 9 oo b i Ry 425 50

5 Cipher text 1, Plain text oo U7 5l osliwl b aS™ ols 4 ,635) 5 cole ML 4

cly?

A W W e T LD R



www.modir-shabake.com

Symmetric g,

Lus 3903 ENCrypt & Decrypt ¢l 8 & 51 0 b g SymmEtric s, 5o

23,5 oo odlaiwl

Jlo ol gins
23,5 o oalaiwl WIS SO 50 SO 0,8 it g 5L sl gy ol o

) Lo S 28ly ,> b 0 PUDNIC Key wis ol )5 oslitwl 550 48

ULy g)iS ey el 48 (08 lan 5l g il o g lito o L

23,5 o ool 35 SliS ey gl WS led 5l 0ed oo eolat]

cly?

A W W e T LD R



www.modir-shabake.com

Symmetric g,

)‘ ool l_’ s Ml.’ s® Plaln TeXt g A <\.J9‘ l.u.) LY A.ul.o.: P oo J.i.w )9
olen Jol yisnolS 5 35,5 . (Cipher Text) sai ¢,13550, Symmetric Key <

.

Plain Text cos s 4 a8 50, 4 plisl s 008 lod 5l oolitl b 35 dails jSguelS

S

Flain Text Symmetri Cipher Text symmetric Plain Text
Key Key

cly?



www.modir-shabake.com

Symmetric g,

ey gy (g aisl YU aslyy o5 L SYMMELNC 5 i (sby o363 ol
i ool 5l &lge yid pd Wil o SleMbl ges ENCIYPL Jlesl plsl j3 sl
b S de b o gitel slo wi)oSl 1 sy 03,5 (oo ool el il 5 &

e 5 edtsled oo 5 opplize
> DES, 3DES, AES,...

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

Asymmetric _wg

oo 03lil > LS 50y 9 6185 50, g1y PUDliC & Private ,S o5 y» 5l aie ol o
s ol 2LiSe) cly ;503 Su g ()15 50y sl 4SS T gyl 2 @05

Soled dogi dayly e o Jle 4 e opl 5, See 3l i

cly?

A W W e T LD R



www.modir-shabake.com

Asymmetric _wg

FomelS b ol )3 )ld D92y 0235 g el B lgie Cod Panels 90 dples (153
s el oo 13 (638 50y 4o A1 0355 Soneels PUDIIC KEY ) o3lisial L otz
BRI s ) )3 il o JLy] 00558 Sanal S el s

Aoled o bd oliS e, plil cusl B3g5 4 aie o5 Private Key

Aol o0 085S JguelS Public Key shyls 1ads onsiw,8 auolS plpls

cly?

A W W e T LD R



www.modir-shabake.com

Asymmetric _wg

(Wil (o0 1 Joo 39 42 9F > 4SS
ot b 88 0155 SanelS PUDIIC KeY l oalinwl b Loy o ENCIypt & as s b o

4 paitse 1S 4 1 ales DECTYPL ) s Wlys (oo (0155 Sgmels’ (i) piguals

A5l o Ly 3345 Lass |, Private Key

cly?



www.modir-shabake.com

Asymmetric _wg

= o Canl 03,5 ENCIYPL 1, s 5565 oS onitn 3 JaualS > S lgf (oo

Maoles Lys 3,5 Decrypt & slusl wilgs

2 B9 menlie b ;)8 &Y e I (SECUNMEY) cutal 4y aisee (bjgel (sl 09 53
i dalgs Ll JelS b

cly?



www.modir-shabake.com

EFS 8 y%0

EnCrypt 4 phidl lss o o] ol 2 oS 2le (g 51 (S0 5 594y Jole pltues 52
=l aSs Jas pEFS 55,8 il o EFS o5, 4 et 390 le Ml 3503
03l 9 2,5,L8 (g bl oo oy 5 wrd B el gl 5 03k )l WOTKGrOUP
Edsio mutlio CALD § (6,3L Wioils eeld ol aid baes 10 EFS 5l ealisl (g5l

b o kCertificate 4 PKI ales
G9d SuigyiSdl LLS aalie o5 Windows 7 L o Windows XP  _sjg0 0,93 5
2l 48 Jae cos EFS jloslital g my 40 pladl JolS™ jsbo 4y il oo o)1 4 bgsye

Sg0i pudles LOCAl &0 4 b 5su0lS o WOrkgroup

cly?

A W W e T LD R



www.modir-shabake.com

EFS 8 y%0

21> pudled J1)3 wyp 3,60 O€IVEr 2003 0r 2008 40!

pply S ol 4o (el S Calise bylyd (cw)y g (395 meplie (ilw ool 4 (gany ()3

cly?

A W W e T LD R



‘P Owd

Sy ool g oolaiw! (N o5>
NTFS Encryption

Windows XP ,s




www.modir-shabake.com

V39 (O yhe

» EFS culils 5l onlinnl (g5l odly 4y aiseo baylpd pwyp o b o)d Cons dabdl )
il pgd Comud slal > pimed By panles Workgroup ol aSs ols lasxe

S5 malgs ol 1S 3)lge (dos (pwyp 4 398 yd
Jole i Cod 598 Cihl (il o3l g odliiwl bl S cwyp 4 poyd ol
Pl ol oy ds gdm sl o 0 g cBy pale s Windows XP

a5 wanles Windows 7

cly?

A W W e T LD R



www.modir-shabake.com
EFS 8 y%0

» Workgroup )« Jaw 45 9 234 0 Encryption File System s EFS
Meo yigeeals’ S 45 S8 sl o gl o3l BB iome g0 4 iomals y (g
i Solw as ]y g8 b b aslg o wled o edlizwl Windows XP Lole qiwa
A paise db S S)le So Cunl o pslaie ol (sl gl 5 o ENCIYPL )50

Swles obsesl 1, Encryption

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

EFS g jlw oolw

tole o sdnlin 1, ENCIYPLION & e 43S 5l oles 5 S5 )

or Encrypt attributes
: :CUmprE:‘-ﬂ contents to save disk space

P [/ Encrypt contents to secure data

A A 3yl o 9 PTOPEIUIES (28,5 L wilgs oo lajilgh g o bl oled (59, »
S il ausl asgr b baid wules bl 1) 398 45 S,k Ko Advanced cus

b o NTFS File System 4, e sla suiaily ales I EFS

cly?

W W el T LD N



www.modir-shabake.com

EFS g jlw oolw

515 slayilgs o b LB b as NTFS g4 5l conls b Lo oo iyl ol i

sl o e S5 gl Wl ol 45 ous ENCrypted

by

cly?

A W W e T LD R



www.modir-shabake.com

EFS g jlw oolw

Compress  (sla wypo 4 15ly (o 1y ;g b g L S loj G 53 &S oled g5
olo; S 3 1y 398 a5 95 5l (So LS Cannly (0 a8k anles L & Encrypted
4 2138l Wilg o o» COmmand Prompt 5 Cipher g i esliiwl b sl ol
Aoles Lo 9505 ENCIYpt
2olod o3liwl 5 sl zugw ol per 4 CIPNEI jg2i3 5l cunsly (oo yobaio oyl (sl
> |E
> ID
39—o3 DECIYPL (ol /A 4y jais gugw o 0905 ENCIYPL (6lys /8 4y i gugw

D35 oo ool L
A W W e T LD R t'[l)[-]



www.modir-shabake.com

EFS g jlw oolw
M3 (o> o aloylgh g o bl b3 g5 2 bl FOICE ol IF ) jaes g
33,5 oo odliwl aisl oas ENCrypt cusl (Sas
(19365 o0 SKIP asb o0 ENCIypt L3 51 a8 Sl cdls ol )

> IF

cly?

A W W e T LD R



www.modir-shabake.com

EFS g jlw oolw

ol bbb 4 et Candg dule ol zugw ek 9 JB ©yee 4 |, CIpher g 3

b o ENCrypt o jee & EX s Data jugs a5 soles o staline S5 )

E:\Data>cipher e

Listing E:\Data
New figes added to this directory will be encrypted.

o], DECIYpt w50 4 /0 gugw L DatA jlgs a8 siles o otalio 35 5 S5 )

E:x>cipher e:sdata ~d ‘* °w‘
Decrypting directories in e:™

Data [0K]

1 directorieds) within 1 directorieds? were decrypted.

cly?

A W W e T LD R



www.modir-shabake.com

EFS JW&! ¢ J&

Pouals 59y p &8 Iyl oo 13 y90,0 ENCTYPL y90 4, 1) (363 o 4SSl ) g
(oo «Casld me|9:>o ly Los (slood Sl giote odaliie Olfw\ LVv] U S8 clus sl

2w les ot liie 1y el s ENCrypt «5 1, Notepad

Notepad

! *: Access is denied.
[ ]

T

cly?

W W el T LD N



www.modir-shabake.com

EFS JW&! ¢ J&

Move or Copy I, i sais EnCrypted cla LB asley o5 105 o)p)l8 cpwizeon
buwg s Delete loas Encrypted ola L a5 asl ansly asov mb Jg cdiles

Error Copying File or Folder X
O Cannot copy test: Access is denied,

Make sure the disk is not Full or write-protected
and that the File is not currently in use,

QK

cly?

W W el T LD N



www.modir-shabake.com

EFS by JB 31 soliint

S 93 o il ous <y 5 (WINAOWS XP) 55008 <G 65y 10 )8 99 dnles y5 )8
2l o Administrators og,5 gae 598

el ol 5>l 035053 o0 ENCIYPL @jg 4 Co 5 1) 5065 la LB o) 51 (S
L s Move I, Lel L 5 inles oanlio | 558 sl b (glyime Wl od 1505 )8
Mol Delete 1) 3¢ cla LB lys o Jo 2l COPY

cly?

A W W e T LD R



www.modir-shabake.com

EFS by JB 31 soliint

Administrators og,5 4, 45" cul FUll CONrol s o5lst 360 1ls 4y ol ol o
Sl ol oa b 031> JgnelS (g9 pr bajlod 5 o Ll olod 4y 5,8 Ll g0 &
39 I3 45 (6 gmalS (555 3 158 5 o o sl lo 53 JSio (il p39e3 B )b
Owner 4 ... ACL ;I 1, Administrators 9,5 cuul o 43L - Administrator

Swles Gl 1yl 03,5 sbe) 45 Lo yed o b Ll
)5 g sloyg gl bl 3505 ENCTYPLL ()8 divo 5 o0 48 oo plool |
09,3 gac 45 Sl LS ) .l salegss 1y Ul ases Delete b g ssalin -l

(3L . Administrators

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

EFS by JB 31 soliint

(il 39350 Jl0)l8" Bly )3 5 a3l oo USEIS 095 guie o8’ il)l5 oS aples a2 il
Encrypt 1, 4l o5, sloo! fliases a5 1y ol oy Wil o 55 ooyl o) Mgd o0
o (63850, (ola s Slgime Wl o3 o2 AdMinistrator o clls ) s sl

Masled oamlin 1) 399 )8
399 AAMINISLrator lawg sguse o8 sl Ly 3405 Delete Kl 48ks™ I

Measly aalgs

cly?

A W W e T LD R



www.modir-shabake.com

EFS by JB 31 soliint

6395 ENCIYPL 1, 1 a8 ¢,0)LS 3> 4 33,5 ENCrypt Lb G oS S0 53 cplplo
o 3o g o piwd Il il _wyiwd ) (lgiore 4y Klg o3 (6,500 1) zd Col
O Sl | ) > A >g & A 0 1% Encrypt ‘ ‘,’l_é S s | ) gio

g 8lg55 yumo 35 L6 1 & Full Control Permission

— ywd o3l sl o 3l J ol S s Encrypt +_ LRt EDue dSul )

Al o wglite L1 o] 4 sy (Permission)

cly?

A W W e T LD R



www.modir-shabake.com

Jlo

o ENCIYPL ©j90 4 G o1y L6 G w0 USEIS 04,5 guae a5 (g3ga50 )8

.C;wo‘ 0.3)91).)
el ool aule o LOgIN FauslS pod 4 395 (68 Glus L Administrator

b g |) s plol (598 00l ()15 50y L 55y 2 Wl (o0 g5 &S Jles]
ol Wl g 40

, b wls o Lid ¢ aules Open, Move, Copy I, 38 LB il o5 Administrator

ol Delete

cly?

A W W e T LD R



www.modir-shabake.com

EFS iwio! 8 5190

Ui 33,5 o o ENCIYPL cleMbl coiel (sl&5)) caely oS ol wpe 3)lgo 51 (S5
oled il o ;53585 581 g o S bawsgi o ENCIYPL (olo L6 osnlive el pac 4

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

EFS iwio! 8 5190

aiid,;94_g’)/t:;a<>>)5 Reset I aa L LS SO jems &S el cpis 0

:Computer Manager Js.us" ;I oslazwl L s Administrator

All Tasks r

pelete Encrypt ©,50 au a s ol Ll 598 cdls 93 y2 5> cdpled
Rename

Properties

dg gup 4 A Hla3 090 )5 ) bgype JanelS (g9 0l

by Lalgss |y ssalin 4Kl

WWW.SOF TCOZAR.COM [llﬁf’



www.modir-shabake.com

EFS iwio! 8 5190

S 531 s ol bl s ol o ol 03,8 Reset Password 1, <5 Account a8

L g el 00 345 30 13905 RESEL &) jouo 9 Cawl 03,5 J590l,3 1) 395 3 y0m
03,5 RESet I, cg5)5 lojlo 5 o)l 3505 S5 b 4 4le;le Administrator

vl
PS4 pat e o ENCIYPL (sla bl L atien (sl coml (o0 398 3130 (saled >

Miples  Jaslolis L5 3,00

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

EFS iwio! 8 5190

cdd 51, s S Administrator e s e wl o Sao (T
buwes o0 ENCIYPL cla L1 5g>g 5l 4T 51 LS wawles SL Local Users & Group
l, ol Account a1y ¢ ,0,lS pa 5L ST cdls ool ) awil awsls gMbI 568 )8
pae JSio v il il e (L8 3)0m lon b g (L8 AU len & 11 03,5 Delete
Aalg (BL 35 0gd 4 p)lS ol es ENCIYPL (sl b 4 o jiod ISl 5 oraliie

Ll

cly?

A W W e T LD R



www.modir-shabake.com

EFS iwio! 8 5190

b o oplpls 2,5 o, User Account ,» SID 54 Unique « ol ol s
g baulyd ol (ooled 4 )l snalS (g5, 2 (2l 0 ENCIYPL (slo L &5 55550
ISl LS (S 5,5 S oyl 53 cdudl ansly dng ol & yaiSee el 3)la0

S Algs aslee USEr 12 SID 3e UNIQUE 5 o olis b 55 (SAM) 55008

cly?

A W W e T LD R



www.modir-shabake.com

EFS il 3 /g0

sz lasin )8 S as Delete @ ygo 13 a8 598 o aisS Lo 4y sl ol o

4 0m] 50 53 (B> FgnelS glie 4 g ytod 1503 9 355 o S| 5o oI SID &

D \le50 e L8 pU oo

Local Users and Groups X

Each user is represented by a unique identifier which is independent of the user name,

! \  Once auseris deleted, even creating an iden

tically named user in the future will not

restore access to resources which currently include the user in their access control lists.

Are you sure you want to delete the user sh?

Yes

JJJ = - FJ";I!‘- :J-I-‘“.

Mo

cly?



www.modir-shabake.com

EFS iwio! 8 5190

S Camls (o0 YigmalS' 59y y 005 ENCIYPL @50 4 Ls (392 1> @50 53 ol
bilys opl o 33,5 Reset Password L 4 Delete 1,15 Account oS sules as g5

el 50 sodg cnl (2l Gblse b g Al oadh by

cly?

A W W e T LD R



www.modir-shabake.com

ouww Encrypt sl B 3f Backup 4

Backup < el os,S EnCrypt 1, U1 jo0gs a8 Lo g cle M wlgie 0,8 S
Encrypt clb s & o 4 L6 393 BACKUP (13505 RESIOrE jloj ;5 sl angs
2 ysd o by L1 wilg o Administrator a5 sl acisls as g5 23,5 o 2bjb o

Aules Restore |, wl 48,5 Backup Ul ;1 o) p,8 565 oS 1,
o= o9 ENCrypt conle dlawly 4 oo 5L U1 3405 RESEOrE 5l sy by 55 s

Al ansly awyiwd U 4 Wl oo Administrator e ,agé o s L

fif
A W W e T LD R UJP



www.modir-shabake.com

ouww Encrypt sl B 3f Backup 4

(o2 ENCrypt sl b 5l) cowl 5,5 Backup s¢s cla L 51 0,18 G ol ol
4 pladl oo AdMIN ol o5l Administrator o, 1, sai 43,5 Backup LB

6500 aed g adgl p)l5 5 e 5L ol o il 03,5 s L1 5,5 Restore

Sl ansly o ywd L & _33193’ o

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

oww Encrypt sl 1 1 Copy 4w

So el o3, S ENCIypt 1, (LT o395 a5 1y g leMbl 5l salgsy o)l conl Sow
»aole asgr b el ol s wsles ags (CD, DVD, USB Flash) o, » oS
s Removable Media «lsass (gq) » leMbl 3505 PaSte s s COPY @ jg0

25 -z, oas Encrypted cib ;5 s CDRW

cly?

A W W e T LD R



www.modir-shabake.com

oww Encrypt sl 1 1 Copy 4w

ool g aolei Ls anls uly o 1, oas ENCrypted cleMbl &g ¢35 ) Lads
Sl 6 5l ity a5 agd Canss o) biley (B 35 398 slo L6 ENCIypL
ooy 5o sla |1 g3 COPY w9 5l o oo ENCIrypt

(USB Flash, CD, DVD). L. ;| . External Storage Device

& Jsle i ¢ly a5 External Hard Disk ¢y, 598 sl L1 S p9d do,

|, 3¢5 o ENCIYpt cla |1 salssy asslis 0,5 o (4 S 3l S djis

A slool EXternal clas,la 5l oslzal b 1), ol dslys o doled (oS Lawitions

cly?

A W W e T LD R



www.modir-shabake.com

aﬁ‘s)‘&f}o)‘stbdgﬁ}'béw*v‘dww)ﬁ

3o 59y s losiiwwo b 9 48,5 Backup 1, o ENCrypt clo Ll a5 <o y2
|y 39 sl Ju aS o)l s 508 cbs 9> 43 wwles S EXternal s
Cl 03> plosl 1y )8 cpl a8 Lole wivww 9 yignolS (¢, p Laid o cusl 03,5 ENCrypL

Al Al o piwd 368 sl bl & Ll

el dogh dn doiio ) dlaly (ran )3 (Jlie 4 g905e I e S (]

cly?

A W W e T LD R



www.modir-shabake.com

aﬁ‘s)‘&f}o)‘stbdgﬁ}'béw*v‘dww)ﬁ

Copy L o Backup ases & 265 o ENCrypt cle ML 51 60,18 a5 solei 45,8
03,5 52,5 I L 398 j)S & (gja0ng ol i (LY 4 L s sl 03905 At
RN 1S Lo o LS el oyl 5 acad ol Si5to cuad b oSy Ea]

3,90 39>40 Lo Backup L 4 External Hard Disk (¢, ;!'1, 395 a5 EnCrypt

XXX

ably )3 )13 395 4y yaie )8 » a5 5 o p Private Key o gosse ol Ju
50y 5 DECIYPL (LSl )LS yo &y aisie 28 alig 4y Laidd ol (6135750 (sl L

by Lalegs 1y jus olis
clip

A W W e T LD R



www.modir-shabake.com

aﬁ‘s)‘&f}o)‘stbdgﬁ}'béw*v‘dww)ﬁ

395 Lo s 903 ENCIYPL & 5131 a5 ¢ 0,18 Private Key jl cuwl (o cpl ol
9 d)‘)_9‘ P)_’ J.J.) BNV &S PIPe ) i cJ.ul.o.: A uw 9 BaCkUp Li.) Cowl 0.3)5

L g LS AcCount 5,8 SUL L g Josle i (g5 4 joumo (5)38] coew b

Encrypt Lus walss 51 oo b g augd o 60,8 olus 2905 RESEL Password

Awled Jae 6,555 p)8 (sl g ()X FouelS 4 FanelS G Sl I8 G ol

dwslos oolizul byl 03,5 EXpOIt 1, 1M a5 ¢ ,0,15 Private Key ;1 s)lse ol don 5

Moo oo doyd yoo a4y S5 SleMb| 48y o 5l lp dgn g0 Sy iy opl &

cly?

A W W e T LD R



www.modir-shabake.com

Private Key .49 g08 Export

dles yiguelS 51,18 Private Key ages EXPOrt 4 slusl sl o jobaio ol (sl
S dges diz (cyp 4 > (2l )3 45 31 3925 (598 Jas bl (sl (o250 s ol
RSP P i

yobaie syl el il o CIPher jgiws 5l oslitwl 3903 EXPOIt el o ol s

Ju)l.QJ o3l /R .9 o‘).o.m 4 Clpher YD )‘ wb s®

cly?

A W W e T LD R



www.modir-shabake.com

Private Key .49 g08 Export

-3 EXport 4 ol sl MMC Certificates Console - ,b s ily s cpizen
1y a4 S gy LS Account L ol o cowss wwles )8 Private Key

L9 MMC oS 3,15 e 9 03,5 LOGIN ules EXport 1, -1 Private Key

cly?

A W W e T LD R



www.modir-shabake.com

Private Key .49 g08 Export

:wles Add |, Certificates Snap-in s 9 o0 MMC JguiS 5,15 jolaio ol (sl

Add Standalone Snap-in

Available standalone snap-ins:

Snap-in Yendor

#4 .NET Framework 1.1 Configuration  Microsoft Corporation

_-:i] Activex Control Microsoft Corporation
Microsoft Corporation
I@Cc-rnpm& nt Services Microsoft Corporation

This snap-in will always manage certificates for

(=) My user az:z:c:unl*

() Service account

() Computer account

WWW.SOF TCOZAR.COM

PX

Aoles ol |, My User Account a5 aolsl



www.modir-shabake.com

Private Key .49 g08 Export

Sgmo oy b Sy Pl s (o 3gb (o9, 3l oolisal (gl o5 el il avgs L
<9y = Sl EXport 1, ol Private Key szl o a5 08 g o EnCrypt

o5 Personal Certificates cuows 5)ly aslsl j3 sl asly 399 b 5w

.
.

__] Personal
# ] Trusted Root Certification Authorities
+ ] Enterprise Trust
+ |_] Intermediate Certification Authorities
# |__] Active Directory User Object
+ ] Trusted Publishers
+ ] Untrusted Certificates
+ -] Third-Party Root Certification Authorities
+ ] Trusted People

cly?

W W el T LD N



Request Certificate with New Key...
Request Certificate with Same Key...
Renew Certificate with New Key...
Renew Certificate with Same Key...

WWW.ESOF T OEZAR.COM



www.modir-shabake.com

Private Key .49 g08 Export

PEX S6ms b L1 S o slosl 55 a5 03903 weSS 1, Wizard & cul (o 4ol

| N j sh.pfx
l"'"."’ .
—_

P Lo Wizard ag,y Jado 55 48 il ax 515 4oa g (S [NERGS

1S Jalss slbu! Private Key o yaise

Aoles Wbl 1, Yes, export the private key

Do you want bo export the private key with the certificate?
i

+) Yes, export the private key “"F‘

No, do not export the private key

cly?

W W el T LD N



www.modir-shabake.com

Private Key (49908 Import

g 1o, ans Copy L o Backup cul ooz Encrypt a5’ Data ;| a5 sules 5,8

S S )l FanelS Sid 35la byl s ol p3 sl 63,8 ()l &5 1, sl el K6

wly s Disaster Recovery slsul 4 55 s clls opl )3 gy oo o jl (o

Dy abled 599 dwg s plodl (oS 4 M dois jd il

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

Private Key (49908 Import

_\_;..:Lo.:pu.a.:‘) > &bw)&b)b@wbu@o.&n] D939 4 wa.wéﬁ) d‘):
S P L Cnly (oo aedl po (adl (L8 5au0g b cglite Siles 00 (355 5 £53)
o (Wil adly (6)K0 pb L g adl (LS )5 pU o WilgS o) Sl 00)S yya &S s>

Sple 10gIN s o

Awles 5L 1, Certificates Snap-in ¢ o.s MMC 3,1, Tsiocs puas

cly?

A W W e T LD R



www.modir-shabake.com

Private Key (49908 Import

oLsal |, Import 4535 SIS ey b g 36 Personal Certificates cuowd )
&S 5,5 4 e Private Key us (Import) :oges 5)ls 51 oles ) Ui 55 cnlod

| Console Root Object Type

= £ Certificates - Current User
= m :onal There are no items to sh
¥ [ Trusted Find Certificates...
nterprid g ;
+ |_] Enterpri Al Task Find Cortificates. ..
+ ] Intermme: —

# ] Active D View » Request Mew Certificate...

5 0 Trusted ot e
|, 4yl 03, EXPOrt Ms s 1y (L &y yaice e g 03,5 Jlis |, Wizard asls! s

Soled o8 1) adS™ 13505 3)lg nlse g 03505 yasuiie

cly?

W W el T LD N



www.modir-shabake.com

&S

3905 IMPOTt &y aisio Jolye (prod Gl (oo cduled oamliio (6)S03 28" gmals’
= elgss ol (e (Jo adwles JLod ;05 o), SemelS (o, 0 1, Private Key
) bS5l (S 005 ENCIYPL Ly wsl (oo )18 53 gyl Mo o5 gueels o (5,

Swled sdaline Ll (S )8

cly?

A W W e T LD R



www.modir-shabake.com

&S

Login el sas ENCrypt Lus (s a8 J LS L ) conl (35 g5 &ygo o 5
pli8l ¢ 03505 LOGIN ;S5 )18 L aalsl 3 casles EXPOIE 1) )18 ol aldS s 9 dlod

4 815 o wb pgd )8 ©yganl ) cnles Jgl g8 4 pate (S (3905 IMpOTt &,

Al Al | w piwd Gl 03903 Encrypt 1, dop SledMbl as” Jgl 1,8 Lud b giee

cly?

A W W e T LD R



www.modir-shabake.com
ouw Encrypt sl BB @ yf 9 )15 wl (w giwd 031>

-

Ol 310l iz plojer &5 JanelS S (g9 2 dlgt sl (See &5 (03190 I S
sla 5l as 418 sl owyiwd ojlal 4 e wwled (gl ool Al o oolatul

b e o ENCrypt
o=l 3 Cwlon, S (1550, 1) 365 slo BB 1) s Sanels S gy g dmles 123
sl Ll 4 pwyiwd ojlal )05 )5 iz 4 dalege ()8l (Sl (S Sl

Aokl hags ol e,

fif
A W W e T LD R UJ)[-]



www.modir-shabake.com

ovww Encrypt sld BB 4 o 99,415 plw (w g 03>

w6y ol sl Certificate ¢ 05,5 skl Details au 3 5 cawl (o b ) 5

.).ul.o.’ &.15 Deta”S 4.«.’; 59

[ | Compress contents to save disk space 2
¥ | Encrypt contents to secure data Details

sanliio |y JlyrLS AUl ety SRR
S ENCIYPL (elaome A sl e 4 dules
Bl gy aoled o owyiwd 599 b8 ond
woles SUSAAD (g9 2 IS ol (3,8
clip

W W el T LD N



www.modir-shabake.com

ovww Encrypt sld BB 4 o 99,415 plw (w g 03>

o los Gl |y Al bl | ow yiwd Lo odid oy b6 & dunles o

Select User 2%

l, oI Shirkhodaie ,,Ls a5 |1 4y 2l o 9 MOhammad ,,,Ls" Ol L

sl ansly w yiwd cul 03,5 ENCIypt

cly?

W W el T LD N



www.modir-shabake.com

ouw Encrypt sl BB @ yf 9 )15 wl (w giwd 031>

aS L SO slen 4 baid o opl o MOhammad 18" a5 ausl ausly aso sk
du J_:ls )Jl.w L9 &y LWy J.:‘y (s Cowl 03> o)'l.?‘ SS9 L ShlrkhOda|e ){)L{
Per File or g, ool ool ol coils algss  wjiws Shirkhodaie )8 ous 50,
Cwl 03 ) &S LS:LQ)AJ}B L 9 S J)lﬁ )‘ P‘Af R d‘)g J.:l) 9 ..\a..:l.o.: s® JA.C FOlder

15 wanlgs 18 (gjls 0oly 3)90 1) (38 Jlio ((sBi90l bt (o 1) (las gayles oy )

cly?

A W W e T LD R



www.modir-shabake.com

Encryption Data JW&a1 ¢ J& & oo ool g

aS gyitgd an a il o3 ENCIypt a5 0 & o, s Move L g 5 >

b ENncrypt
A

Move —

\\,! Copy “ﬁ! Vh"!

g Vg8 365 cunl oas S L o Jaze ENCrypted Folder & a o5 (¢ )00s8 aseis 5o

ol ainles 45 oas ENCIYPL & jg 44 Ko ) lgimo

cly?

W W el T LD N



www.modir-shabake.com

&S

o, NTFS Partition <& 5l asl o Encrypt olgs slyls a5 1) LB oS S)yew
o 30y Loled o ENCIYPL ©jo b o la LB sl Jie FAT Partition <
alg oy 2l o 00 ENCIYPL & jgo 0 a8 Slo b1 cdims o Cowd 1 ] 395

Aoles MOVE L 5 Copy wsls pbi yuss
1ol Copis Sl o 68 s |y oas ENCIYPL (sls 16 a5 4l anshsy aa g5

ol 03905 (513550, 1y Lagl 5395 oS
Al e |y ot (slo)1tgh g Lo J 48 il 4ty dogs S5 o BT lgin

Al ENcrypt

cly?

A W W e T LD R



www.modir-shabake.com
SIS (9 903

023® Jobo 3 0l 4 3)ly o oy (g0l Slte (o 4 bgpe Jos (ayed )
sl oy p clisee Jloe! plodl wyp «oleMbl 3505 ENCIYPL  S5oSs 4y aisee

odnlio 5 598 slo 6 51 BACKUD 5 o8 as (SgSe wwiloyy wanlys odd (5550,
Sges pudles ¢5lw ool |, Private Key .8

g )l )0 4o Private Key oSS 5l eolawl 5 Slae 51 iy S0 4l piouen

cly?



SMOE (3
XP 5439 39 Encryption culile jf soliint >
Lo IS 30,4 9 5310 w0y s1 9 Cipher jguwd jl oolalw! >
o (5,105 305 S Lad (595 ¥ Alizko Jlos! (qwy 9 >
osw Encrypt sbalus jiBackup g o il oot >

ol 9,6 sl Private Key & (w pwd govdlie >



SR oW tOwwd
L LT
Recover Agent

Workgroup ,



www.modir-shabake.com

V39 (O yhe

4 opizmen g ol o L3 ENCIYPHION & aises o) )y waplio b (L3 sla oy
o Workgroup ! aSs lasxe ,s ENCryption culis ojle ooly (SsSa b olS b

Sl o sl Windows XP

Ao paitSte A Iy B dag )00 ()15 50y 0 Cunl (0 &5 e Cole (S0 Jy
A5l 0 oo ENCypt cls o> L4 4 Recovery

Sy padld ] A aie pelio 4y wyd ol 5

cly?

A W W e T LD R



www.modir-shabake.com

Recovery 9 s

S 00 ()l S50, Ld @ wyiwd Kl lalgsn o S sud o LS Cowd
Export <& )L o 4 e Private Key ;1 cul 81 ks qousl azils ) )8
IMport cwl ;15 5y 0 a8 Lole aiumw g JouolS o ;3 1) ol dslsl )3 g aalod ans

il eunles |y 598 0,18 (ENCrypted) clos sanlin 456l cui i opl & cnlod
(39 mlod oliiul j5 (B35 0ud (6515 50, CleMbl ol gl Ales (o0 9y (2l S
&ygmo 4o LS (oolawi 4 S ol Sloj 4 aitie L] dgng 4 Canl e oS ISiie
Sygo d plaS 5 a cdls ol il o ookl LOcal Computer & 51 ST,z

Al o laags SleMbl 905 ENCIYPL 4 pludl 1550

cly?

A W W e T LD R



www.modir-shabake.com

Recovery 9 s

395 CleMbl 5 dw pa g $lod (o0 03liul 15 dw Jgnels S jlasial (5,8 bl
= 9 D13 3929 LT 5l alaS ya cly Private sls aw lpls wsle o 618850, 1,
EXport ;eusls i1, 545 Private Key lasws sils o )8 2 3,8 EXport cal,
oas ENCIYpt cla Lus olos ailen jols )8 G o wisl s ol 51 Jg cnlos
s lp)lS dem 4 S 0 bl (5l g wules Copie g otalin ]y S LS
Ommed g L Coys el ool sl EXport 1) Lasgs sls Private Key

2y o Oyge 5 ol 3 Loy RECOVEIY & yaisw el

cly?

A W W e T LD R



www.modir-shabake.com

Data Recovery Agent o yxo

Encrypt cleMb! &, sls o )8 ol sl 000l Data Recovery Agent M.l

Ay plgd )8 pl A et 3 ,Ses 4 dm dois O

cly?

A W W e T LD R



www.modir-shabake.com

Data Recovery Agent & ySdos (ow y 9

Ll 1y 5l SO cewss cowl o s Data Recovery Agent 5, Slee 5
5 03,5 Export 1, 56 ,,,5 Certificate & Private Key o sl (Designate)
5o woled 3)ly jsnelS > Data Recovery 4 e jeslo lgic cod culs
Copde g odalio |y lp)lS ooled 00 (6535 50) L Wilg5 o )5 pal (398 gy plos

(-l DeCrypt 1y oo, plo o Klg o o) doles

cly?

A W W e T LD R



www.modir-shabake.com

Data Recovery Agent & ySdos (ow y 9

Encrypted clabys olos 4 slg o ol LOGIN 5ou0lS 4y 3345 Credential
aled My (o pins () 52 5) SomelS 59, 2 0
Recovery Agent .lo—e an annlS 1)l SO dgai (dymo sl ads yo gl 5o

Awles EXport 1, <o 4 i Certificate & Private key ol o

cly?

A W W e T LD R



www.modir-shabake.com

Data Recovery Agent g ,05 49 45 Export

= S 65 g0s EXPOIt ¢1y: /R zugw ol yorr 4 CIPhEr jgius 51 jolaie ol (¢l
5l oled s Ui s wsles ealiwl w3l Data Recovery Agent :s s walgs

:N>cipher s/r:ic:Mkeyssh
Please type in the password to protect your .PF¥ file:
Please retype the password to confirm:

» .CER file was created successfully
» .PFX file was created successfully

cly?

A W W e T LD R



www.modir-shabake.com

Data Recovery Agent g ,05 49 45 Export

olod sl jaseido 3 1y s EXPOrt &y jaises e cul (oo /T g acldl )

Aoled ascio |y 290 48,5 a5 s EXport

cly?

A W W e T LD R



www.modir-shabake.com

Private Key .49 g04 Export

245 W ) ovdlio LS Axdo giwd Al 4O

Y

- sh.CER ’j r\j sh.PFX ’}

Data Recovery .jlsx Iy 1l (o CER Wgus (l)ls a8 1, L cunsl o aols] )

Aoles 8 ,m0 Agent

cly?

A W W e T LD R



www.modir-shabake.com

Data Recovery Agent ;s

_r Security Settings 0 0
_fj _§ Account Policies LOCa| SeCU I’Ity PO“Cy .))‘9 )9_E.Lo U)] d‘).:
+ _ﬁ Local Policies i
=] Public Key Policies

= |Encrypting File System
+ ] Software Restriction Policies
+ _'5 IP Security Policies on Local Computer

Jws e 90 Administrative  Tools ;|

ol 5 1 S S,

~ .
- b L) )5 Cound O ‘ ).)
All Tasks 13
5 ]

Add Data Recovery Agent

Export List...

Properties :J,ﬁ_)“‘.o,s %)15(13‘ O_\QL}Z«O ‘)

W W el T LD N U[l';l



www.modir-shabake.com

Data Recovery Agent ;s

b s BIOWSE 435 69y » SIS L @ cawly o WizArd | coand s

Select the users vou want to designate as recovery agents. Y'ou may select the users
diresctly from Active Drectony i the certificates are publshed in the directory, Dthenwise,
vou need cerificate [.cer] hiles for the users pou want to designate

JBCovery agents
Users Cetificates X
| Browse Folders

Add Recovery Agent Wizard

Select Recovery Agents
Ordy users who have recovery agent certificates can be designated as recoven

agents

Lessl L 1, Wizard awgpy b s 5,18 Certificate j3ges jasein jl an coled 5

clip

-J-JJ = - FJ-I"-I(‘-"JII!-I- I



www.modir-shabake.com

Data Recovery Agent ;s

Encrypting File 4 e cund 3 wmas Value & cunl (o dwgp JooSS jl a

2 ol dbul LA )8 sy System

Issued To Issued By Expiration Date Intended Purposeg

sl |, File Recover oL ¢l o L s Intended Purpose cuwd )

Ao Los

cly?

JJ'J = - FJ."!‘-:JH"“*




www.modir-shabake.com

Data Recovery Agent ;s

bl (im)ab 485 295 ol 51 CIPNEr jg00 b &S]y agd bl Caml oo 4ald] >
|y o cve—es IMPOrt & ez Wizard awgy ¢ sl 1) sl o (PFX Sgus (6lyls oS
PX 16 slyal 5 ol ek o5 AG aspy 539005 oo s il

Sple Restart 1) 5auels b o canl o (358 )8 4 et
gyl 5l Sy 4 pasee balpd elilp e @35 Jlosl 48,5 &5 Ol U

slalss Recovery o et ol Cawl 0 05 ol wyd bl p &S Sl

cly?

A W W e T LD R



www.modir-shabake.com
odw (531w w0 4 s Lo 4o 909 Recover (K8

EnCrypt © )50 o1y Gings slalid yigmels g9y » 60,8 4SOl 5l 8 conss »

Aol 63,5 iy yai wiemw (<9, » Data Recovery Agent < wib o3yl 5 o

PR < s )8 clals oles 4 il 0 ANt )5 5shcIENS

A5l Aty wywd 3,5 EnCrypt

cly?

A W W e T LD R



www.modir-shabake.com
odw (531w w0 4 s Lo 4o 909 Recover (K8

2SN 9 3l 4 e I
EnCrypt (slayadgs g La Jolb 5 uples LOGIN pouals” 4 b5k jgele cunl (IS Lad

cly?

A W W e T LD R



www.modir-shabake.com

odw (531w w0 4 s Lo 4o 909 Recover (K8
(P99 9 3L 43
395 slud Fouels (g9, 2 (Ll bl sgele o (6 )8 (Syme jl S sl (S

sk 03, ENCrypt L 511,

L yL SO bl jgele (Bymo dwgp ond oSS jlam )5 ja wb pgs s 3 2

L, Recovery Agent ... .l Logoff ... sLogin :sss Account

ol,BS sais Encrypted clalus 9,8 5L 4 #liél 6 03,5 l0gIN 5305 AccoOunt
ool

cly?

A W W e T LD R
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odw (531w w0 4 s Lo 4o 909 Recover (K8

(P3d 99 3L 30 @9 4o
Sygo Comb o JamalS 4 o)l,l8 365 10gIN & 10gOff & et 5 ddlsl als 1o

X3

DS

cly?

A W W e T LD R
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&S

Administrator 1, Recovery Agent (¢l mul8 58 ddien ol o slpiiig

® 9 KW P uo).e U O yguo A Sibwo sl (W Lg\)b &S 1).3- o les Ll

aisly avgi Ll 23,5 wgwe s Data Recovery Agent ly bl 4y wlgs
Olge cos sl o 35 1) (USErS o585 gae am) doame )8 &5 iy

Aules ,%0 Data Recovery Agent

fif
A W W e T LD R UJ_P
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&S

13b o AdMINIStrators og,5 guac a5 p,l5 S b ol 0 393 Jos sl gl I
ol o d])_: ) ﬁbo‘ .)9.)9:,0 ){)L{ d‘){ ‘) ol 4SS M?)‘i B 03)5 Log|n ‘Ju..)‘
Coud 4 Gl o oy U g 2l o Recover Agent )l Ll < LT syl

:1oles 4,0 Advanced Properties ;) Details

[ | Compress contents to save disk space X
[v] Encrypt contents to secure data |_Detais ’X

OK | | Cancel

cly?

W W el T LD N



Encryption Details for C:\Mew Text Document. txt [

Users Who Can Transparently Access This File:

Data Recovery Agents For This File As Defined By Recovery Pobcy:

B73F 1F84 545...
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Workgroup fasxo 4o Recover Agent

PP Ul ©ypo 4 S FeelS g WOTKGroup o) oS baswe 3 oS sples aa g
B35 (55 (sloyisals’ (55 2 Caml o nlnly il o5 ReCOVery Agent ()l

Aeled (2b5b Hgele ©)go 4 6 2) 8 (Byme 4 pldl

cly?

A W W e T LD R
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Network (59 » EFS 31 ookt

aled doled o culled aims el o TrANSParent o sw 4 EFS sl aush as g
JoB aslea | ENCrypt sl L6 Jole pivmw 355 81y 55 SOMpression . L
&g U 2oy o |y 398 Jlas! Boaome 5 dwlas o odlitul o 5L COMpress la
0d ()15 joy sbalnd lesliwl ) yo 55 ()l 355 &S s (5l Ao > a0

Ailes 03,5 ENCrypt Tosses ¢ U1 3505 DeCTYp 4 sl
= ol ST (o3 ) iSG S1ynsl 4 aSs o 1) 00l ENCTYPE (gl Wd 457 )90

b o Clear Text o jgw 4 35,3 o JGsl ¢ J&5 4 g,

fif
A W W e T LD R UJ)[-]
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Network (59 » EFS 31 ookt

S sl Solution 5l caml o > ol loms bl atdly owpiwd b (glgisee 4

Aoles exlazwl IP Sec (IP Security) « Jzo

cly?

A W W e T LD R
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SIS (99 pod

Orizmed 5 () Jobo y0 4 3)lg e (bjgel (slhae (Lo 4y et Lles (ye5 )

Sl wealgs sl JolS” sl 1 1) (595 525l 95 (3l o0y

cly?

A W W e T LD R



Data Recover Agent _jlga wuils 15 40903 L1 >

Recover b@'})ém‘suﬁ)lﬂw}ﬁ >
o0 (§ 315 po y LN (40 909



:p,lggm

Syl ool g ool (o8>
NTFS Encryption

Windows 7 ,s
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Q39 (O phe

EnCryption jl eslaul 5 (g3l o3l (SR (gt 42 930 2l 2 ol ol (o

30y eulgs WINAOWS 7 Jole g cov

A W W e T LD R

cly?



Organize » A Open Include in library v Share with +

I Favorites
Bl Desktop
._H Downloads
% Recent Places

4 Libraries

B Documents
JI Music

= Pictures
B videos

18 Computer

€ Network

WWW.ESOF T OEZAR.COM

Open in new window

Share with
Restore previous versions
Include in library

Send to

Cut
Copy

Create shortcut
Delete

Properties

Bum




DA

21 bytes (21 bytes)
;4,00 KB (4,096 bytes)

1 Files, 0 Folders

Today, March 16, 2011, 7 minutes ago

[ Read-only (Only applies to files in folder)
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Choosa the sattings you want for this folder.

When you dick OK or Apply on the Properties dialog, you wil be |
m“;ﬁmmtﬂudmwmaﬁndab%swﬂu
a5 .

Archive and Index attributes

[ Folder is ready for archiving
Ahvﬁ_eshﬂisfnldertuhwemmlsird:udhdﬁﬁmmﬂe

properties

Compress or Encrypt attributes

] Compress contents to save disk space
[¥] Encrypt contents to secure data
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ol 4o 90 Encrypt So5>

2 Lo g oas L (6,0l ladkats 3905 ADPIY L 5 OK (g5, 2 SIS 51y
390 398 9y b b Clgie dalss o L aSLl 2 (e 398 (o0 0wy g
oles Ol |y 5 S5 )0 ol asuie 435 ilg o Lad a5 we ENCIYPL 55 s

33,5 ENCrypt x,  Son 55390 (slo,ilod 559 by bl oles b

Confirm Attribute Changes —;'_u—]
Do you want to ap e to this folde
apply it to all sut s as we
\\ i
@ A — &
Cance

cly?
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ol 4o 90 Encrypt So5>

celw LS 5 0L &6 b LB us ENCIypl & aises dwgy (19905 JeoSS 1 as
o8l i iy ase s S A S 0e o diwles L g e o0 00> yisled ol

tdoled dpd Al o o a4 et &5 GleMbl i (6108 50, WIS 4 it

cly?

W W el T LD N



www.modir-shabake.com

Sl 48903 ENncCrypt SigS>

S S5y o Workgroup lesee ;5 WINAOWS 7 j5guolS” assilis sl anils asgs
xils ), 5 Stand Alone bMa_ol el ,3 aS5) L o wil 4l )3 o 5anelS ;|
(0 Certificate o g—ai sl 4y #0831 Jole g (590 bl 90 s > sl

Awles ags Backup L6 6 Certificate ;| cuwl o los g dolod

S8 Domain as &y FanelS oS cunl b ous by baslyd 5l jelaie bl )
4 ola LAptop o seuels  oles Mio il o5 JOIN t0 Domain boMaw! 4 5,

wil o Stand Alone clls 5 Keo il o aases Ojygo 4 odlazul Jbs o

fif
A W W e T LD R UJP
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Sl 48903 ENncCrypt SigS>

L 3,8’ w02 ENCIYPL o j900 40 5508 (59 0 1y 255 sl o6 4Gl 51 am

Do dubled lod 093 1288 (oled Iy aw yiwd lowd ledMbl & Lilgh 0 &S s

Clus o User Account sslgls clas! olos cly (S5B 5amolS S5 gay 551 Mo
ENCrypt 5o 4y Do oyl o 1y (g5 sl LB lod 5 cadly o i pui (50
03,5 5L 1y bdgs @ bgye ods oy sl L1 cunilyd umled Lo 288 il 03,5 Cow

o les sdaline |y LT Sl gise

cly?

A W W e T LD R
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Sl 48903 ENncCrypt SigS>

Ll 03,8 Sasuio )8 gl ol 56 1, (PEMISSION) o s ojls! Las (ST 2>
ooled 1y (o piand Lo b o (sla bls lgims 4 Jiilgs o3 Ul ot 5L

Ol ple 4y Udes o0 Encrypt sl bl algie a4 wyiwd Sl a1 (6l y
KW

JBlas el o ail Certificate (sl ,,Ls < aSa) (glp a5 sl anils davg5

Al hags 4 s i ENCIYPE LB G (ol

fif
A W W e T LD R UJ)[-]



| & Computer Management (Local)
a [} System Tools
b (B Task Scheduler
b @] Event Viewer
b @il Shared Folders
4 @ Local Users and Groups
] Users|
] Groups
b (8) Performance
i Device Manager
4 5 Storage
&9 Disk Management
b E Services and Applications

WWW.ESOF T OEZAR.COM

Mame Full Name
¥, Administrator

ﬁFamn*
¥, Guest

& shirkhodaie <l
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ol 4o 90 Encrypt So5>

psSyn (sl g DI B po 1) ble S5 5 00,5°L0GIN L G 598 )87 51 oS o L
dl_b J.:ls )‘ ool u&o‘ fb'i)“) Juad dold PRI ‘rb'.’.] 03)5 Encrypt ‘).>u> g
woles el Farzan o, 8 4 1, Shirkhodaie i lwes o0 ENCrypt

;d;BH-ZEd Attnibutes |_*_*J J)‘s Shirkhodaie ).{)‘._5 [_{ 5 I. ., O%‘ ‘_5‘).2
ﬁ Choose the settings you want for this folder.

olsal |, Properties a3 4 03,5 KIS



Cadificate Thum...
Shirkhodais{Shikhodais @ Win7-1) * F958 7eCC 285...

Recovery cerificates for this file as defined by recovery policy:
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Encrypting File System
To share file access with other users, select their certificates from the list
and click QK.

r Falzan
Issuer; Farzan
| Valid From: 3/16/2011 to 2/20/2111
Chickheretovi tificat
=

il Shirkhodaie
| Issuer: Shirkhodaie
Valid From: 3/16/2011 to 2/20/2111

Lo I
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Farzan(Farzan@Win7-1) * S1CF 2E8E 7E0...
Srkhodaie(Shrkhodaie @Vin 7-1) <l F958 760C 259...

Recovery cerdificates for this file as defined by recovery policy:

WWWEOF T OLAR.COM




Cadificate Thum...

Farzan(Farzan@Win7-1) S1CF 2E8E 78B0...
Shirkhodaie{Shirkhodaie @Win7-1) FS58 TECC 255,




Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate trust
lists and certificate revocation lists from a certificate
store to your disk.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections, A certificate store is the system area where
certificates are kept.

To continue, dick Next,
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Oldb! yo gl ENCrypt (Sgk>

Backup wil o 39590 yisuols 3 a5 ola Certificate  olos 5l wilgs o aolsl )
Include all certificate in... 4,5 Sl Ko casl o ©yganl 13 a5 woled ans

Certificate Export Wizard ||

Export File Format

}‘up_))bﬁ "3609 5~l ?w‘).)

.
X3

L& Shirkhodaie ,,,s" Certificate

oo s < Next (s, s veiS 4w Backup
L;l_m c\_u)f ul_>w‘ S 9= ob; &Jf

SSas
cly?

W W el T LD N



To maintain security, you must protect the private key by using a password.

Type and confirm a password.
Password:

Type and confirm password (mandatory): *

WWW.ESOF T OEZAR.COM



Specify the name of the file you want to export
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Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard,

You have spacified the following settings:

Export Keys
Include all cartificates in the certification path Mo

File Format P




The export was successful.

Organize = (= Install PFX = Burn

ﬂ' Favorites
Bl Desktop
8 Downloads
5 Recent Places

WWW.ESOF T OEZAR.COM

MNew folder

Date modified
5/3/2011 9:13 PM

Type

Personal Informati...




S S S Y

M Back up your file encryption certificate and key

Creating this backup file helps you aveid permanently losing access to your
encrypted files if the original certificate and key are lost or corrupted.

< Back up now (recommend
You should back up the certificate and key to removable media.

< Back up later

Windows will remind you the next time you leg on.

< Never back up

You could lose access to your encrypted files.

WWW.ESOF T OEZAR.COM
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Sl 48903 ENncCrypt SigS>

o i ol 50 a8 68 b asles slwl Recovery Agent G wly (oo bods pioxon
)5 b g 9 43l JgnelS sla i)l S (e 53 098 S jolate (pl gl e

290 ol 3,ls Command Prompt 5L 5| CD

B C:\Windows\system32\cmd. exe = |3

’

cly?

A W W e T LD R
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Sl 48903 ENncCrypt SigS>

oled yal 1y 5 ygmwd deldl o

BN C\Windows\system32'\cmd.exe

D:\Recovery>cipher /r:Shirkhodaie fm

Aolos oalizwl olgzds ab 5l wilgi 0 Shirkhodaie o jle sls 4 anles as g3

cly?

A W W e T LD R
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Sl 48903 ENncCrypt SigS>

Oygo 4y (2955 Coled 1D g dwled canyad b (gl 3)5m S5 aodl ol (o upn

D92 Al 5

our .CER file was created successfully.
our .PFX file was created sul:cessfully.*

:\Recovery>

cly?

A W W e T LD R



COrganize = Include in library = Share with = Burn New folder

Date modified

3¢ Favorites
Bl Desktop ||:-i] Shirkhodaie 3/16/2011 4:41 PM  Security Certificate

j Downloads "% Shirkhedaie 3/16/2011 4:41 PM  Personal Informati...
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. Type the name of a program, folder, document, or Internet
=/ rescurce, and Windows will cpen it for you.

T o editmsc v|
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** IIEI:IJ EI @@ @

&) Local Computer Policy
4 & Computer Configuratio
p 2 Software Settings
a4 ] Windows Settings
» [] Name Resclution Policy
&) Seripts (Startup/Shutdown)
v mm Deployed Printers
4 i Security Settings
b g Account Policies
b g Local Policies
b ] Windows Firewall with Advanced Security
] Network List Manager Policies
4 | Public Key Policies
= Encrypting File
] BitLocker Drive Encryption
b [ Software Restriction Policies
b ] Application Control Policies
b 13 IP Security Pelicies on Local Computer
» [ Advanced Audit Policy Configuration
> gl Policy-based QoS
» [ Administrative Templates
4 g8, User Configuration
b [ Software Settings

[ Encrypting File System store contains no certificates.

WWW.ESOF T OEZAR.COM

No Encrypting File System Policies
A Defined

This group pelicy has ne Encrypting File System
policies defined directly on it. To define a policy
you can click on the Encrypting File System
node and select Add Data Recovery Agent from
the All Tasks menu.




- L =

It nn T p
«9 2@ 00| Hm

& Lecal Cemputer Pelicy
4 & Computer Configuration
b [ Secftware Settings
4 ] Windows Settings
b ::I Name Resclution Policy policies defined dir
=l Scripts (Startup/Shutdown) you can click on th
b @8 Deployed Printers node and select Ad
4 3 Security Settings the All Tasks menu
> (g Account Policies
» (g Local Policies
» ) Windows Firewall with Advanced Security
] MNetwork List Manager Policies
4 | Public Key Policies
|| Encrypting File System
] BitLocker Drive Encryp Add Data Recovery AEI'-M*
b [2] Software Restriction Polici
» ] Application Control Policie e '
b & IP Security Policies on Loc View »
b 2] Advanced Audit Policy Co
> dlij Policy-based QoS
b (] Administrative Templates
4 g8, User Configuration
p [ Software Settings

WWW.ESOF T OEZAR.COM 1 Al - B



‘IE -:.Il;:i _'I X 1i
5 e e = e o O et
' hdld isk (D | Search Recovery e

Date modified

3/16/2011 4:41 PM Security

Bl Desktop 5 Shirkhodaie .‘

8 Downloads
4 Recent Places

WWW.ESOF T OEZAR.COM



Windows cannot determine if this certificate has been revoked. The revecation
function was unable to check revocation for the certificate.

Do you want to install this certificate?
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m W

Select Recovery Agents
Only users who have recovery agent cenficates can be designated as recovery
agents.

Select the users you want to designate as recovery agents. You may select the users
directly from Active Directory # the cedficates are published in the directory. Otherwise,

you need cenfficate (cer) files for the users you want to designate.

Recovery agents:

S
USER_UNKNOWN rkhodaie <

Cetficat

WWW.ESOF T OEZAR.COM 1 Al - B



& Local Computer Policy
4 & Computer Configuration
» [ Software Settings
4 ] Windows Settings
» ] Name Resclution Policy
&l Scripts (Startup/Shutdown)
b @8 Deployed Printers
4 T Security Settings
b L@ Account Policies
» g Local Policies
b ] Windows Firewall with Adve
[ Network List Manager Polic| -
4 | Public Key Policies
= Encryptin Fil:em
(] BitLocker Drive Encrypti
b ] Software Restriction Policie:

lssued To
Ll Shirkhodaie

 Issued By
Shirkhodaie

Expiration Date
2/20/2111

Intended Purposes
File Recovery




Organize ¥ Install PFX v  Bumn  New folder

-~

MName Date modified Type

Bl Desktop Lyl Shirkhodaie 3/16/2011 4:41 PM  Security Certificate
I8 Downloads i i 16/2011 4:41 PM  Personal Information Exchange

% Recent Places

WWWEROF T OLAR.COM
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Sl 48903 ENncCrypt SigS>

g 9 03,5 LOGIN 55008 (655 2 3290 o ylS plad b sl o 398 o0 plosl g
03,5 sy |y ol Recovery Agent lo—s 4 ¢,0)LS L Ll 45 g wsles LOGOFT
plwoas ENCrypt cla LB (clgime dy pwyiwd 86l cud i ol 4 9 4les LOGIN

fif
A W W e T LD R UJ)[-]
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SIS (9 903

03? J3bo )3 03 48 S)lg 0wy 4 (oB90l (Shse (o 4 bgye las (pyed
=y 9 WINAOWS 7 Lole wiww cov «leMbl g0 ENCIYPL K63 4y aisee
e g 905 mudled (o5l o3l |, Private Key .l Backup ¢ 8 ags (S5s3s

a3y wnlys Data Recovery Agent g ci i So5s

cly?

A W W e T LD R



7 9099 39 Encryption culild jlooliint >
L“gé @“}0) 9 LS)"@J‘) LS‘)‘ Cipher )sﬂvé )' ool >
0w (5505 w0y s L9d (59 » Ao Jlos!| (wyp >

ol 9,6 s Private Key & (w pwd govdlie >



EFS bl 390 Jlas ps
Domain & Workgroup ,
Windows XP & 7 e
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V39 (O yhe

EFS (Encrypting File System)cy pas g J S b abasly 3 oa)ls dad yopd ol 5
s awyp 4 g 03,5 cumws Workgroup & Domain ) e sls Lo )
slygels b o DOMAIN (o yoals (55, 2 38 bl (900 Jb d
omed 53 calizee blyd g aishy (15, 1,8 Workgroup ,» 8 ol =) Local

X3

w3 513 gy 350 1) dlai

cly?

A W W e T LD R
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EFS jl oolaiw! (wy 9

B aalal &y ol yaies 5 ol o 5l a8 e LB oS (63,10 1 S
Sl d dogi b il o 4l 3 35390 sl anels 55y 32 EFS <ol jl s capds
L2 gelS (59) = 038 ()15 50y Slalid 392 I (eld pde Ml pie &g )3 &S
29 IS Jld olylS Sl JSite (5 S8 cptel 39 4y s ol (st
Syl Oygo 45 e )l b lats Culy o 35 Clld 1 odlial g e ol
Lo (Sigo (0I5 o oo SasS iz 5o JSite Canl (s Sygais] i 2

23,5 48 sais Encrypted cls

fif
A W W e T LD R UJ)[-]
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EFS jl oolaiw! (wy 9

slalod Sl gy cowd jl el cwl 1SKen a5 1y (0)lge 5l ol digad ) Condd

)l Workgroup ol a$us e 5> (Reset Password) )8 5 gus o consy »

Al o cpeld lame 4 et 348 Lol

L. >o 9>, ,3) Active Directory or SAM ;I ,,, User Account . S >

X3

(3L o 33l Workgroup & Domain

cly?

A W W e T LD R
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EFS jl oolaiw! (wy 9

s Workgroup & Domain Ly sw 3 ;2 ,3) Jole s 350 coal »
(3L (oo
sLalnd ;3505 RECOVETY a plusl aples (o (Byno pgmalS 0 bjL y9ale

aled )8 0l (6515 50

cly?

A W W e T LD R
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EFS jl oolaiw! (wy 9

sl 2 ol )b g )5 e Private Key 5l 3,5 EXport L wilg o ouieen
dsles JenolS g9y y dame IMPOMt & slBl ISie jo il deg 4 Sy 4D (0l
L Slg o sl atily BT cleMbl us ENCrypt gosge 5l aSs pae 51 oplpls

23,5 8 CleMb| 58y cund jl milo sl aisS &S Sla,Kaly 5l oolas]

cly?

A W W e T LD R
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ouww Encrypt sl B0 3 £Mb!

o )|y 8 oy 3590 005 ENCIYPL (ol Lo (ydly jhai 1) ygmals S sinlyse 51
FoelS dples o &S dnled 16,8 cnlad olaiul 5 o ol Sl Canly (o s ol
Sy dn ol L SonelS ol g9y yo Lol 48 amd 15 ) 3550 1) )8 S5

5 b g 3,1 3929 oas ENCIypt
029y 3l crlply ) (o0 Hlad 4 Jlre (gl )5 o BB (olod (g bl

o lod oolati] Cawls oo day dbis j3 ol 03 uus el

cly?

A W W e T LD R
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ouww Encrypt sl B0 3 £Mb!

Spgme |y 353 sl ol 55uelS (9) 5 )l S LT aSul ) (26T 5 oy sl
Aoslos o3l jading 6y ) Comb (o 3 b g Cunl 03,0145 0as ENCIYpt

AW SRR

>»HKEY CURRENT _ USER\Software\Microsoft\Windows NT\CurrentVersion\EFS

cly?

A W W e T LD R



My Computer\HKEY _CURRENT _USER\Software\Microsoft|Windows NT\CurrentYersion
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My Computer\HKEY _CURRENT_USER\SoftwareiMicrosoft\Windows NT{CurrentVersion\EFSiCurrentKeys
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EFS (49 y5 Disable
PR s wald gla SanalS gl EFS ol 51 solatl s Disable 4l
) ° e B Yguel (gl ) 29 »

1 5 ) Ceond 3,1 Group Policy

» Computer Configuration\ Windows Settings\ Security Settings\
Public Key Policies\ Encrypting File System

cly?

A W W e T LD R
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EFS 49 o5 Disable

e 9 03, S SIS e, Encrypting File Systeme.—.é g, s

1wl ol 1, Properties

=] Public Key Policies

M | Encrypting File Syste:
(] Automatic Certificate |  2dd Data Recovery Agent...
) Trusted Root Certifica  Sreate Data Recovery Agent

] Enterprise Trust

F S
S sare Reskrict !
+-|_] Software Restriction Polici All Tasks
+ _g, IP Security Policies on Acti
View
Refresh

Export List...

cly?




www.modir-shabake.com

EFS (49 y5 Disable

S92 Ol B aglas restart | s oM upw 5 1a! 1, Gpupdate jsues aslsl s
25,5 lo=(Ealli]
b sl Disable 1, EFS c.Lis Local Computer < go) y swalysu S Syge p

Jolye 9 sytucmy j caml o aples ENCTYPL ) 565 (gla b Wl (5 0y gun

Swles eolatwl o 4 et

w2 (o0 )18 () 90 daldl 3 1y e (il

cly?

A W W e T LD R
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EFS (49 y5 Disable

el o (WOrkgroup) csls yeuslS ;5 EFS colls jl aslizul 3405 Disable Iy,
9 () Sl 325 e 3l

»HKEY LOCAL MACHINE\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\EF S\

o sl 1y (0X01) i 5 asls 5,5 ol New DWORD valug < couly (oo e

» EfsConfiguration

cly?

A W W e T LD R



EFS 49 y5 Disable

1€ g dolei bl Cansly 0 &S 1) Hlainjee WS 5l ol 5 sl S5 5o

]
s :%wwo&w‘)@bm

-

Edit DWORD Value
Key

String Value
Binary Yalue
DWORD Value
Multi-String Yalue
Expandable String Value
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EFS 49 o5 Disable

, LB aslose (Administrator os) a5 Syee 1 yigmels dae (gjluil oly 5l aa

23,5 (g0 4210 5 slls plag b aples ENCIypL

Error Applying Attributes J

'T An error occurred applying attributes to the File:
.

C:\New Folder (2)

This machine is disabled For file encryption.

Ignore H Ignore Al ]| Retry |[ Cancel J

e 39 YoeualS (¢l ENCIYPHiON ol oS cowl ous o)Ll 4SS ol 4 plig ol )
Al o b

cly?

JJ'J = - FJ."!‘-:JH"“*
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&S

odolyd oas ENCIYPL & jgm 4 (cyimom, 08 (0,8 asuio 51 B b oS Sl b

(Slo winlgs 3L LS ous ENCIYPt m) L )se olon 4 255

rasily 451 45 4l T
Mesly anless 3939 ;0 Ul 4 wyiwd Kol &S

Pl dnly syns L5 osd ENCIYPL cla Ll 4 Todocs sunlyses 4 Gyam 3

ol Restart

cly?

A W W e T LD R
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&S

Mlg 1y 35 ygwd (Syiwcmy » S byl oo pbxl 5l cdgpuw gl Milgi (o ppizmed

> reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\EFS" /v EfsConfiguration /t

REG_DWORD /d 1 /f
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:snoreg add "HEKLMSSOFTHWARE“Microsof tsWindows NINCurrentlUersion\EFS" ~v EfsConf ic
ration ~/t REG_DWORD -d 1 /f

The operation completed successfully
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i/ Local Computer Policy
4 & Computer Configuration *
b [ Software Settings
b (2] Windows Settings
4 | Administrative Tr.mplat
» ] Control Panel
5 ] Network
7 Printers
« B Systr.m"
] Credentials Delegation
b ] Device Installation
» (] Device Redirection
[7] Disk NV Cache
] Disk Quotas
» [ Distributed COM
1 Driver Installation
| Enhanced Storage Access

| Folder Redirection
] Group Policy




Setting
] Do not allow compression on all NTFS volumes

. Do not allow encryption on all NTF5 volumes
iz] Enable NTFS pagefile encryption
i) Short name creation options

WWWEROFT . OELARCOM

State
Not configured
Not configured
Not configured
Not configured
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