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nmap 10.0.0.1

023 o LB NMap & le 5l ow 1) Bas i P o0l el 3 5 ool g (gl o

nmap 10.0.0.1,2,3
(o oy0] (08 oy Codiy Sy 53) il oo LS codle Gla ool (5lu oz Koo 2>

nmap 10.0.0.1-100
el Jlie ol po Vee B 5LaS b ool gl ol 0,5 Laseiue

nmap 10.0.0.0/24
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Check 4 bMasl a8 caul aSiis o o, b pie bl NMap 1l eoliiul s lge 51 S
84 oo 4us5 Host Discovery L for Live System
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nmap —sn IP
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root@Kkali: ~ e & O

File Edit View Search Terminal Help
:~# nmap -sn 10.0.0.0/24

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 15:56 EDT
mass_dns: warning: Unable to determine any DNS servers. Reverse DNS is disabled.
Try using --system-dns or specify valid servers with --dns-servers
Nmap scan report for 10.0.0.50
Host is up (0.00025s latency).
MAC Address: 00:0C:29:9F:C4:EC (VMware)
Nmap scan report for 10.0.0.200
Host is up (0.00028s latency).
MAC Address: 00:0C:29:73:9E:96 (VMware)
Nmap scan report for 10.0.0.100
Host is up.
Nmap done: ZSﬁ IP addresses (3 hosts up) scanned in 6.09 seconds
~#

2 ool PiNg SWeEEP SiSS 09 oo eoliiwl )1 5l g,y sl i olwolils (gl a5 (6,500 b,
iS5 g0 48 g o Jlw,l LA 8,90 w,ol 4 ECHO Request sgl> ICMP as G g, 00!

) ICMP Echo Reply L.‘—

Destination (192.168.168.5)

Source (192.168.168.3)
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nmap -sP 10.0.0.0/24

ool ioled ] (5,155 cptiaw pB (109 (piby, Dyge 0 g odd Sl L5 5,90 SUbNEL YL jgiis o

DSl (0 TSN g wlie Hiwd (pl (g, 0ed (s

Dusles oolatul 35 el pb 5P o pol sl 4 0ilys oo Lol fyuion

Nmap -sP esecurity.ir/24

root@Kkali: ~

Fite Edit View Search Terminal Help

scan report for redmine.sans.org (204.51.94.230)

is up (0.22s latency).

scan report for labs.sans.org (204.51.94.233)

is up (0.22s latency).

scan report for software-security.sans.org (204.51.

is up (0.21s latency).

scan report for www.ethics-wg.org (204.51.94.235)

is up (0.22s latency).

scan report for www.computer-security-training.com

is up (0.21s latency).

scan report for files3.sans.org (204.51.94.237)

is up (0.21s latency).

scan report for 204-51-94-239.clp.sans.org (204.

is up (0.21s latency).

scan report for 204-51-94-244.clp.sans.org (204.

is up (0.26s latency).

scan report for 204-51-94-245.clp.sans.org (204.

is up (0.21s latency).

scan report for 204-51-94-246.clp.sans.org (204.

is up (0.21s latency).

scan report for 204-51-94-247.clp.sans.org (204.

is up (0.24s latency).

done: ZSﬁ IP addresses (97 hosts up) scanned in
~#

94.234)

(204.51.94.236)
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.245)
.246)
.247)

seconds
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root@Kkali: ~ e ® 0

File Edit View Search Terminal Help
:~# nmap 10.0.0.150 -p 80

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:06 EDT
Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (0 hosts up) scanned in 0.45 seconds

:~# nmap -PN 10.0.0.150 -p 80

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:06 EDT
Nmap done: 1 IP address (0@ hosts up) scanned in 0.45 seconds

~# i
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Jie jsb 4y L)l 5180 aad a5 Sloj g wigd (e odual gy b Bolar sla )90 FANAN-1YD
0 4 (pl 5l Lo Coons 0als 5L Dygy g 009 ArSgd (oo 5L daiie )0 4T SHm o 1) aSeD )0 g

Dgd oo auiS 5 Registered ports o &g 5l atws cpl 4.0l

Aiwd (ol 40205, 0 )15 cangs el i Wigh so 0auel Ol3T aS Lo & je ol FOOYOH-FANAY

Se3 e 4235 Dynamic or private ports s &g
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Nmap -p 80

root@kali: ~ @ O 0

File Edit View Search Terminal Help
:~# nmap -Pn 10.0.0.200 -p 80

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:16 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00036s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.08 seconds
= |
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Nmap -p 80,443,445-450,3389

root@Kkali: ~ e ® 0

File Edit View Search Terminal Help
:~# nmap -p 80,443,445-450,3389 10.0.0.200

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:18 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00091s latency).

PORT STATE SERVICE

80/tcp open http

443/tcp closed https

445/tcp open microsoft-ds

446/tcp closed ddm-rdb

447/tcp closed ddm-dfm

448/tcp closed ddm-ssl

449/tcp closed as-servermap

450/tcp closed tserver

3389/tcp closed ms-wbt-server

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: address (1 host up) scanned in 13.09 seconds

oylad lsi (oo adlogd oo (gilulaz LS Sl eolanl b aS bl (oo Do ndiz e e b,
8,5 i a5 FEO-FO: & jg0 ], b o slo &y

Nmap -p http,https,ftp

root@kali: ~ e ® 0

File Edit View Search Terminal Help
:~# nmap -p http,https,ftp 10.0.0.200

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:19 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00063s latency).

PORT STATE SERVICE

21/tcp open fitp

80/tcp open http

443/tcp closed https

8008/tcp closed http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.13 seconds

e |

Dg ooy yai Vb Jlie aiile 4 Sl g b JSSg 0 pU 5l eolaal 500 g,
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Nmap -p T:80,443 U:53,123

root@kali: ~ e ® O

File Edit View Search Terminal Help
:~# nmap -p T:80,443 10.0.0.200

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:21 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00038s latency).

PORT STATE SERVICE

80/tcp open http

443/tcp closed https

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.10 seconds
:~# nmap -sU -p U:53 10.0.0.200

Starting Nmap 7.25BETA2 ( https://mmap.org ) at 2017-05-03 16:21 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00041s latency).

PORT  STATE SERVICE

53/udp open domain

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.09 seconds
~#

Cyg FOOYD &8y 10 4 0)ls 5429 (5,580 p,5 g FOOYD b o,Lil o\l & ide e jo jshilen
sl Tl T:80 &)l 5l Jlio lgie & TCP &gy o iy yo5 (6l 0l 0 UDP &gy #00Y0 4 TCP

Dol oo 03l )18 e 0 lads Qijlng

&S

b; solawl —sU T )‘ JJL! ‘A.»..:Lo..t solas! UDP u)y w).:.: 6‘)" U u)L.C )‘ )f‘ Sl ;b dur:)y
59 plsl UDP Scan &

Sgd oo plxsl TCP SCan &0 a5 Sl (5,8 i Sl o
Nmap -p -1024 = {1-1024}

Ul &g JS 05 0)ls sl o,lais o) dalol jo g 09 soliiwl (=) 0,5 bas 5l aS 590 50 YU Jle o
80,5 oo Sl e VYT YL o [0 s valgs Sl Jlai 550 sue
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Nmap --top-ports 5 = 80,23,443,21,22

b Oye ol a5 ogl = OSwl 00,5 &g == ol olhaw b ole ols I3 4 ports
.J.:.MJL}‘SO A"Y\ﬂcffV€T\‘YT

root@kali: ~ e ® O
File Edit View Search Terminal Help
:~# nmap 10.0.0.200 --top-ports 5

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:23 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00042s latency).

PORT STATE SERVICE

21/tcp open ftp

22/tcp open  ssh

23/tcp open telnet

80/tcp open http

443/tcp closed https

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.07 seconds

~# |
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root@kali: ~ (— IO B )

File Edit View Search Terminal Help
:~# nmap -p 80 10.0.0.200

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:39 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00039s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.08 seconds
:~# nmap -p 80 -sV 10.0.0.200

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:39 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00036s latency).

PORT  STATE SERVICE VERSION

80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)

MAC Address: 00:0C:29:73:9E:96 (VMware)

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 20.79 seconds

~# 11 >
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Nmap -O = OS Detection

2,5 oaliiad -0 w5l Ols oo Do Jole gl olulid ol

root@kali: ~ @ ® O

File Edit View Search Terminal Help
:~# nmap -0 10.0.0.200 -p 80

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:44 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00037s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Warning: 0SScan results may be unreliable because we could not find at least 1 o
pen and 1 closed port

Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux kernel:2.6

0S details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

0S detection performed. Please report any incorrect results at https://nmap.org/
submit/ .
Nmap done: 1 IP address (1 host up) scanned in 15.00 seconds

-+ I =

Nmap -0 --osscan-guess

39 (o0 03wl Jolo it i (gl 095 o8 Gy Jole it (plolid sl (3 g, S
S5 oo Jas Jlie gllas a5

Nmap -F = Fast Scan (top 100 ports)

root@Kkali: ~ e ® O

File Edit View Search Terminal Help
:~# nmap -F 10.0.0.200

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:46 EDT
Nmap scan report for 10.0.0.200
Host is up (0.0017s latency).
Not shown: 82 closed ports

PORT STATE SERVICE

21/tcp open Ttp

22/tcp open ssh

23/tcp open telnet

25/tcp open smtp

53/tcp open domain

80/tcp open http

111/tcp open rpcbind

139/tcp open netbios-ssn
445/tcp open microsoft-ds
513/tcp open login

514/tcp open shell

2049/tcp open nfs

2121/tcp open ccproxy-Tftp
3306/tcp open mysqgl

5432/tcp open postgresql
5900/tcp open vnc

6000/tcp open X11

8009/tcp open ajpl3

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 iP address (1 host up) scanned in 13.10 seconds
~#
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Nmap-A  =>» Aggressive Scan=-sV,-sC, -0

root@kali: ~ @ ® O

File Edit View Search Terminal Help
:~# nmap -A 10.0.0.200 -p 80

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:49 EDT
Nmap scan report for 10.0.0.200
Host is up (0.0029s latency).
PORT  STATE SERVICE VERSION
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
http-server-header: Apache/2.2.8 (Ubuntu) DAV/2
http-title: Metasploitable2 - Linux
vulscan: scip VulDB - http://www.scip.ch/en/?vuldb:
No findings

MITRE CVE - http://cve.mitre.org:
No findings

0SVDB - http://www.osvdb.org:
No findings

SecurityFocus - http://www.securityfocus.com/bid/:
No findings

SecurityTracker - http://www.securitytracker.com:
No findings

IBM X-Force - http://xforce.iss.net:
No findings

Exploit-DB - http://www.exploit-db.com:
[18329] Apache Struts2 <= 2.3.1 Multiple Vulnerabilities

OpenVAS (Nessus) - http://www.openvas.org:
[100858] Apache 'mod proxy http' 2.2.9 for Unix Timeout Handling Information Disclosure Vulnerability

[

MAC Address: 00:0C:29:73:9E:96 (VMware)

Warning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port
Device type: general purpose

Running: Linux 2.6.X

0S CPE: cpe:/o:linux:linux_kernel:2.6

0S details: Linux 2.6.9 - 2.6.33

Network Distance: 1 hop

TRACEROUTE
HOP RTT ADDRESS
1 2.89 ms 10.0.0.200

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 23.51 seconds

Jolis -SC a8 0l (0 -SC 5 -0 SV slo g 5| anals a5 ail o Aggressive b -A sx mosw

el 0 00ls osgi o ls 399 ESeCUrity.ir cole ;o a5 Nmap ij4e!

@ lew ol Gl S3@ p3Y anles dxxle ) S 4 NMap [laew oLd ld > svalin sy

3,5 )55 5 ool dawyoo glael ol IR, & 590

dled axxlpe 5 S 4 NMAP jlions (oBjgal JolS ol 0y 5 g yidon ledlbl 6l anles

Nmap . ojgel Hlovouw
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NMap adly ;o .05l o oo (2 ,Sl 550 S slyls NMAP (eadgai o)Lal 5T 4 45 (65 )50y opdle
3525 NMApP o cn Sl (g0l slaws .o o plal ] cols sla )5 a5 wil o ol Cos Sl (gl )l
S5yl 1,8 Jusr/share/nmap/scripts s o (Soud JI j0 45 o)l

S Sl S5l ookl (gl uioren gl 0dld SO s 3515 Wb 09250 sl Can Sul cnaline 1y

Dgd oo 00ld 18 L5 s ae o Sl ab ] 51 e g 0 oolaul --SCFIPt zugw I NMap ;o
ML: ° Nmap 3o W)Ld‘ s_i: oolau! )‘ 6‘ 4\.’3&4 B:3) JL».A

nmap -p 80 --script whois-ip 20.0.0.1

root@Kkali: ~ @ @ O

File Edit View Search Terminal Help
:~# nmap -p 80 --script whois-ip 45.33.49.119

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 16:59 EDT
Nmap scan report for ack.nmap.org (45.33.49.119)

Host is up (0.24s latency).

PORT  STATE SERVICE

80/tcp open http

Host script results:
whois-ip: Record found at whois.arin.net
netrange: 45.33.0.0 - 45.33.127.255
netname: LINODE-US
orgname: Linode

country: US stateprov: NJ]
orgtechname: Linode Network Operations

I
I
|
| orgid: LINOD
|
| orgtechemail: support@linode.com

Nmap done: 1 IP address (1 host up) scanned in 1.87 seconds

~# i

o ool Yoo oV P & bgy o Whois wledbl #1,5enl sl Whois-ip e Sl 51 Jle cpl jo
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Nmap ;b ST v G0 s digod
nmap -p 80 --script whois-domain esecurity.ir
Das oo bl a1 H1a5 0550 puals s gy e WhOiS cledlbl YU ey Sl

nmap -p 80 --script ip-geolocation-* IP

root@kali: ~ e ® O
File Edit View Search Terminal Help
:~# nmap -p 80 --script ip-geolocation-* 45.33.49.119

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 17:00 EDT

NSE: [ip-geolocation-maxmind] You must specify a Maxmind database file with the
maxmind db argument.

NSE: [ip-geolocation-maxmind] Download the database from http://dev.maxmind.com/
geoip/legacy/geolite/

Nmap scan report for ack.nmap.org (45.33.49.119)

Host is up (0.25s latency).

PORT  STATE SERVICE

80/tcp open http

Host script results:

| ip-geolocation-geoplugin:

| 45.33.49.119

| coordinates (lat,lon): 37.5483,-121.9886
| ~state: California, United States

Nmap done: 1 IP address (1 host up) scanned in 1.19 seconds
~#

2355 (b lolid P ool S (oLl i Comdse Yl o Sl 5l esliad L
nmap -p 80 --script whois-ip 193.70.88.144
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nmap -p80 --script dns-brute nmap.org

root@kali: ~ e ® O

File Edit View Search Terminal Help
:~# nmap -p80 --script dns-brute sans.org

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 17:06 EDT
Nmap scan report for sans.org (204.51.94.202)

Host is up (0.23s latency).

rDNS record for 204.51.94.202: mail.sans.org

PORT  STATE SERVICE

80/tcp open http

Host script results:

| dns-brute:

| DNS Brute-force hostnames:

| admin.sans.org - 204.51.94.215
| www.sans.org - 204.51.94.202

| www2.sans.org - 66.35.59.202

| oracle.sans.org - 10.10.10.10
| mail.sans.org - 204.51.94.202
| mail2.sans.org - 66.35.59.44
it sip.sans.org - 52.113.65.139

Nmap done: 1 IP address (1 host up) scanned in 20.40 seconds
~# |

A 18 1y 093 Jai 5 g0 ol ol (pl sl @ ales

nmap -p80 --script http-waf-detect esecurity.ir

root@kali: ~ @ ® O
File Edit View Search Terminal Help

:~# nmap -p80 --script http-waf-detect esecurity.ir

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 17:08 EDT
Nmap scan report for esecurity.ir (193.70.88.144)

Host is up (0.11ls latency).

rDNS record for 193.70.88.144: 144.ip-193-70-88.eu

PORT  STATE SERVICE

80/tcp open http

| http-waf-detect: IDS/IPS/WAF detected:

| esecurity.ir:80/7?pdyl04d3=<script>alert(document.cookie)</script>

Nmap done: 1 IP address (1 host up) scanned in 2.30 seconds
~#
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'l“ U“ *
Nmap s b o295 clgol
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-oN = Nmap File(Text file)

root@kali: ~ @ ® O

File Edit View Search Terminal Help
:~# nmap -PN -p 80 10.0.0.200 -oN nmap.txt

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 17:14 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00041s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.08 seconds
:~# cat nmap.txt

# Nmap 7.25BETA2 scan initiated Wed May 3 17:14:12 2017 as: nmap -PN -p 80 -oN
nmap.txt 10.0.0.200

Nmap scan report for 10.0.0.200

Host is up (0.00041s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

# Nmap done at Wed May 3 17:14:25 2017 -- 1 IP address (1 host up) scanned in 1
3.08 seconds

e | 2
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-oX = XML File

root@Kkali: ~ @ ® 0

File Edit View Search Terminal Help
:~# nmap -PN -p 80 10.0.0.200 -oX nmap.xml

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 17:17 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00044s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.09 seconds
:~# cat nmap.xml
<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE nmaprun>
<?xml-stylesheet href="file:///usr/bin/../share/nmap/nmap.xsl" type="text/xsl"?>
<!-- Nmap 7.25BETA2 scan initiated Wed May 3 17:17:15 2017 as: nmap -PN -p 80 -oX nmap.xml 1
0.0.0.200 -->
<nmaprun scanner="nmap" args="nmap -PN -p 80 -oX nmap.xml 10.0.0.200" start="1493846235" star
tstr="Wed May 3 17:17:15 2017" version="7.25BETA2" xmloutputversion="1.04">
<scaninfo type="syn" protocol="tcp" numservices="1" services="80"/>
<verbose level="0"/>
<debugging level="0"/>
<host starttime="1493846235" endtime="1493846248"><status state="up" reason="arp-response" re
ason_ttl="0"/>
<address addr="10.0.0.200" addrtype="ipv4"/>
<address addr="00:0C:29:73:9E:96" addrtype="mac" vendor="VMware"/>
<hostnames>
</hostnames>
<ports><port protocol="tcp" portid="80"><state state="open" reason="syn-ack" reason ttl="64"/
><service name="http" method="table" conf="3"/></port>
</ports>
<times srtt="441" rttvar="3761" to="100000"/>
</host>
<runstats><finished time="1493846248" timestr="Wed May 3 17:17:28 2017" elapsed="13.09" summ
ary="Nmap done at Wed May 3 17:17:28 2017; 1 IP address (1 host up) scanned in 13.09 seconds
" exit="success"/><hosts up="1" down="0" total="1"/>
</runstats>
</nmaprun>
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-0G = Grep support file

root@kali: ~ @ ® 0

File Edit View Search Terminal Help
:~# nmap -PN -p 80 10.0.0.200 -oG nmap.gnmap

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 17:23 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00040s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.29 seconds
:~# cat nmap.gnmap
# Nmap 7.25BETA2 scan initiated Wed May 3 17:23:58 2017 as: nmap -PN -p 80 -oG
nmap.gnmap 10.0.0.200
Host: 10.0.0.200 () Status: Up
Host: 10.0.0.200 () Ports: 80/open/tcp//http///
# Nmap done at Wed May 3 17:24:11 2017 -- 1 IP address (1 host up) scanned in 1
3.29 seconds

-+ 1l o
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-0S = Script Kids file ©

root@Kkali: ~ e ® O

File Edit View Search Terminal Help
:~# nmap -PN -p 80 10.0.0.200 -0S nmap-s.txt

Starting Nmap 7.25BETA2 ( https://nmap.org ) at 2017-05-03 17:26 EDT
Nmap scan report for 10.0.0.200

Host is up (0.00043s latency).

PORT  STATE SERVICE

80/tcp open http

MAC Address: 00:0C:29:73:9E:96 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 13.12 seconds
:~# cat nmap-s.txt

$tart|ng NmAp 7.25B3t42 ( hTTps://nmap.org ) At 2017-05-03 17:26 3dT
Nmap $can report FOr 10.0.0.200

Ho$t |z Up (0.00043s latenCy).

PORT  $Tat3 S3RV!IC3

80/tcp Open http

M4C Addr3ss: 00:0c:29:73:9E:96 (Vmware)

Nmap dOn3: 1 *P addresz (1 hOsT up) $canned 'n 13.12 $3cOndS
~#
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